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1. Introduction to Threat analysis and Risk Assessment

This document describes threat analysis and risk assessment (TARA) methodology with focus on IT- and telecom networks from a technical aspect. 

The threat analysis and risk assessment follows a well defined process as described in section ‎1.2 below. 

Editors note: A corresponding Threat Analysis and Riska Assessment report template exists 

This document is intended to be used by those performing the threat analysis and risk assessment. 

1.1 Definitions and abbreviations

	asset 
	anything that has value to the organization (mainly information)

	impact
	the result of an unwanted incident

	risk
	the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to the organization

	threat
	a potential cause of an unwanted incident that may result in harm to a system or organization

	vulnerability
	a weakness of an asset or group of assets that can be exploited by one or more threats


1.2 The process

Before the real process starts, it is important that together with the customer, clearly identify the scope of the project, so that there will be no misunderstandings of what should be reviewed. This should be clearly documented (see section ‎2).
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Figure 1  Overview of the threat analysis and risk assessment process.

The TARA process can be divided into several steps (see Figure 1). We here try to give a brief explanation of the different steps in the figure:

1 The first step is to understand the system and identify possible legal- and/or policy requirements. This activity mainly consists of going through existing and current documentation. This should preferably be summarized in the document (see section ‎3). 
2 The second step will be to define the users and the assets in the system. Users might for example be end-users , operators, administrators, and O&M administrators. Assets are something that the threat agent wishes to abuse and/or damage. This might for example be billing/charging data, user account information/databases, and management traffic. Document the security assumptions made, such as assumptions regarding the physical protection and the trust model see section ‎3 and ‎4. 
3 Define the security objectives, see section ‎5
4 Threat agents shall be identified in terms of their skills, resources and motivation. Identify and categorize all threats relevant for the security objectives as described in section ‎5.

5 After all threats have been listed a risk assessment will be done. This in order to rank the threats that need to be taken into account and those that have such low risk that they will not be considered in the security solution (see also section ‎6).

6 Based on the result from the previous step, security requirements are documented that will counter threats categorised as risk class 1-3 (see also section ‎7). 

7 The security requirement identification will be followed by an analysis of how well the existing security solution will meet the assumed threats together with the most common vulnerabilities (see also section ‎8). 

8 Finally, recommendations should be given on how to improve (if needed) the security solution of the system (see also section ‎9).

2. Introduction

The introduction should clearly define the scope of the study. This should be done in agreement with the customer.

3. System Description

In order to do a threat analysis and risk assessment you need to get a good understanding of the system/product under evaluation. Hence UPDATED and complete documentation is crucial. One of the biggest pitfalls that you might stumble into is inaccurate documentation. It is therefore valuable to have, as a complement to the documentation, a few meetings with key develpopers to discuss the security solution of the system. Write the first part in the report which will be the system description. Make sure that you “know” and understand the system before you move on to the next step.

Shopping list: 

· System description (AD)
· Network architecture (AD)
· Requirements descriptions (RD
3.1 User roles

What kind of user roles is there in the system? 

· Super User (Root)

· Administrator

· End user

· Subscriber

· Operator
3.2 Data/Assets 

Different types of data will require different types and levels of protection. Therefore, to be able to recommend appropriate security requirements we must first distinguish the various types of data that need to be protected for example: 

· User traffic

· Signalling data

· Charging data
· Billing data

· Location data

· Control data

· Routing data

· Access control management data

· & M data

4. Assumptions

This section should include a list of assumptions about the environment and the intended use of the system. For example, it may be necessary to make some assumptions in order to ensure that a potential threat to an asset is not relevant in practice to the system. 

The following type of assumptions should be included: 

· Assumptions about the intended usage of the system;

· Physical protection of the system; 

· Connectivity aspects (e.g. a firewall being configured as the only network connection between a private network and a hostile network); 

· Personnel aspects.

4.1 Trust model

This can with advantage be described visually. 

5. Security objectives

Define the security objectives that are relevant with regard to system definition and the assets to be protected.  

6. Threats

Threat analysis and risk assessment will preferably be done in a workshop. The threat analysis is usually done by “technicians”, while the risk assessment is done by “business people”. 

6.1 How should Threats be identified? 

A threat is an undesirable event, possibly caused by an identified threat agent, which places the asset at risk. In order to identify what the threats are, you therefore need to answer the following questions: 

· What are the assets requiring protection?

· What attack methods or undesirable events do they need to be protected from?

· Who or what are the threat agents?
The assets normally take the form of information that is stored, processed and transmitted by IT systems. They are termed assets because they have some intrinsic value to those who own those assets. By the same token, they are often of value to threat agents who may seek to compromise the confidentiality, integrity and/or availability of those assets, contrary to the wishes and interest of the owner. 

6.1.1 Threat agents

A threat shall describe in terms of an identified threat agent, the attack, and the assets that is the subject of the attack. Threat agents shall be described by addressing aspects such as expertise, available resources, and motivation. Attacks should be described by addressing aspects such as attack methods, any vulnerability exploited, and opportunity.

The threat agents can be categorised as either: 

· Unauthorised users of the system, i.e. individuals who have not been granted access to the system; 

· Authorised users of the system that have been granted access right to the system. 

Threat agents can also be categorised in terms of skill and resources:

· Basic; an attacker in this category is very much the “average user” with basic knowledge and limited resources.

· Medium; the typical attacker has some technical experience and medium set of resources.

· High; professional and highly skilled attacker with almost unlimited set of resources.

6.1.2 Threat categories

It is possible to classify security threats in many different ways and here these following categories have been considered [3GPP]: 

T1
Unauthorised access to sensitive data (violation of confidentiality and privacy requirements)

· Eavesdropping; 

· Masquerading; 
· Traffic analysis; 

· Browsing;

· Leakage; 

· Inference;

T2
Unauthorised manipulation of sensitive data (violation of integrity)

· Manipulation of messages. 
T3
Disturbing or misusing network services (denial of services and reduced availability)

· Intervention

· Resource exhaustion; 

· Misuse of privileges; 

· Abuse of services.
T4
Repudiation (may not always be applicable)

T5
Unauthorised access to services

6.2 Threat examples

6.2.1 Unauthorised access to data (violation of confidentiality)

T1a
Unauthorised access to user traffic. Eavesdropping: passive listening, in particular on wireless communication, is quite easy to do and impossible to detect.

T1b
Unauthorised access to sensitive data. Poor random number generators may enable the attacker to significantly reduce search space of possible encryption/integrity keys, or to predict future keys from another key that somehow "leaks out".
6.2.2 Threats to integrity

T2a
Unauthorized manipulation of user traffic. Example: an attacker puts up a fake base station to be able to manipulate and hijack a connection.

T2b
Unauthorized manipulation of O&M traffic. Example: an attacker hijacks an O&M connection by utilizing IP spoofing in order to change user configuration parameters.

6.2.3 Denial of service attacks

T3a
Disturbance and misuse of network service. Example: an attacker launches a DoS attack against the service in order to make the service unavailable.

T3b
Disturbance and misuse of network traffic. Example: a virus is programmed to launch a DDoS attack against a service, which also results in consumption of the general network resources as well as unavailability of the targeted service.

6.2.4 Repudiation

T4a
Repudiation of service: a user falsely claims he did not get the service he paid for, or claims he is charged for a service he never used. Moreover, a visited network may claim to the home network that one of its subscribers are roaming there, while in reality it is not. When the subscriber eventually is charged, he will correctly repudiate and it will be difficult to tell who is "lying".
6.2.5 Unauthorised access to services

T5a
Unauthorized access to telephony service. Example: the attacker gets unauthorized access, which then can lead to call fraud or change/set up/intercept different traffic.

T5a
Unauthorized access to self-provisioning service. Example: the attacker gets unauthorized access, which then can lead to that she can add new service accounts or change the service offer for existing accounts. 

7. Risk assessment

Risk can be defined as the likelihood of an event occurring that causes damage, as a result of a threat. 

IMPACT X PROBABILITY = RISK

Given a threat, the corresponding risk class is calculated by evaluating the estimated impact an attack may have and the probability to launch such successful attack. The estimation of both impact and probability of success is done by using a Low-to-Critical scale. The table below identifies the risk class, given the impact and the probability of successful attack.

In the risk assessment process, the risks are divided into four classes; 

Risk Class 1: Indicates a very high risk. The solution MUST mitigate the identified threat. 

Risk Class 2: Indicates a high risk. The solution SHOULD mitigate the identified threat. 

Risk Class 3: Indicates  risk. The solution MAY mitigate the identified threat. 

Risk Class 4: Indicates acceptable risk. Hence no investigations in countermeasures must be done. 

	Impact
	Probability of successful attacks

	
	Low (L)
	Medium (M)
	High (H)
	Critical (C)

	Low (L)
	4
	4
	4
	3

	Medium (M)
	4
	3
	2
	2

	High (H)
	3
	2
	1
	1

	Critical (C)
	3
	2
	1
	1


8. Security Requirements

This section contains examples of security requirements that can be derived from the threat/risk analysis. These requirements will counter threats that have been ranked as critical or high. 

8.1 Requirements on system integrity

R3a
It shall be possible to protect against unauthorised modification of user traffic. (Counters threat T2a, T6a, T7b, T7c)

Note: 
It is assumed that user traffic contains sufficient redundancy such tat a stream chiper provides a basic level of data integrity protection on the radio interfaces. 

R3b
It shall be possible to protect against unauthorised modification of certain signalling data and control data, particularly on radio interfaces. (Counters threat T2b, T3b, T3c, T6b, T6c, T7a, T7b, T7c)

9. Gap analysis and Vulnerability identification

This part will discuss some of the vulnerabilities that we see and the suitability of requirements meeting the threats. The focus should be on vulnerabilities that correspond to threats with high risk (i.e. risk class 1 or 2).

The most common vulnerabilities can be found on the following pages:

Common Vulnerabilities and Exposures: http://cve.mitre.org
The Twenty One Most Critical Internet Security Vulnerability: http://www.sans.org/top20.htm
10. Recommendations and conclusions

From the section above recommendations should be drawn of what kind of countermeasures that may be needed and other conclusions.

11.  Activities in the Threat analysis/ Risk assessment

There are a lot of pitfalls along the way when performing a threat analysis and risk assessment. To avoid some of them remember to:
· Make sure that you have accurate documentation
· Make a documentation list to understand how different documents are related to each other. Note that documentation might come from different projects i.e. different releases of the system. 
· Book meetings with key personnel to ensure that you understand the security solution. 
· The report and the recommendations must have support from the audited organization. This can only be done via workshops and recurrent progress reports.
· Remember that this is not a linear process but requires some iterations and most important of all feedback from customer organisation. 
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