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1 Reason for Contribution

This contribution is to be proposed as some outlines for the oncoming SEC CF v2, and is expected to be useful to start the work item soon. 
2 Summary of Contribution

The end to end security in the data communication is very important. The SEC CF v2 should comprise of it and more common security topics. 
The generic authentication architecture in mobile end to end data communications between mobile users and various service providers in the network is necessary for the end to end security.

For the generic authentication architecture, there are some generic negotiation mechanisms and authentication procedures to support both various entities which have miscellaneous authentication capabilities and to support various services that have differentiated security requirements. 
The authentication addressed herein is used for service providers and requesters and it is independent of network access authentication of the mobile users.

3 Detailed Proposal

There are three types of entities: 
Mobile terminals in compliance with different mobile communication standards;

Service authentication related network elements;

Application servers in various networks including mobile networks and open networks; 

There are three types of services:

The services that are operated by mobile network operators (including the services operated by a visited network when a user roams into the network);

The services provided by application servers on open networks such as Internet for mobile terminals, e.g. web services and e-mail service etc.;

The services provided by certain powerful mobile users acting as customized service brokers for other mobile users;

Authentication model

Figure 1 shows an authentication reference model in mobile end to end data communication. 
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Figure 1 - Authentication model in mobile end to end data communication

In this figure 1, network entities contained service entities, Entity Subscription Database (ESD) and Entity Authentication Centre (EAC) in the operator’s network.

If SS wants to use the service provided by SP in the visited network, which has had a subscription relationship with SS’s home network, then an authentication proxy (AP) shall be needed to transmit the authentication information between the visited SP and the SS’ home EAC. Figure 2 shows an authentication reference model in mobile end to end data communication.
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Figure 2 - Authentication model for accessing service in visited network
NOTE - When the visited network has an E2E model, the AP/EAC2 can be denoted EAC2 (i.e. AP is contained in EAC); when the visited network has not an E2E model, it needs an AP which is a proxy of the visited SP, the SP can communicate with the home EAC via the AP, here the AP/EAC2 is denoted AP. 
Requirements of authentication model for accessing service in visited network (also called the roaming case):
1. The roaming service subscriber can perform authentication and service request through EAC in the home network;

2. The home network can control whether the service subscriber is authorized to use the services in the visited network. 
The roaming UE (SS) always with the home EAC negotiates about the authentication mode and performs the authentication procedure. Home EAC should send authentication mode which has been negotiated to AP/EAC2, and initiate authentication negotiation and authentication between AP/EAC2 and visited SP. Home EAC shall generate trustful proof for roaming SS and visited SP (example, shared derived key, service grant ticket SGT etc.), then it will secure transport to visited SP over Zp interface and AP/EAC2.

Network Elements
Entity Subscription Database (ESD)

Every entity shall have a subscription relationship with network operators, and the subscription information is stored in the ESD, where the authentication information is stored binding with the corresponding entity identity. 
The requirements for ESD include:

1. ESD shall store users’ subscription information securely over a long period of time;

2. ESD shall store different entities’ authentication information according to different authentication mechanisms stored in the subscription information. For example, if the authentication mechanism is a symmetry key mechanism, it should store the shared secret information between entities and network; if the authentication is public key certificate mechanism, it may store the certificate repository and Certificate Revocation List. 
3. ESD can update subscription information in time;
4. ESD can send the response that generated, update and repeal of subscription information to service entity.
5. ESD can accomplish the calculation function needed in authentication procedure if it has the AuC (Authentication Centre) function, otherwise it can obtain the relative authentication data from AuC.
Entity Authentication Centre (EAC)

When every service entity subscribes or provides service, they should first contact with the EAC to negotiate authentication mechanism and accomplish authentication procedure. The authentication procedure shall generate shared key Ks. If authentication succeeds, EAC shall assign a temporary identity for every entity (ISR-ID or IAC-ID). 

Then, EAC shall store Ks/Kp and the temporary identities in local database, and set a lifetime for them. 
The requirements for EAC include:

1. EAC can obtain subscription information from ESD according to the user’s identifier;

2. EAC can judge whether to accept an entity’s authentication request according to subscription information. 
3. EAC can choose a proper authentication mechanism according to the local policy, and can accomplish authentication procedure with entities;

4. If authentication succeeds, EAC can assign a temporary identity identifier and generate shared key material Ks/Kp for each entity, and set a lifetime for it. 
5. If Ks/Kp or temporary entity identifier expires, EAC shall indicate entity to initiate a re-authentication procedure;

6. EAC can collocate and manage whether several service communications can use the shared key material generated from one authentication. 
EAC allows Ks/Kp generated from one authentication procedure to be used by several services. However, it is unreasonable to use the same Ks to derive keys for several services (The derived key derived from Ks/Kp, is a shared key between service subscriber and service provider.)  For example, it is not reasonable or secure to share the same authentication result for mobile operator or the third party AS, and the mobile terminals being a service provider. An operator AS, having a very high security requirement, would not like to share Ks/Kp created from one authentication with other entities. Therefore, whether several service communications can use the shared key created from one authentication should be able to be collocated and managed. 
The entities having the same security requirements and background can be allotted into one group, which can share an authentication result. When the group member firstly comes to inquire an ISR-ID, EAC shall link the ISR-ID with the group. Then if any group member inquires authentication information, it can receive a correct response. If the entity doesn’t belong to this group, EAC shall inform it that the ISR-ID is invalid, and ask it to inform the service subscriber to initiate re-authentication with EAC. 
1. When receiving an inquiring request from a service entity, EAC can judge whether the entity has right to use or provide the service ,then EAC shall generate shared derived key for them or transport derived key and generated parameter;
2. Between EAC and accounting server should have a secure interface, and can carry a information that correlative with accounting in authentication procedure to accounting server. 

Authentication Proxy (AP)

If an SS sends service request to an SP that is in another mobile network than home mobile network, an authentication proxy (AP) of the SP’s network shall be used for this visited SP to communicate with SS’ home EAC.
NOTE - AP may be a separate network element, or be a part of any NE in the visited network that it can implement authentication proxy functionality (examples of such NE’s are the EAC of the network that the visited SP belongs to, or an AAA-server).
The requirements for AP include:

1. AP shall be able to authenticate visited SP;

2. AP shall be able to locate SS’ home EAC and communicate with it over secure channel;

3. AP shall be able to transmit the authentication information, key material and other relative information between the visited SP and the home EAC;

4. AP may generate charging information in roaming situation, and send it to relevant charging servers.
Service Subscriber (SS) 

Service subscriber can only apply for services. Generally, it is a common mobile user.   

The requirements for SS include:

1. SS shall support one or several authentication mechanisms, can initiate authentication procedure with EAC, and can identify itself with its identifier in the authentication procedure. 
2. When receiving re-authentication request from EAC/SP, SS can initiate re-authentication procedure, and can identify itself with temporary identifier. When SS finds that a key material has expired, it shall initiate re-authentication request to EAC;

3. SS can make use of the derived key to accomplish further authentication with service provider, and then start security communication. 
4. The SS’s function can be performed in ME or UICC that contained in ME (Note that UICC is UMTS IC Card, see definition in TS 33.102).
Service Provider (SP) 

Only can provide services, may be an application server in operator network or other networks. 

The requirements for SP include:

1. SP shall support one or several authentication mechanisms, can perform initial authentication procedure with EAC, and can identify itself by user identifier;

2. When receiving re-authentication request from EAC, SP can initiate re-authentication procedure, and identify itself with temporary identifier. When SP finds that a key material has expired, it shall initiate re-authentication request to EAC;

3. SP can inquire about service subscriber’s authentication status;

4. SP can make use of the derived key to accomplish further authentication with service subscriber, and then start security communication. 
5. SP can initiate a subscription procedure to ESD by EAC.
Reference Point

Zm reference point

Zm is the interface between EAC and ESD where EAC can obtain entities’ subscription information from ESD. The subscription information includes the users’ identity information, subscribed service type, service security degree requirement, etc. 

The requirements for Zm reference point include:

1. The communication on Zm reference point shall be secure;

2. All of the communications on Zm reference point shall be initiated by EAC. 
Zb reference point

Zb contains two parts, the common part, which is shared with the Zb’ reference point, and the separate part, which is different with the Zb’ reference point.

The common part of Zb is the interface for authentication mechanism negotiation and mutual authentication between any service entity and EAC. 
Over the common part of Zb, EAC can choose a proper authentication mechanism according to the local policies and the authentication mechanism supported by network and entities. Then EAC accomplish authentication procedure with entities. 
Over the separate part of Zb, SS can initiate service request, which may be transmitted to the SP by EAC.

The requirements for Zb reference point include:

1. EAC can identify service entities;

2. Shared key material shall be generated during the mutual authentication between EAC and service entities to secure the communication over Zb reference.

3. EAC can set the lifetime of the shared key material and temporary identifiers for SS. SS may be able to apply service granted ticket towards EAC.

4. SS can initiate a service request which it is carried to SP by EAC.
Zb’ reference point
Zb’ is the interface between SP and the EAC (or AP, if the SP is in another operator’s network). The security of it may be secured by IPSec protocol. And the Zb’ also contains two parts, the common part, which is shared with the Zb reference point, and the separate part, which is different with the Zb reference point.

The common part of Zb’ is the interface for authentication mechanism negotiation and mutual authentication between all types of the service entities and EAC.
Over the common part of Zb’, EAC can choose a proper authentication mechanism according to the local policies and the authentication mechanism supported by network and entities. Then EAC accomplish authentication procedure with entities. 
Over the separate part of Zb’, SP can inquire about the service subscriber’s authentication status through Zb.
1. EAC can identify service entities;

2. During the mutual authentication procedure between EAC and service entities, a shared key material shall be generated to secure the communication over Zb’ reference;

3. SP may be able to inquire about the SS’ authentication status towards the EAC;

4. EAC can set the lifetime of the shared key material and temporary identifiers for service entities. 
5. SP may be able to retrieve part or all of the SS’ subscription information from the EAC. 
Ue reference point

Ue is the interface between service subscribers and service providers. A certain kinds of application protocols can be run on it. The communication on this reference point is protected by the derived key Ksp negotiated between EAC and service subscriber (e.g. a further authentication in both sides and data encrypted.). 

Zp reference point

Zp is the interface between authentication proxy (AP) in the visited network and the home EAC.  The TLS protocol as specified in RFC 2246 shall be used to secure the Zp reference point between the AP and the home EAC.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Suggest that the authentication architecture can be considered in the oncoming SEC-CF V2.
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