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1. Security Overview
(Informative)

This chapter aims to give a self-contained high level overview of the security issues SUPL 1.0 and how they are resolved.
Editor’s note: Emergency positioning is not described and discussed in this version.
1.1 System Overview

Figure 1 below depicts the communication paths between the main SUPL entities. It also illustrates the main trust relations. Note that the figure is not intended to be taken as an OMA architectural diagram; its only purpose is to illustrate the security relevant entities, interfaces and trust relations. 
The entities involved are 
· The SET, which is a mobile SUPL enabled terminal. The terminal may trigger SUPL services or it may receive requests to be positioned. 

· The SUPL agent which is the source for network initiated SUPL services. 
· The H-SLP, which offers the SUPL services to the SET. The H-SLP contains the subscription, authentication and privacy related data for the SET.
· The V-SLP, which is used in positioning when the SET is roaming outside of the Home SUPL domain. 

· The E-SLP, which is an emergency SLP used in conjunction with emergency calls. Not a part of SUPL 1.0
· The R-SLP relays SUPL service requests from a SUPL agent  to the H-SLP (/ E-SLP?) when the SET is roaming outside of its home SUPL domain

· The WAP PPG / SMS-C is the entity used to push messages to the SET.

· The Home PLMN is the operator to which the SET subscribes for network access.

· The CA is the Certificate Authority, which issues (root-) certificates used in SUPL. These certificates are used to set-up TLS protected connections between the SET and network entities.
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Figure 1. System overview from a security perspective
The SLPs have two functional blocks, the SLC and the SPC. These blocks are sometimes connected over a public interface and sometimes, when they are collocated over an internal, unspecified interface. In both cases, it is assumed that the communication between the blocks is protected.

All black arrowed interfaces are back-end interfaces and they are supposed to be trusted. When these interfaces are between entities in different operator domains they are trusted by business agreements. How these interfaces are protected is outside the scope of SUPL. 

The red arrowed interface between WAP PPG/SMS-C is a push interface over wireless to the SET. This interface is used to send requests for network initiated SUPL services to the SET. The interface is in itself unprotected and the protection of push messages need special considerations. The dotted red interface is used for push over UDP.
The green interfaces from the SET are over wireless connections and need special protection mechanisms.


The SET has two trust relations. The first one is to the H-SLP representing its SUPL service provider. The H-SLP is the “trust anchor” for the SET. The second trust relation is to its home PLMN, The H-SLP would generally be associated with or part of the SET’s home PLMN. The CA is trusted by all entities using its certificates.

1.2 Service description
The services available can be grouped into network initiated positioning and SET initiated positioning. Two modes of operation are defined: proxy and non-proxy mode. In proxy mode the SET only communicates with its H-SLP and if signaling to other entities is required, the signaling is tunneled via the H-SLP. In Non-Proxy mode the SET communicates with both the SPC in the H-SLP and a serving SPC which may be located in the H-SLP or a V-SLP.
Proxy mode of operation is the mode of operation expected to be deployed in 3GPP environments while non-proxy mode of operation is anticipated for 3GPP2 environments.

There are two methods for SET authentication and authorization in 3GPP deployments using proxy mode. The first is to use GBA to provide keys used when establishing the required secure connections by use of PSK-TLS. The second method is to establish the required secure connection by use of TLS with server certificate and SET authentication by network supported SET MSISDN IP-address matching. In the latter case the root certificate for the server certificate should be pre-provisioned by the home SUPL operator.

In 3GPP2 deployments SET authentication is always based on PSK-TLS. All keys for establishing the required secure connections by PSK-TLS should be provided by the home SUPL operator. Master keys and nonce are sometimes used to derive session specific keys. 

1.2.1 Network initiated, proxy mode operation

Network initiated proxy mode signaling is depicted in Figure 1. The operation starts by the H-SLP issuing SUPL INIT message. This is a PUSH message which may be delivered by SMS, WAP PUSH or UDP. This message can be integrity protected by inclusion of a secret key MAC. In 3GPP environments integrity protection is optional.
When the SET receives this message it responds with setting up a secure connection (TLS) to its H-SLP. The address of the H-SLP is pre-provisioned to the SET. The SET then sends the message SUPL POS INIT. This message contains a VER parameter which is a hash over the SUPL INIT message. By sending VER, the H-SLP can verify that the SET received an uncorrupted/unmodified SUPL INIT. Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 2. Signaling diagram for network initiated proxy mode operation.

We note that the SUPL INIT is sent unprotected in plain and may be intercepted and modified while the rest of the signaling is confidentiality and integrity protected by TLS. Mutual authentication between the SLP and the SET is obtained when the TLS session is established. 
1.2.2 SET initiated, proxy mode operation

SET initiated, proxy mode signaling is depicted in Figure 3. The operation starts with the SET establishing a secure connection to the H-SLP. It then sends a SUPL START message to which the H-SLC responds with a SUPL RESP. Then the SET issues SUPL POS INIT message (The TS-ULP states that a VER is mandatory in proxy mode. But as there is no SUPL INIT message to calculate the hash over, this must be an error.) Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 3. Signaling diagram for SET initiated proxy mode operation.

We note that all signaling is confidentiality and integrity protected by TLS. Mutual authentication between the SLP and the SET is obtained when the TLS session is established.
1.2.3 Network initiated, non-proxy mode operation

Network initiated, non-proxy mode signaling is depicted in Figure 4. The operation starts by the H-SLP issuing a SUPL INIT message. This is a PUSH message which may be delivered by SMS, WAP PUSH or UDP. The message is integrity protected by inclusion of a secret key MAC and contains the address to the SPC to which the SET should connect for the actual positioning operation.

When the SET receives the SUPL INIT message it responds with sending a SUPL AUTH REQ message to the H-SLP. This message carries a nonce and a corresponding key identity. The nonce is used to derive an authentication key, which is later used when setting up a secure connection to the SPC. The H-SPC verifies that it has received the SUPL AUTH REQ and authorizes the SET to proceed by issuing a SUPL AUTR RESP. SUPL AUTH RESP does not contain any security related information. The H-SLP securely forwards the derived key to the SPC.
The SET sets up a PSK-TLS session, using the key derived from the nonce. It then sends a SUPL POS INIT message. This message does not need a VER parameter as the SUPL INIT message was integrity protected by a MAC. Then follows the signaling for the actual positioning (SUPL POS Session). The positioning operation is ended by the H-SLP sending a SUPL END message after which the secure connection may be released.
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Figure 4. Signaling for network initiated, non-proxy mode operation.

We note that SUPL INIT is integrity protected but not confidentiality protected. Furthermore, the SUPL AUTH REQ and the SUPL AUTH RESP messages are not protected by any cryptographical methods and thus there is no strong mutual authentication between the SLP and the SET which also means that the messages may be intercepted and modified. Mutual authentication between the SPC and the SET is obtained when the TLS session is established.

1.2.4 SET initiated, non-proxy mode operation

SET initiated, non-proxy mode signaling is depicted in Figure 3. The operation starts with the SET establishing a secure connection to the H-SLP. It then sends a SUPL START message to which the H-SLC responds with a SUPL RESP. The SUPL RESP contains the address of the SPC to which the SET shall connect for the actual positioning operation, and a key and a key identity, which later are used when setting up a secure connection to the SPC. The key is also securely forwarded to the SPC.
The SET sets up a PSK-TLS session, using the key received from the H/SLP and then it sends a SUPL POS INIT message. Then follows the signaling for the actual positioning (SUPL POS Session) . The positioning operation is ended by the SPC sending a SUPL END message after which the secure connection may be released.
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Figure 5. Signaling diagram for SET initiated, non-proxy operation.
We note that all signaling is confidentiality and integrity protected by the two TLS protected connections. Mutual authentication between SLP and SET and SPC and SET respectively is obtained when the corresponding TLS sessions are established.

1.3 Security Requirements

A summary of the security requirements are

· The SUPL system must protect all location information (stored and communicated) against unauthorized disclosure and modification in accordance with the user's privacy preferences, except for emergency or lawful intercept purposes (depending on local/regional regulations). 

· Entities involved in the execution of a SUPL service must be authenticated and unauthorized execution of SUPL services must be prohibited.

· SUPL should be resistant to Denial of Service (DoS) attacks.
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