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1 Reason for Contribution

OMA-LOC has asked OMA-SEC to perform a security review of the SUPL 2.0 specifications. This contribution addresses the security requirements for messages sent between the SET and H-SLC in non-proxy mode after the positioning has occurred.
2 Summary of Contribution

SUPL 2.0 (unlike SUPL 1.0) supports triggered sessions. Network-initiated, triggered non-proxy sessions involve the SET sending a <SUPL REPORT> to the H-SLC or E-SLC in order for the SET to inform the H-SLC of the result of the positioning session. This document proposes security requirements for these SET-oriented <SUPL REPORT> security requirements.
3 Detailed Proposal

The latest ULP TS is OMA-TS-ULP- OMA-TS-ULP-V2_0-20070122-D.
It is my understanding that the specification currently stipulates that mutually-authenticated TLS session between the SLC and SET is required for SET initiated sessions.

The specification also currently stipulates that mutually-authenticated TLS session between the SLC and SET is required for network-initiated, Proxy SLP mode. The mutual authentication is achieved through the use of either:

· TLS-PSK using GBA, 

· TLS 1.0 using certificates to authenticate the SLC and the alternative client authentication for authenticating the SET,
· TLS-PSK based on a pre-provisioned key in the H-SLC and SET (3GPP2 only).

There is no stipulation for mutually-authenticated TLS session between the SLC and SET for network-initiated Non-Proxy SLP mode.

The various considerations for protecting the <SUPL AUTH REQUEST>, <SUPL AUTH RESPONSE>, <SUPL TRIGGERED START>, <SUPL TRIGGERED RESPONSE> will be considered elsewhere. Of particular interest in this contribution are the messages passed between the SET and SLC after the SUPL POS (positioning) has occurred in Non-Proxy Mode.
Immediate, non-proxy mode without notification

In immediate, non-proxy mode without notification after positioning (Sections 5.1.2, 5.1.4 and 5.1.6) there is no communication between SET and SLC after positioning, so this scenario is not considered.

Immediate, non-proxy mode with notification

In immediate, non-proxy mode with notification after positioning (Sections 5.1.15, 5.1.18 and 5.1.19) there is the following communication between SET and H-SLC after positioning:

· SET ( H-SLC: <SUPL REPORT>

· H-SLC( SET: <SUPL NOTIFY>

· SET( H-SLC: <SUPL NOTIFY RESPONSE>

· H-SLC( SET: <SUPL END>

The <SUPL REPORT> message may contain position information, and it is therefore important to preserve the

· confidentiality of the position information , and
· integrity of the position information (so the H-SLC does nto repport incorrect positions to the Network SUPL Agent).

A TLS session is used to protect the <SUPL REPORT>, <SUPL NOTIFY>, <SUPL NOTIFY RESPONSE> and <SUPL END> messages.

The SET needs to be sure that only the H-SLC can read the <SUPL REPORT> so the SET must authenticate the H-SLC.

The H-SLC needs to be sure that the <SUPL REPORT> came form the correct SET; hence the H-SLC must authenticate the SET.
In summary, the SET and H-SLC must establish a mutually-authenticated TLS session (using one of the methods mentioned above) for exchanging the <SUPL REPORT>, <SUPL NOTIFY>, <SUPL NOTIFY RESPONSE> and <SUPL END> messages in this scenario.

This post-positioning message exchange takes place very soon after the exchange of <SUPL AUTH REQ> and <SUPL AUTH RESPONSE>. The SET and H-SLC may not be able to utilize the same TLS sessions used for <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> provided that <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> are exchanged over a mutually authenticated TLS connection (as stated above, this is an issue for a another contribution).
Triggered. non-proxy
The call flows for network-initiated, triggered, non-proxy sessions are found in Sections.

In network-initiated, triggered, non-proxy mode with notification after positioning (Sections 5.1.10, and 5.1.11) there is the following communication between SET and H-SLC after positioning:

· SET ( H-SLC: <SUPL REPORT>
A TLS session is used to protect the <SUPL REPORT>, <SUPL NOTIFY>, <SUPL NOTIFY RESPONSE> and <SUPL END> messages.

The SET needs to be sure that only the H-SLC can read the <SUPL REPORT> so the SET must authenticate the H-SLC.

The H-SLC needs to be sure that the <SUPL REPORT> came form the correct SET; hence the H-SLC must authenticate the SET.

In summary, the SET and H-SLC must establish a mutually-authenticated TLS session (using one of the methods mentioned above) for exchanging the <SUPL REPORT> message in this scenario.

This post-positioning message exchange may take place long after the exchange of <SUPL TRIGGERED REQ> and <SUPL TRIGGERED RESPONSE>. As a result of this delay, the SET and H-SLC may not be able to utilize the same TLS sessions used for <SUPL TRIGGERED REQ> and <SUPL TRIGGERED RESPONSE>.
PROPOSAL:

When considering the security for the post-positioning messages discussed above, then mutual-authentication of H-SLC and SET is required.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and decide whether mutual-authentication of H-SLC and SET is a requirement for the message discussed herein. 
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