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1 Reason for Contribution

See document　OMA-SEC-2007-0032R03-CR_SUPL_Security_Synchronization.
The security need more clear description about the SUPL security levels.

2 Summary of Contribution

The contribution hopes to clarify the SUPL INIT protection levels.
3 Detailed Proposal

SUPL INIT protection can be at one of having one of three levels(Levels A,B,C):
Level A. (NULL): all SUPL INIT messages are considered by the SET to be valid. This is the default level of protection.
Level B. (Basic): provides integrity protection and replay protection. Level B protection requires an additional protocol for the SET handset and H-SLP to establish a SUPL-INIT-specific short-lifetime shared key such as GBA or GBA push.  In Level B protection, the integrity algorithm cannot be negotiated, and no ciphering is possible.
Level C. (Advanced): uses the Security Synchronization Session to negotiate a protocol for SUPL INIT protection, while also allowing negotiation of protocol specific parameters (such as algorithm identifiers, initial values and secret values such as keys).  Integrity algorithm, ciphering algorithm and replay protection algorithms can be negotiated. Compared to level B, level C does not require an independent interaction for establishing a SUPL-INIT-specific key. 
Among above 3 levels, Level A is the base, and all the H-SLP supports the Level A.

Level B offers the next best level of protection, while Level C offers the best level of protection.

The current SUPL 2.0 specifications will only support Level A and Level B (due to time constraints: Level C would take too long to standardize). However, the specifications will allow Level C protection to be negotiated at such a time as it is standardized.
In order to keep the best security, the SET attempts to establish the highest level of security supported by the SET.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add above ideas into SUPL INIT security in SUPL v2.0.
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