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1 Reason for Contribution

It is uncertain if or when the proposed end-to-end SUPL INIT security should be mandated for non-emergency SUPL INIT messages.
2 Summary of Contribution

This document performs a brief security risk assessment of the SUPL INIT feature, along the lines of the OMA-SEC SRAG (Security Risk Assessment Guide).

· Define Assets

· Define trust model

· Define Security perimeter.

· Define threats

· Perform Impact Analysis.

· Determine Security Requirements

3 Detailed Proposal

Entities

Only the H-SLP and SET are affected by a (non-emergency) SUPL INIT message: the SLP will verify message integrity and detect replay before allocating or delegating SUPL resources. A fake, replayed or altered SUPL INIT message will not result in unsolicited access to SUPL services. The SUPL INIT message cannot affect resource usage in a visited SLP either since the H-SLP must verify VER before delegating resources to the V-SLP.
Assets
The assets that can be affected by a SUPL INIT message are the following:

	Asset
	Description
	Asset importance

	Access control of SET RF usage
	Contacting the H-SLP involves the SET establishing a bearer.
	Medium

	Access Control of SUPL Services
	Access to SUPL services must be solicited by SET or H-SLP, and must be approved by H-SLP
	Critical

	Battery Life
	Contacting the H-SLP involves establishing a bearer which uses battery.
	High

	Bearer capacity
	Many SETs establishing a bearer will reduce Bearer capacity
	Critical

	H-SLP Communication Capacity
	The H-SLP must remain able to communicate with SETs
	Critical

	H-SLP Processing Capacity
	The H-SLP must remain able to perform processing
	Critical

	Identity of Network SUPL Agent
	An identifier for the requesting Network SUPL Agent is sent in the SUPL INIT message. In some systems there may be a desire (or requirement in some countries) to keep the identity of the Network SUPL Agent confidential. For example, if the Network SUPL Agent is associated with a disreputable service or organization, then users may wish the identifier to be kept confidential.
	Medium?

	SET Processing Capacity
	The SET processor must not be overloaded in processing SUPL INIT messages.
	High


Table 2: Assets list for SUPL INIT analysis
Trust Model
SUPL Access Control is protected by the H-SLP verification of the VER parameter.

The H-SLP and User trust the SET handset while the User’s (R-)UIM/SIM/USIM is in a SET Handset. After the User’s (R-)UIM/SIM/USIM is removed and placed in second SET handset: 
· The first SET handset is unable to aid an attacker in a threat involving the second SET, and
· The second SET should be unable to aid an attacker in a threat involving the first SET.
The identity of the source of an un-protected SUPL INIT message cannot be known for certain.
The contents of an un-protected SUPL INIT message may be visible to eavesdroppers.

The H-SLP will implement measures to protect itself from Denial of Service attacks resulting from multiple entities contacting the H-SLP simultaneously.

The SET will implement measures to protect itself from Denial of Service attack resulting from the receipt ot large numbers of push messages.

Security Perimeter

This analysis applies to the SUPL INIT feature only.

Threats

	Assets
	Threat category/Goal
	Attack
	Prerequisites
	Expertise/Cost/Diffusion
	Risk #

	Access control of SET RF usage
	Access control
	Send SUPL INIT message to SET to make it establish connection to H-SLP
	Ability to send few SUPL INIT messages
	?
	1

	Battery Capacity
	Availability
	Send many SUPL INIT message to SET to make it establish connection to H-SLP many times
	Ability to send many SUPL INIT messages to a single SET
	?
	2

	Bearer Capacity
	Availability
	Send SUPL INIT message to very many SET to make it establish connection to H-SLP
	Ability to send very many SUPL INIT messages to multiple SETs
	?
	3

	H-SLP Communication Capacity
	Availability
	Send SUPL INIT message to many SET to make it establish connection to H-SLP
	Ability to send many SUPL INIT messages to multiple SETs
	?
	4

	Identity of Network SUPL Agent
	Privacy/Confidentiality
	View SUPL INIT during delivery
	Ability to view SMS delivery
	RF Scanner and software is required.  For GSM/UMTS, access to bearer cipher keys is also required. 
	5

	SET Processing Capacity
	Availability
	Send many SUPL INIT message to SET to use processing capacity in processing SUPL INIT messages
	Ability to send many SUPL INIT messages to a single SET
	?
	6


Impact Analysis
	Risk #
	Likelihood of Occurence
	Impact severity
	Risk level

	1
	Medium
	Minor
	Low

	2
	Low
	Major
	Moderate

	3
	Negligible
	Major
	Low

	4
	Low
	Major
	Moderate

	5
	Low (GSM/UMTS) Extreme (CDMA)
	Minor?
	Low-Moderate?

	6
	Low
	Significant
	Low


Risk Mitigation

	Risk #
	Resolution
	Motivations

	1
	Assumption
	The impact is small.

	2
	Limitation
	Effect of attack is major.

	3
	Assumption
	Significant resources are required for this attack.

	4
	Limitation
	Effect of attack is major.

	5
	Limitation if desired
	If the H-SLP deems the Network SUPL Agent identity to be valuable, then the H-SLP should implement encryption.

	6
	Assumption
	Risk is low.


Security Recommendation

Risks 2 and 4 are limited by the use of integrity protection and replay protection. OMA-SEC-2007-0030CR07 includes the ability for this protection.
Risk 5 is limited by the use of encryption. We do not intend to include this ability in SUPL v2.0, but we have specified the SUPL INIT protection to allow encryption ability to be included in later versions.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss.
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