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1 Reason for Contribution

It would be advantageous to reduce the length of the key identifier in the SUPL v2.0 SUPL INIT message, since the length of the SUPL INIT message is quite limited for some delivery mechanism.
2 Summary of Contribution

The current proposal for SUPL v2.0 SUPL INIT messages secured using keys derived using GBA or CIBA is to use the B-TID as the key identifier. The format of the B-TID is of the form AKA_challenge@H-SLP_FQDN, where AKA_challenge is the 128-bit AKA_challenge used to generate the B-TID, and H-SLP_FQDN is the FQDN of the SLP.
The main problem is that the maximum length of the SUPL INIT message is quite limited for some delivery mechanisms, and the full B-TID will waste a significant portion of this allowed size.

This document proposes that key identifier parameter include only the 32 least significant bits of the RAND parameter, to address this problem.

This document also specifies behaviour when the SET establishes a new Ks prior to expiry of an old Ks_(ext_)NAF being held by the H-SLP

3 Detailed Proposal

Consider cases where the Ks_(ext_)NAF held by the H-SLP has not expired, but the SET has since performed boot-strapping. The SET can expect the H-SLP to send messages using the old Ks_(ext_)NAF and B-TID until either the key expires or the SET establishes a TLS connection using the new Ks_(ext_)NAF and B-TID. The SET should store the old key until either 

· the old key expires, or

· a short time after the SET establishes a TLS connection using a key derived from a new Ks and B-TID (since a SUPL INIT message may be in the process of delivery while connecting to the H-SLP, so there should be a small overlap allowed).
The reason for including a key identifier is to allow the SET to identify the Ks_(ext_)NAF being used by the H-SLP to secure a SUPL INIT message. At any one time, there are at most two Ks that could have been used to generate Ks_(ext_)NAF for protecting a SUPL INIT message (a) the Ks used when last connecting to the H-SLP, and (b) the current Ks.
This submission proposes using the 32 least significant bits of the AKA_challenge parameter as the key identifier. The probability that the current Ks and the old Ks (used when last connecting to the H-SLP) has the same 32-bit least significant bits of the AKA_challenge is 2-32, which is very low.
If there a SET determines that the current Ks and the old Ks (used when last connecting to the H-SLP) value share the same 32-bit least significant bits of the AKA_challenge, then the SET should re-initiate bootstrapping to obtain another Ks that does not share the same 32-bit least significant bits of the AKA_challenge. Note: this is an additional requirement for boot-strapping that must be processed at the SUPL level.
These arguments show that a 32-bit key identifier using the 32-bit least significant bits of the AKA_challenge, would be appropriate for SUP v2.0 SUPL INIT messages.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and Approve. If approved, the appropriate CRs will be introduced into the OMA-LOC working group.
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