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1 Reason for Change

The purpose of this CR is to keep aligned the OMA-TS-GBA specification and the 3GPP-SA3 GBA specification (TS 33.220) and also to correct some wording.
· in § 5.1.2 correction as a GBA 3GPP handset must support GBA aware USIM or ISIM.

· in 5.1.2 addition of a "2" as we are speaking in this section about 3GPP2 handsets and not 3GPP handsets.

· in 5.2.1 correction of Ks_NAF by Ks_(ext/int)_NAF in order to be generic since Ks_NAF refers to GBA_ME only and Ks_(ext/int)_NAF refers to GBA_U and GBA_ME.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the SEC members to review this Change Request and to update the technical specification.

Detailed Change Proposal

Change 1:  corrections in §5.1.2 and § 5.2.1
5.1.1 Bootstrapping Mechanisms supported by a Client
The Client on a 3GPP Handset:

· MUST support both GBA based on GBA unaware USIM or ISIM, and GBA based on GBA aware USIM or ISIM (i.e., 3G GBA and 3G GBA_U) specified in 3GPP [TS33220],
· MAY optionally support GBA based on SIM (i.e., 2G GBA) specified in 3GPP [TS33220-7].
The Client on a 3GPP2 Handset MUST support at least one of the following bootstrapping mechanisms:

· GBA based on GBA-aware UIM or UICC using AKA or GBA-unaware UIM or UICC using AKA, specified in 3GPP2 [S.S0109],

· GBA based on GBA-aware UIM or UICC using MN-AAA Key or GBA-unaware UIM or UICC using MN-AAA Key, specified in 3GPP2 [S.S0109],

· GBA based on GBA-unaware UIM or UICC using CAVE, specified in 3GPP2 [S.S0109].

5.2 Specific features related to GBA implementation
5.2.1 Protocol identifier
A Ua security protocol identifier has been introduced to enable key separation in GBA. It consists in a string of 5 octets:

· the 1st octet concerns the organization, OMA has been assigned the value 0x03, which has to be used by any OMA enabler.
· the 4 following octets are specific to the security protocol, under the responsability of the organization.

For instance for an OMA enabler implementing a shared key TKS mechanism, the protocol identifier follows the format:

	Organization identifier
	Security protocol identifier

	0x03
	Shared key TLS ID


The security protocol identifier has to be updated according to the OMA enabler needs. Such protocol identifier can be used to derive different keys with specific purpose instead of specifying complex mechanism (ex:integrity protection of messages sent by the NAF to the device). 

The main goal is to be able to generate two different Ks_(ext/int)_NAF keys from the same Ks, for different purposes corresponding to the same B-TID. The protocol ID feature could be used since it is included in the NAF ID value. The following specification can be envisaged:

NAF ID = domain name || protocol ID.

Where:

· protocol ID 1: derivation of Ks will lead to the generation of Ks_(ext/int)_NAF1 for integrity purpose.

· protocol ID 2: derivation of Ks will lead to the generation of Ks_(ext/int)_NAF2 for TLS purpose. 

7.1.1 Rekeying issue

In case the shared secret key Ks_(ext/int)_NAF is not valid anymore (ex: if the key lifetime has expired), and depending on OMA enabler properties the UE SHALL initiate a new GBA procedure to provision a valid value for Ks_(ext/int)_NAF.

Regarding GBA_U implementation the detection of a new USIM within the device MUST lead to a new GBA procedure to generate a new shared secret for the new USIM. This MUST lead to the suppression of all keys Ks and Ks_ext_NAF within the device. This assumes that the mechanism to detect a new USIM is qualified as reliable enough.
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