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1 Reason for Contribution

The document OMA-SEC-2008-0008 contains the comments received during the SUPL 2.0 Consistency include a number of comments which are security related. IN OMA-SEC-2008-0008, OMA-LOC requested the security group to address these comments and provide an applicable resolution.
The present document contains the responses from OMA-SEC to the comments in OMA-SEC-2008-0008. The responses have been provided in the tables containing the comments. The responses are provided in red text. Comments that remained open following the 2008-01-30 OMA-SEC conference call are highlighted in yellow.
2 Summary of Contribution

Responses from OMA-SEC to the security related comments received during Consistency review.
3 Detailed Proposal

-.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Address security related comments and provide applicable resolution;
1. OMA-TS-ULP-V2_0-20070927-D

http://www.openmobilealliance.org/ftp/Public_documents/LOC/Permanent_documents/OMA-TS-ULP-V2_0-20070927-D.zip
	D49
	2007.10.10
	T
	6.1.2.1
	Source: Ericsson
Form: Doc#0039
Comment:  Regarding third bullet:

There is a mechanism in GBA to get different keys for different protocols between the UE and the NAF. This mechanism is mandatory to use and relies on that you have to include a protocol ID in the request for a NAF key from the BSF. The protocol IDs can be assigned by the OMNA. It is seen as preferable to use this mechanism instead of having a second FQDN for the SLP.

Proposed Change: 
	OPEN To be validated by security experts. CR required: Ericsson

Ref. SEC CR:

OMA-SEC-2008-0006-CR_SUPL_2_0_TS_ULP_ConrrD49_GBA_ProtocolIdentifier
OMA-SEC Status: Agreed in principle. CR to be addressed in Beijing meeting.

	D51-2
	2007.10.10
	T
	6.1.5.1
	Source: Ericsson
Form: Doc#0039

Comment:  To prevent DoS attacks it is suggested that the format of the E-SLP FQDN is restricted to "E-SLP.*.*.*" This would allow for operators to filter DNS lookups to illegal E-SLPs.

Proposed Change: 
	OPEN Postponed

Check with security experts.

OMA-SEC Status/Conclusion/Comments: see D382, which addresses similar concerns.

	D382
	
	T
	5.1.22
	Source: Nokia

Comment: Does this now bring security hole. Can some one send fake SUPL INIT with own SLP address and this way get persons location. This especially dangerous as normally in emergency case SET will not check privacy or even inform user. One way to go around of this is to have own separated E-SLP preconfigured to each phone or use predefined address like 112.<operator>.com. Even with this approach there is risk of DNS hijacking but the risk still less than this solution

Proposed Change: recheck and enhance security if needed (CR TBD)
	Status: OPEN

OMA-SEC Status: Left open to Beijing meeting.
OMA-SEC Conclusion: No change required.

OMA-SEC Comments: We must allow for E-SLP’s with un-expected FQDN for when roaming. The FQDN format is a regulatory issue. It is the opinion of OMA-SEC that the current specifications provide the best countermeasures to this threat. Firstly, the SET will only accept emergency SUPL INIT while in emergency mode. Secondly, White-lists should ensure the legitimate E-SLP is contacted relatively quickly before too many illegitimate E-SLP are contacted. This mechanism will further limit scope of attacks.


	D392
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: As per TLS RFC "Minimizing TLS Handshake" can be termed as "Abbreviated Handshake".  This way it becomes easier for communication during testing and other activities.

Proposed Change: Sync terms with the RFCs to avoid confusion
	Status: OPEN

Validate comment with SEC.
OMA-SEC Status: Left open to Beijing meeting. 
OMA-SEC Conclusion: Change section title to “Techniques for Minimizing the TLS Handshake Workload”.  Minor changes in text for clarification. See OMA-SEC-2008-0012-CR_SUPL2_0_ULP_TS_CONRR_Changes_Addressing_D392_D393_D394  



	D393
	2007.11.30
	T
	6.1.1.4
	Source: Nokia

Comment: Under "The H-SLC CAN choose whether or not to resume a TLS session, using the following guidelines", third bullet:  In SUPL 2.0, each SUPL session, for e.g. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake)

Proposed Change:  change “MUST NOT” into “MAY” and clarify conditions
	Status: OPEN

Validate comment with SEC.

OMA-SEC Status: Agreed in principle. 

OMA-SEC Conclusion: Deleted bullet point. See OMA-SEC-2008-0012-CR_SUPL2_0_ULP_TS_CONRR_Changes_Addressing_D392_D393_D394  


	D394
	2007.11.30
	T
	6.1.4.1
	Source: Nokia

Comment: Bullet 5, In SUPL 2.0, each SUPL session, for eg. Triggered session, can take place with 2 different connections.  During these connections, the IP address assigned for the SET could be different.  But if the TLS session cache is still available, that can be used for minimum handshake (abbreviated handshake). In this case, IP address of the SET changes.  But still SET can be authenticated with the current IP address.

Proposed Change:  clarify conditions
	Status: OPEN

Validate comment with SEC.

OMA-SEC Status: Agreed in principle. 
OMA-SEC Conclusion: delete bullet points requiring IP address not change. Add note on re-authenticating SET. See OMA-SEC-2008-0012-CR_SUPL2_0_ULP_TS_CONRR_Changes_Addressing_D392_D393_D394  


	D395
	
	T
	6.1.5.2
	Source: Nokia

Comment: This does not protect user form fake location queries which then causes A) money lost in form of data connection B) user lost his privacy. In SET there must be way to authenticate is SUPL_INIT message real or is someone try to fool the system. CRITICAL!!  There’s only partial fix for this which handles the case B i.e. SET always uses this “e-slp.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org” when it connects to E-SLP. This still not take a way the case A which is also critical even white list do not remove this problem.

Proposed Change: (CR TBD) 
	Status: OPEN

Validate comment with SEC.

Somewhat related to comment D51-3.
OMA-SEC Status: Closed. 
OMA-SEC Conclusion: No change required.
OMA-SEC Comments: The mechanisms provided are considered appropriate t this threat. Here is a quick summary of mechanisms in ULP.

-SET only responds if in “Emergency” state. 
-Whitelists can be used to prioritize the most likely E-SLP FQDN. We must allow for SUPL INITs from unexpected E-SLP. Regulatory bodies may need to be involved in specifying the form of E-SLP FQDN.

	D396
	
	T
	6.1.6
	Source: Nokia

Comment: End-to-end security is optional: This still allows fake messages and SET will connect to H-SLP and send some data. In practice only bad thing here is the data cost which end user must pay

Proposed Change: 
	Status: OPEN

Validate comment with SEC.
Not a problem. Not much we can do. Loc wanted a no sec solution.

OMA-SEC Status: Closed.
OMA-SEC Conclusion: No change required.

OMA-SEC Comments: OMA-LOC requested end-to-end security of SUPL INT to be optional. 

	D397
	
	T
	6.1.6.4.2
	Source: Nokia

Comment: It is not good that set must create data connection to NW and send data just for verification reason. Already this data connection cost for user! WAP PUSH/SMS must be protected in a way that SEN can do the authentication of the SUPL INIT without connection to NW. Lesson learned from SUPL 1.0

Proposed Change:  Maybe one way to do this (at least minimize the risk) is that spec mandate that SUPL init includes SLP address and SET can check if it is same as configured in SET, if not or if it doest not exist SET will reject the request
	Status: OPEN

Validate comment with SEC.
OMA-SEC Status: Closed. 

OMA-SEC Conclusion: No change required.

OMA-SEC Comments: This threat was discussed in detail in OMA-SEC last year. OMA-SEC is in agreement that the current proposal is the best tradeoff between security, and minimizing NW access.  Some notes:
(A) If the WAP push is protected independent of SUPL, then this security is not required.

(B) There are two ways to secure SUPL INIT:

1. process the encrypted SUPL INIT in a highly trusted processor (e.g. (U)SIM or (R)UIM) using a long term key or

2. process the encrypted SUPL INIT in a less trusted processor (e.g. SET CPU) using a short term key.

A countermeasure that does not require NW connections would require either

- Changes to the (U)SIM or (R)UIM so that the (U)SIM or (R)UIM can processing the SUPL INIT using a long-term key.

- Changes to the bearer network for the H-SLP and SET to establish fresh keys without a NW connection.
It is our understanding that both situations are considered unacceptable.
(C) Please note that while the proposal may require occasional connections to the NW, the proposal has attempted to minimize NW connections.  The current proposal does not require a connection to the NW if there has been a recent TLS session with the H-SLP. The current proposal only requires connection to the NW if the key for SUPL INIT security has expired (keys can last up to one day). The keys can be refreshed as the by-product of any TLS session with the H-SLP. This means that the keys may be refreshed as the by-product of an ordinary SUPL session with the H-SLP, and no extra-ordinary SUPL session will be required.


	D442
	2007.12.1
	T
	6
	Source: Nokia Oyj

Comment: WiMAX Security considerations missing

Proposed change: TBD
	Status: OPEN

Pending CR0002 to SEC

OMA-SEC Status: CR proposed, awaiting finalization


2. OMA-TS-ILP-V2_0-20071008-D
http://www.openmobilealliance.org/ftp/Public_documents/LOC/Permanent_documents/OMA-TS-ILP-V2_0-20071220-D.zip
	E027
	2007.12.1
	T
	9
	Source: Nokia

Form: 

Comment: WiMAX security considerations missing

Proposed Change: Add, TBD
	Status: OPEN
Pending CR0002 to SEC

OMA-SEC Status: Closed.

OMA-SEC Conclusion: There should be no security-relevant changes to the ILP as a result of incorporating WiMAX. 


The complete SUPL 2.0 Consistency Review Report can be found at:

http://www.openmobilealliance.org/ftp/PD/OMA-CONRR-SUPL-V2_0-20071204-D.zip









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20080101-I]

