[image: image1.jpg]"sOMaQa

Open Mobile Alliance



Doc# OMA-SEC-2008-0014-INP_SCF4CPM.doc
Input Contribution

Doc# OMA-SEC-2008-0014-INP_SCF4CPM.doc
Input Contribution



Input Contribution

	Title:
	SCF enabler for CPM
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA CPM

	Submission Date:
	19  February 2008

	Source:
	Franck Baudot, Orange SA, franck.baudot@orange-ftgroup.com 

	Attachments:
	n/a


1 Reason for Contribution

This input contribution is to introduce the use of the Security Common Function Application Layer enabler in support to the Converged IP Messaging enabler.
2 Summary of Contribution

Security Common Function Application Layer enabler in support to the Converged IP Messaging enabler
The CPM enabler targets to define a client/server architecture relying on a SIP core for the security of the signalling messages. 
The CPM requirements state that there is a need to ensure that the messages conveying the data information are also properly protected. The use of Security Common Function answers to this requirement, as it permits the establishment of a secure tunnel prior to convey the messages between a CPM client embedding the Security Agent and the CPM server embedding the OMA Security Gateway.
The functional entities specified by the two enablers map as follows:

· The interface CPM-CONV between the CPM client and the CPM server is equivalent to the SEC-1 interface defined by SEC CF.

· Interfaces CPM-VAS, CPM-AB1 and CPM-IW can be mapped with the SEC-3 interface defined by SEC CF, as they convey messages to final requested resources.
· The interface CPM-CONV-NNI between the CPM server and the CPM remote environment is similar to the SEC-2 interface defined by SEC CF. Indeed both architectures have the (implicit or explicit) notion of domain, which assumes the existence of a functional gateway for interconnections.

Since the CPM client is located in a terminal, it is recommended to choose the GBA profile.

Remark: whether the OSG is physically integrated into the CPM server or not is left to implementation choices. Also since no API is defined, implementations will be free to separate or not the management of the security compared to the CPM functionality. Again the Security Common Functions enabler aims only at abstracting the security layers from the enabler specification.

On the contrary the Security Common Functions enabler does not define any capability to address the legitimacy of the requests, i.e. it does not provide any control access mechanism. It will be up to the enabler to specify such a capability if needed.

Other interfaces eligible to Security Common Functions authentication
· Possibly, all interfaces connected to the CPM client are eligible to the authentication framework defined in Security Common Functions.
· Also, all legacy enablers (presence, SMS, …) could benefit from the SEC CF generic framework in order to facilitate their integration with the CPM core system.

· Finally the interfaces connected to the Message & Media storage and the CPM user prefs are also eligible to the SEC CF.

A possible authentication profile for those interfaces could be TLS.
3 Detailed Proposal

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be discussed during joint meeting in Beijing.
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