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1 Reason for Change

3GPP2 GBA specifications have been updated to include the Zn interface. OMA-CIBA is no longer required, and references to OMA-CIBA should be deleted from the SUPL 2.0 ULP TS. 
Some notes:
-Table 1 and Table 2 become identical, and should be combined. Consequently, Table 3 needs to be renumbered.

-OMA-SEC may want to consider changing Section 6.1.3 so that CDMA procedures for negotiation authentication mechanism follow the GSM/UMTS procedures.

2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

Change 1:  A

2.1 Normative References

	[3GPP 11.11]
	3GPP TS 11.11 “Specification of the Subscriber Identity Module -Mobile Equipment (SIM - ME) interface”
URL:http://www.3gpp.org/

	[3GPP 23.038]
	3GPP TS 23.038, “Alphabets and language-specific information”, 
URL:http://www.3GPP.org/

	[3GPP 24.109]
	3GPP TS 24.109, “Bootstrapping interface (Ub) and Network application function interface (Ua)”, 
URL:http://www.3gpp.org/

	[3GPP 31.101]
	3GPP TS 31.101, “UICC-terminal interface; Physical and logical characteristics”
URL:http://www.3gpp.org/

	[3GPP 31.102]
	3GPP TS 31.102, “Universal Subscriber Identity Module (USIM) application”
URL:http://www.3gpp.org/

	[3GPP 33.102]
	3GPP TS 33.102, “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture", 
URL:http://www.3gpp.org/

	[3GPP 33.220]
	3GPP TS 33.220, “Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture”
URL:http://www.3gpp.org/

	[3GPP 33.222]
	3GPP TS 33.222, “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)” 
URL:http://www.3gpp.org/

	[3GPP 49.031]
	3GPP TS 49.031 “Base Station System Application Part LCS Extension (BSSAP-LE)”

URL: http://www.3gpp.org

	[3GPP GAD]
	3GPP TS 23.032, “Universal Geographical Area Description (GAD)”, 
URL:http://www.3GPP.org

	[3GPP LCS]
	3GPP TS 22.071, “Location Services (LCS); Service description; Stage 1”, 
URL:http://www.3GPP.org

	[3GPP RRC]
	3GPP TS 25.331, “Radio Resource Control (RRC) Protocol Specification”,
URL:http://www.3GPP.org/

	[3GPP RRLP]
	3GPP TS 44.031, “Location Services (LCS); Mobile Station (MS) – Serving Mobile Location Centre (SMLC) Radio Resource LCS Protocol (RRLP)”, 
URL:http://www.3GPP.org/

	[3GPP2 HRPD]
	3GPP2 C.S0024-A Version 3.0, September 2006; cdma2000 High Rate Packet Data Air Interface Specification,
URL:http://www.3GPP.org/

	[3GPP2 S.S0109]
	3GPP2 S.S0109-A, “Generic Bootstrapping Architecture (GBA) Framework, V1.0, February 2008, 
URL:http://www.3gpp2.org/

	[3GPP2 S.S0114]
	3GPP2 S.S0114-A, “Security Mechanisms using GBA”, Version 1.0, February 2008, 
URL:http://www.3gpp2.org/

	[ASN.1]
	ITU-T Recommendation X.680: “Information technology – Abstract Syntax Notation One, (ASN.1): Specification of basic notation”,
URL:http://www.itu.int/ITU-T/

	[HMAC]
	HMAC: Keyed-Hashing for Message Authentication, Krawczyk, H. et al, IETF RFC 2104, February 1997
URL:http://www.ietf.org

	[IEEE 802.11v]
	“Wireless Network Management” Standard, IEEE 802.11v 
URL:http://www.ieee.org
NOTE: The reference IEEE draft is a work in progress.

	[IEEE 802.16-2004]
	IEEE Std 802.16-2004, "IEEE Standard for Local and metropolitan area networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems", IEEE, 01-Oct-2004 http://www.ieee802.org/16/published.html 

	[IEEE 802.16e-2005]
	IEEE Std 802.16e-2005 and IEEE Std 80216-2004/Cor1-2005, "IEEE Standard for Local and metropolitan area networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless Access Systems, Amendment 2: Physical and Medium Access Control Layers for Combined Fixed and Mobile Operation in Licensed Bands, And Corrigendum 1", IEEE, 28-Feb-2006 http://www.ieee802.org/16/published.html

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL:http://www.openmobilealliance.org/

	[NWG 1.1.2 stage 2]
	"WiMAX Forum Network Architecture, Stage 2: Architecture Tenets, Reference Model and Reference Points", Release 1.1,2, WiMAX Forum, 11-Jan-2008 http://www.wimaxforum.org/technology/documents/

	[NWG 1.1.2 stage3]
	"WiMAX Forum Network Architecture, Stage 3: Detailed Protocols and Procedures", Release 1.1.2, WiMAX Forum, 11-Jan-2008 http://www.wimaxforum.org/technology/documents/

	[OMA-DM]
	“OMA Device Management Enabler Release V.1.2”, Open Mobile Alliance(,
URL:http://www.openmobilealliance.org/

	[OMAOPS]
	“OMA Organization and Process”, Version 1.4,Open Mobile Alliance™, 
URL:http://www.openmobilealliance.org/

	[PER]
	ITU-T Recommendation X.691: “Information technology – ASN.1 encoding rules: Specification of Packed Encoding Rules (PER)”, 
URL:http://www.itu.int/ITU-T/ 

	[PROVCONT]
	“Provisioning Content”, WAP Forum, WAP-183-ProvCont-20010724-a
URL:http://www.openmobilealliance.org/

	[PSK-TLS]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 4279, December 2005
URL:http://www.ietf.org/rfc/rfc4279.txt

	[RFC 2246]
	“The TLS Protocol, Version 1.0”, T. Dierks, C. Allen, January 1999, URL:http://www.ietf.org/rfc/rfc2246.txt

	[RFC 2617]
	"HTTP Authentication: Basic and Digest Access Authentication", J. Franks et al,  June, 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC 3825]
	“Dynamic Host Configuration Protocol Option for Coordinate-based Location Configuration Information”, J. Polk, J. Schnizlein, M. Linsner, July 2004, 
URL:http://www.ietf.org/rfc/rfc3825.txt

	[RFC 4119]
	“A Presence-based GEOPRIV Location Object Format”, J. Peterson, December 2005, 
URL:http://www.ietf.org/rfc/rfc4119.txt

	[RFC 4279]
	“Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”, P. Eronen, H. Tschofenig, December 2005, URL:http://www.ietf.org/rfc/rfc4279.txt

	[SIP PUSH]
	“SIP_Push”, Open Mobile Alliance™. OMA-ERP_SIP_PUSH-V1_0,
URL:http://www.openmobilealliance.org/

	[SUPLAD2]
	“Secure User Plane Location Architecture”, Open Mobile Alliance™, OMA-AD-SUPL-AD-V2_0, 
URL:http://www.openmobilealliance.org/

	[SUPLRD2]
	“Secure User Plane Location Requirements”, Open Mobile Alliance™, OMA-RD-SUPL-V2_0, 
URL:http://www.openmobilealliance.org/

	[TIA-41]
	3GPP2 X.S0004-E v1.0, “Wireless Radiotelecommuncations Intersystem
Operations”, March 2004, 
URL:http://www.3gpp2.org/Public_html/specs/

	[TIA-637]
	3GPP2 C.S0015-B v1.0, “Short Message Service (SMS) For Wideband Spread Spectrum Systems – Release B” June 2004, 
URL:http://www.3gpp2.org/Public_html/specs/

	[TIA-801]
	C.S0022, Position Determination Service for cdma2000 Spread Spectrum Systems

URL:http://www.3gpp2.org/Public_html/specs/

	[TLS]
	“Transport Layer Security (TLS) Version 1.1”, IETF RFC 4346, April 2006
URL:http://www.ietf.org/rfc/rfc4346.txt

	[TLS-AES]
	“Advanced Encryption Standard (AES) Ciphersuites for Transport Layer Security (TLS)”, IETF RFC 3268, June 2002
URL:http://www.ietf.org/rfc/rfc3268.txt

	[WAP Cert]
	OMA WAP-211-WAPCert, “WAP Certificate profile Specification”, Open Mobile Alliance(,
URL:http://www.openmobilealliance.org/

	[WAP PAP]
	“WAP Push Access Protocol”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[WAP POTAP]
	“WAP Push Over The Air Protocol”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[WAP PROVSC]
	OMA-WAP-ProvSC-V1_1-20040428-C, “WAP Provisioning Smart Card”, Open Mobile Alliance™
URL:http://www.openmobilealliance.org/

	[WAP PUSH]
	“WAP Push Message”, Open Mobile Alliance™.
URL:http://www.openmobilealliance.org/

	[WAP TLS]
	OMA WAP-219-TLS, “ WAP TLS Profile and Tunneling Specification”, Open Mobile Alliance™
URL:http://www.openmobilealliance.org/

	[WAP WDP]
	“WAP Wireless Datagram Protocol”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org//

	[WAP]
	“Wireless Application Protocol”, Version 2.0, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[X.694]
	ITU-T Recommendation X.694: “Information technology – ASN.1 encoding rules: Mapping W3C XML schema definitions into ASN.1”, 
URL:http://www.itu.int/ITU-T/studygroups/com17/languages/X694.pdf


Change 2:  aa
6. Security Considerations

This section describes the SUPL Security function that enables the SUPL network to authenticate and authorize the SET and enables the SET to authenticate and authorize the SUPL network.

Note: Unless otherwise specified, the use of the acronym TLS refers to any session that can be negotiated using a TLS handshake: this includes both TLS 1.1 ciphersuites and TLS-PSK ciphersuites. 

On powering up and shutting down, detection of a new UICC or removal of a UICC, the SET handset MUST delete any keys  on the SET handset associated with SUPL 2.0, including
· GBA Keys: such as Ks, Ks_NAF, Ks_ext_NAF,.
· TLS Keys: such as pre_master_secret, master_secret, and PSK values such as PSK_SPC_SET_Key.

· SUPL Specific Keys: such as keys associated with protection of SUPL INIT messages.

6.1 SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and an H-SLP. Server authentication SHALL be supported between a SET and an E-SLP, and mutual authentication MAY be supported between a SET and E-SLP.
When mutual authentication is performed, the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User. 

Note that a successful authentication of the SET User MUST result in a successful identification of the SET User’s ID (e.g., MSISDN).

Note that an SLP MUST perform an IMSI to MSISDN binding before the MSISDN of the authenticated SET User is securely identified.

The details of Key Management can be found in Section 6.1.2.

6.1.1 SET-SLC Mutual-Authentication Methods

Section 6.1.1.1 lists the SET-SLC authentication methods supported in this specification. An informative overview of these methods is provided in Section 6.1.1.2. Section 6.1.1.3 describes which methods are mandatory or optional in the various SUPL 2.0 entities, and lists the protocols required in each entity if it is to support a given SET-SLC mutual-authentication method. 

6.1.1.1 List of Supported SET-SLC Mutual-Authentication Methods

The SUPL Authentication model requires shared secret keys between the SLC and the SET, preferably bound to a removable token such as a R-UIM/UICC/SIM/USIM. 

There are two classes of SET-SLC authentication methods specified in this document:

· PSK-based methods, consisting of the following methods:

· Generic Bootstrapping Architecture (GBA)-based method
· . 
· Server-certificate based methods, consisting of the following methods:

· Alternative Client authentication (ACA)-based method,
· SLC-only method (only applicable in emergency cases).
6.1.1.2 Overview of Supported SET-SLC Mutual-Authentication Methods (Informative)

(1)
Generic Bootstrapping Architecture (GBA)-Based. TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114]. GBA provides mutual authentication capability based on shared secret that is derived using existing 3GPP/3GPP2 authentication mechanisms.

· SET and SLC are mutually authenticated using TLS-PSK with Generic Bootstrapping Architecture (GBA) [3GPP 33.220, 3GPP 33.222, 3GPP2 S.S0109, 3GPP2 S.S0114].

 
· 
(2)
Alternative Client authentication (ACA)-based. This uses TLS with

· RSA certificate to authenticate the SLC to the SET,

· Alternative Client authentication of the SET to the SLC (see Section 6.1.4). In this case, the SLC authenticates the SET by getting the bearer network to confirm the IP address associated with the SET Identifier (MSISDN etc.).

 (3)
SLC-only. This is used in scenarios where it is not possible for the SLC to authenticate the SET. This method SHALL NOT be used for non-emergency cases. The SET cannot distinguish between this method and ACA-based. This uses TLS with

· An RSA certificate to authenticate the SLC to the SET,

· The SET is not authenticated.

6.1.1.3 Supported SET-SLC Mutual-Authentication Methods by Entity

Table 1 indicates those methods that are mandatory and those methods that are optional to implement in the Home-SLC, Emergency-SLC, SET handset and SET (R-)UIM/ SIM/USIM for SUPL 2.0.. Table 3 lists the required protocols for the H-SLC, SET Handset and SET (R-)UIM/ SIM/USIM for supporting each the various authentication methods.

	Entity
	Requirement Status for SUPL Authentication Method in GSM and UMTS systems

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based
	ACA-based
	SLC-only

(E-SLC only)

	Home-SLC
	Mandatory to support one of these two methods.
	Not supported

	Emergency-SLC
	Optional
	Optional
	Mandatory

	SET Handset
	Optional
	Mandatory
	Mandatory

	SET SIM/USIM /(R-)UIM
	SIM/USIM/(R-)UIM is involved in this method, but it already supports the necessary algorithm
	This entity is not involved in this method
	This entity is not involved in this method


Table 1: Requirement status (mandatory or optional) of the various authentication methods for the H-SLC, Emergency- SLC, SET handset and SET SIM/USIM for GSM, UMTS and CDMA systems.
	
	

	
	
	

	
	

	
	


	
	
	

	
	

	
	

	
	

	
	

	
	

	
	



Note: SET Handset support for the ACA-based method and the SLC-only method are required for emergency cases.



	Entity
	Algorithms required to support the Authentication Method between SET and SLC

	
	PSK-based methods
	Server-Certificate Based Methods

	
	GBA-based

	ACA-based
	SLC-only (E-SLC only)

	SLC
	GBA &
 TLS-PSK


	TLS  using server certificates  &  IP Address/SET ID binding
	TLS using server  certificates

	SET Handset
	GBA &
 TLS-PSK


	TLS using server certificates

	SET R-UIM/UICC/SIM/USIM
	No additional algorithms required

	No additional algorithms required


Table 3. Required protocols for the SLC, SET Handset and SET R-UIM/UICC/SIM/USIM for supporting the various mutual authentication methods.
6.1.1.4 Minimizing TLS Handshake Workload

The procedures in this section will minimize the workload associated with establishing TLS sessions between the H-SLC and SET. Where there is a conflict with [RFC2246], [RFC2246] takes precedence. 

If a SET and H-SLC are communicating SUPL messages associated with more than one SUPL sessions simultaneously, then the SET and H-SLC SHOULD use a single TLS sessions to secure these messages; that is, the SET and H-SLC SHOULD NOT establish distinct TLS sessions if SUPL sessions are simultaneous.

If the SET and H-SLC establish a TLS session, then the H-SLC MAY allow the session to be resumed. The advantage of resuming a TLS session is that resuming a TLS session based on server certificates does not require the public-key operations: only symmetric cryptographic algorithms are required (which require significantly less processing). Note: the H-SLC allows the session to be resumed by allocating a TLS SessionID as describe in [TLS].

Note:  A SET indicates the choice to resume a TLS session by including the TLS SessionID (of the TLS session to be resumed) in the TLS SessionID parameter in the ClientHello message of the TLS Handshake. If the SET does not wish to resume a TLS session, then the SET simply starts a fresh TLS handshake without including the TLS SessionID. If the TLS SessionID parameter is present in the TLS ClientHello message, the H-SLC then chooses whether or not to resume the TLS session. If no SessionID parameter is present in the TLS ClientHello message, then the H-SLC cannot associate the TLS handshake with a previous TLS Session, so the TLS handshake establishes a completely fresh TLS session. The details are specified in [TLS]. 
The SET chooses whether or not to resume a TLS session, using the following guidelines.

· The SET MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate) are expired. 

· The SET MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials, if desired. 

· The SET MUST NOT resume a session that was established prior to power-up or detection of a new R-UIM/ SIM/USIM. 

The H-SLC choose whether or not to resume a TLS session, using the following guidelines.

· The H-SLC MUST NOT resume a TLS session if the underlying credentials (Ks(_ext)_NAF or H-SLC certificate) are expired. 

· The H-SLC MAY choose to not resume a TLS session earlier than the expiry of the underlying credentials if desired. 

· The H-SLC MUST NOT resume a TLS session if the SET’s IP address has changed.
6.1.2 Key Management for SUPL Authentication

The SUPL Authentication model requires shared secret keys between the H-SLP and the SET, bound to either a removable token such as a R-UIM/SIM/USIM or a CDMA UIM integrated into the handset.

6.1.2.1 Deployments Supporting GBA
In the case of deployments supporting GBA [3GPP 33.220], the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and the SLP MUST derive a shared secret key and operate according to GBA [3GPP 33.220].  The NAF MUST have well defined domain name SLP_Address_FQDN designating the SLP, e.g., slp.operator.com.
· The key management for non-proxy communication between the SET and an authorized SPC is outlined in Section 6.1.2.3.

· For MAC protection of SUPL INIT, keys are derived according to GBA [3GPP 33.220].  The NAF performing this operation MUST have a secondary FQDN with the word “mac” prefixed to the well defined domain name, e.g., slp.operator.com as FQDN and mac.slp.operator.com as the secondary SLP address.  Implementations MUST ensure that both FQDNs (well defined and prefixed) point to the same SLP.  The keyIdentifier of the basicMAC included in the SUPL INIT message MUST be the B-TID of the Ks from which the Ks_NAF is generated.
· The SET MUST ensure that it is always provisioned with a valid Ks.  If no valid Ks is present then the SET MUST initiate the GBA Bootstrapping procedure to provision Ks.  A new Ks MUST be established each time a new UICC (USIM/SIM/R-UIM) is detected by the SET.  Additionally, the SET MUST establish new shared keys when the Ks_NAFs lifetime (set by the Home Network operator) expires.

6.1.2.2 Deployments not Supporting GBA
In the case of deployments that do not support GBA [3GPP 33.220], the shared keys are established as follows:

· For securing IP communication between the SET and SLP, the SET and SLP MUST use TLS-RSA [TLS1.1] with a server-certificate authenticating the SLP. SET authentication (which binds the resulting shared secret keys to either the removable or integrated token discussed above) is described in Section 6.1.4 for non-emergency cases and sections 6.1.5.3 and 6.1.5.4 for emergency cases.
· The key management for non-proxy communication between the SET and an authorized SPC is outlined in Section 6.1.2.3.
· MAC protection of SUPL INIT is not supported in these cases.

6.1.2.3 Non-Proxy Communication

If an SLC authorizes a non-proxy session between the SET and a SPC, then the SET and SPC obtain a shared key as follows: 
· The SLC generates a fresh key and passes this to the SPC (in some cases, via a visited SLC).
· The SLC sends the key to the SET over an existing secure TLS session established between the SET and SLC. This TLS session would be established using one of the key management schemes discussed in Sections 6.1.2.1 and 6.1.2.2.

6.1.3 TLS Handshake and Negotiation of SET-SLC Mutual-Authentication Method

The SET and SLC need to agree on a mutually-supported authentication method to be applied.

Note: The SET always supports the ACA-based method and SLC-only method. 

For GSM/UMTS SETs, the negotiation of authentication method is incorporated into the relevant GBA specifications [3GPP 33.220], and is outside of scope of this document. 

The remainder of Section 6.1.3 (including subsections) applies only to SETs that support CDMA. The remainder of Section 6.1.3 does not apply to SETs that only support GSM/UMTS.

If the SLC supports CDMA SETs, then the SLC shall maintain a certificate that lists the authentication mechanisms currently supported by the SLC. This certificate shall be available at the FQDN cert.H-SLP-FQDN, where H-SLP-FQDN is the FQDN of the H-SLP. The certificate is retrieved using HTTP request over TCP/IP connection. CDMA SETs MUST be provisioned with a root certificate that can be used to verify the H-SLC certificate.
6.1.3.1 Principles for negotiating a CDMA SET-SLC Mutual-Authentication Method (Informative)

A CDMA SET determines the authentication mechanisms supported by the SLC by examining a current certificate for the H-SLC: this certificate indicates the authentication mechanism currently supported by the SLC. When establishing a TLS connection to the H-SLC, the SET first attempts to establish a connection using the mutually-supported authentication mechanism with highest preference, according to the following order of preference:

· PSK-based methods:
·  GBA-based method first preference,

· 
· Server Certificate-based methods: second preference (from the SET’s perspective there is no difference between the ACA-based method and the SLC-only method).

If there is no mutually-supported authentication method, then the SET shall be unable to perform SUPL session.

A SET that supports GBA may be unable to use the GBA-based method at a given point in time due to a BSF experiencing problems. Therefore, an attempt by the SET to establish authentication using GBA does not guarantee that the SET shall be able to establish GBA-based keys.

Consequently, the SET may not always be able to use the mutually-supported authentication mechanism with highest preference. The SET may have to revert to a less preferable mutually-supported authentication mechanism. 

If only GBA-based methods are indicated (in the H-SLC Certificate) as supported by the H-SLC, and the bootstrapping fails, then the SET may want to wait a little while before re-attempting the TLS handshake, in order to give the appropriate entities a chance to get back on-line.

If the H-SLC supports only GBA, then SUPL 2.0 can only be used by subscribers of carriers that have deployed GBA.


If the H-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.4.

If the E-SLC supports only ACA, then SUPL 2.0 can only be used in circumstances discussed in detail in Sections 6.1.5.3 and 6.1.5.4.
6.1.3.2 Authentication-Method Negotiation for CDMA SET

1. The SET determines the authentication methods supported by both SET and SLC, using the SLC capabilities in a current SLC certificate.

2. If the SET and SLC both support GBA, then the SET SHALL attempt a TLS handshake as specified for TLS-PSK using GBA (see [S.S0114]), with Client capabilities indicating only the PSK ciphersuites supported by the SET. 

· If this handshake is successful, then the remaining steps of the SET-SLC authentication negotiation are ignored.

·  If this handshake fails, then the SET SHALL proceed to the next step.

3. 
· 
· 
4. If the SET and SLC both support the Server-certificate-based methods, then the SET SHALL attempt a TLS Server-certificate handshake as specified in [TLS], with Client capabilities indicating only server-certificate ciphersuites supported by the SET.
6.1.4 Alternative Client Authentication (ACA) Mechanisms

Note: Throughout this section, SET_ID refers to either the MSISDN (if the SET is on a GSM/UMTS bearer network) or one of the MDN, MIN or IMSI (if the SET is on a CDMA bearer network).

Section 6.1.3 outlines the circumstances under which the ACA-based method may be selected by the SLC. If the SLP selects the ACA-method during the TLS handshake, then an SET_ID/IP Address Mapping based client authentication SHALL be used by the SLPs to authenticate the SET.  The rest of this section describes the details of this mechanism, known as the Alternative Client Authentication mechanism.  If an SLP implements the Alternative Client Authentication mechanism, then the SLP is recommended to implement the PSK-TLS with GBA as well.

6.1.5.3. Mutual Authentication and Registered SETs

Note: the mutual-authentication methods that may be supported by an E-SLP are specified in Section 6.1.1.3. The SET and E-SLP negotiate the mutual-authentication method during the TLS handshake, as specified in Section 6.1.3.

GBA-Based Method. SETs and E-SLPs MAY perform proxy mode authentication using PSK-TLS with GBA as described in sections 6.1.3 with the E-SLP acting as the NAF. The FQDN of the E-SLP is discussed in Section 6.1.5.1. The Ks_NAF obtained by an E-SLP for a particular SET may be retained in association with the SET identity (e.g. IMSI, MSISDN) for the lifetime set by the home network operator.  
ACA-Based Method. For SUPL 2.0 implementations where GBA with PSK-TLS IS NOT supported in both the SET and in the E-SLP, the alternative client authentication mechanism defined in section 6.1.4 SHALL be supported with the following differences. The E-SLP SHALL authenticate the SET by binding the IP address used by the SET with the IP address for the SET provided to the E-SLP by the serving network – e.g. by the LRF or E-CSCF in a GSM/UMTS network [3GPP 23.167], or using [3GPP2 X.S0049-0] in a CDMA network. Since the SET IP address is used to initiate any emergency VoIP call and can be verified by the serving network before SUPL is invoked, it may be considered to be reliable by the E-SLP. In the case of an emergency call initiated in circuit mode, the SET IP address may not be known to the serving network (e.g. may be assigned by the home network) in which case the E-SLP cannot be provided with the IP address by the serving network and cannot verify the IP address when received later from the SET. In this case, the E-SLP can only authenticate the SET weakly using (e.g.) the session ID and the received hash of the SUPL INIT (this SET-SLC authentication is the SLC-only method, since only the SLC is properly authenticated).

The SET SHALL authenticate the E-SLP using a root certificate of the E-SLP contained in the SET and the FQDN of the E-SLP as defined in Section 6.1.5.1. The SET SHOULD verify that the default FQDN corresponds to the E-SLP IP address provided in the SUPL INIT – e.g. using DNS. If that is not done, root certificate authentication of the E-SLP will not be reliable. In order to use the alternative client authentication mechanism, the serving bearer network MUST prevent IP Address Spoofing at the bearer level.

6.1.6.3    End-to-End Protection of SUPL INIT Messages

Note: recall that End-to-End Protection of SUPL INIT Messages applies only to non-emergency SUPL INIT messages. 

Two levels of end-to-end SUPL INIT protection are provided for in this specification: Null and Basic-

· Null SUPL INIT protection provides no end-to-end integrity protection, no end-to-end replay protection and no confidentiality protection. The procedures for Null SUPL INIT protection are described in Section 6.1.6.5.

· Basic SUPL INIT protection provides end-to-end integrity protection and end-to-end replay protection using default algorithms. The procedures for Basic SUPL INIT protection are described in Section 6.1.6.6.

The order of preference for the level of protection is as follows:

· Null SUPL INIT protection has least preference.

· Basic SUPL INIT protection has higher preference than Null SUPL INIT protection.

In a SUPL INIT message the Protection Level parameter (in the following table) is assigned according to the current level of protection. 

Note: this specification has been written to allow for more advanced levels of protection to be added in the future revisions. This advanced protection could allow the negotiation of other ways for securing SUPL INIT (for example, allowing encryption and allowing the negotiation of algorithms). The Protection Level parameter is included to aid the SET in determining whether it might be able to parse the SUPL INIT message or not: the Protection Level parameter is required for extensibility.
A SUPL INIT message may have a Protector parameter present for including security parameters: the presence of a Protector parameter is specified in the following table.

	Level of End-to-End SUPL INIT Protection
	Description
	Protector parameter present in SUPL INIT?

	Null
	No end-to-end protection
	Optional

	Basic
	Integrity protection and replay protection using default algorithms
	Mandatory


Table 4: SUPL INIT Protection Level parameter values and presence of the Protector parameter in SUPL INIT.
A  SET or H-SLP that supports the ACA-based method MUST support Null SUPL INIT protection. 

A SET or H-SLP that supports the GBA-based method MUST support Basic SUPL INIT protection procedures. 

The SPC and E-SLC entities are not involved in currently defined SUPL INIT protection.

6.1.6.4 Negotiating the Level of SUPL INIT Protection

An informal description of how the SUPL INIT protection level is negotiated is as follows: The initial protection level is always Null SUPL INIT protection. In this state the SET handles all SUPL INIT messages, i.e. no messages are silently dropped. If a SUPL INIT message is parsed with a failure condition, the SET sends an error message to the SLP.

The SET must apply Null SUPL INIT protection when there is no valid SUPL_INIT_Root_Key (e.g. at power-up or when the lifetime of the SUPL_INIT_Root_Key has expired).. 

When the SET connects to the H-SLP, the SET-SLC authentication (section 6.1.3) will indicate the support for GBA. If GBA is not supported this indicates that Null SUPL INIT protection shall be applied. If GBA is supported then Basic SUPL INIT protection applies and the B-TID exchanged in the PSK-TLS handshake corresponds to the Ks that can be used to derive SUPL_INIT_ROOT_KEY as a Ks_NAF. This Ks_NAF and B-TID are used in the Basic SUPL INIT protection until either:

1. the key expires, in which case the SET and H-SLP revert to Null SUPL INIT protection

2. the SET and H-SLP use the ACA-method, in which case the SET and H-SLP revert to Null SUPL INIT protection, or 

3. the Set and H-SLP use GBA to establish TLS using a fresh B-TID, in which case the B-TID and corresponding Ks_NAF are now used for Basic SUPL INIT protection. 

Note that this means that the protection level is renegotiated every time the SET sets up a fresh TLS connection to the H-SLP.

For Basic SUPL INIT protection, the replay protection counter in the SLP is reset to zero the first time a key is used and the SET removes all information about “played” SUPL INIT messages.
6.1.6.4.1 Negotiation from the H-SLP Perspective

If the most recent IP session with the SET was authenticated using the ACA method, then the H-SLP assigns Null SUPL INIT protection level for that SET.
Otherwise, if the H-SLP has a current B-TID for the SET, then 

· The H-SLP assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using FQDN “mac.”H-SLP_FQDN. 

· Assuming no other SUPL INIT protection has been negotiated, then the H-SLP assigns the Basic SUPL INIT protection level for that SET.

If no other level of protection is assigned, then the H-SLP assigns Null SUPL INIT protection level for that SET.

The H-SLP applies the procedures (for processing SUPL INIT messages prior to delivery) corresponding to the currently assigned level of SUPL INIT protection. This includes assigning the appropriate value for the Protection Level parameter in SUPL INIT messages.
6.1.6.4.2 Negotiation from the SET Perspective

If the most recent IP session with the H-SLP was authenticated using the ACA method, then the SET assigns Null SUPL INIT protection level for that SET.
Otherwise, if the SET has established a TLS-PSK session (with the H-SLP) using GBA, then 

· The SET assigns SUPL_INIT_ROOT_KEY to be the Ks_(int/ext_)NAF corresponding to the most recent B-TID and generated using FQND “mac.”H-SLP_FQDN. 

· Assuming no other SUPL INIT protection has been negotiated, then the SET assigns the Basic SUPL INIT protection level.

If no other level of protection is assigned, then the SET assigns Null SUPL INIT protection level.

The SET applies the procedures (for processing received SUPL INIT messages) corresponding to the currently assigned level of SUPL INIT protection.
6.1.6.4.3 Exception procedures
If the SET determines that the SET-internal SUPL INIT protection parameters have become corrupted, then the SET must establish a TLS session with the H-SLP: if GBA authentication is used, then the SET must initiate GBA bootstrapping to establish fresh keys.

If the H-SLP loses security context (for example, massive loss of data), then the SLP will have no means of initiating positioning activities. The context would be re-established when the B-TID expires, or the SET connects to the H-SLP. To prevent this “block out window” the H-SLP should ensure that all SUPL INIT security context information is stored with sufficient redundancy to recover from such a scenario.
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