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1 Reason for Change

There is an editor’s note anticipating some diagrams in explaining key management for SUPL INIT protection. This CR provides these diagrams. The diagrams and text are intended to be in a new appendix. Note that these changes are all new: no change bars are shown so as to improve the clarity.
The following MS Visio files containing the diagrams are attached to aid future work.
· SET-All-Diagrams-20080410.vsd

· H-SLP-All-Diagrams-20080413.vsd

Changes between R01 and R03 of this document (Note R02 withdrawn due to uploading error): 
· Included two new Steps in SET Security Negotiation Models 
· Step D09 was added for processing psk_identity_hint (where applicable). 
· Step T20 was added for informing other models that the session is not resumable.
· Adding these steps resulted in some other steps being re-numbered.
· Updated the SET TLS Authorization state model
· Added table defining States.

· Included a new state (State A2), other states renumbers.

· Updated the State Transitions

· T17A/B now triggers transitions to state A2 from either Step A1 or A4.
· In State A2, trigger T20 results in transition to Step A3 and trigger T21 results in transition to State A5.
· Corrected arrow from State A5 to State A3.

· In H-SLP Security Negotiation Models in Section E.3.1
· Steps D04 to D07 now confirm that the H-SLP supports ACA-based method if negotiated.
· Moved the assigning of TLS Session ID (when session is resumable) to step 9.

· Included a new trigger Step: Trigger T26 is sent when the TLS session is not resumable.

· For diagram simplicity, some similar steps are combined into a single procedure, decision or trigger
· Steps P09A/B are shown as a single procedure,
· Steps D18A/B/C are shown as a single decision and 
· Steps D21A/B/C are shown as a single decision.
· Steps T23A/B/C are shown as a single trigger.
· Added new flows and tables describing steps for combinations of what the H-SLP may support and allow
· H-SLP does not support PSK (i.e. supports only ACA) and doesn’t allow resuming TLS

· H-SLP does not support PSK (i.e. supports only ACA) and allows resuming TLS

· H-SLP does not support ACA (i.e. supports only PSK) and doesn’t allow resuming TLS

· H-SLP does not support ACA (i.e. supports only PSK) and allows resuming TLS

· H-SLP supports ACA and PSK, and doesn’t allow resuming TLS

· H-SLP supports ACA and PSK, and allows resuming TLS
· Added Generic H-SLP TLS Authorization state models in Section E.3.2.
· Added H-SLP SUPL INIT Protection Level state model in Section E.3.3.
2 Impact on Backward Compatibility

No Impact
3 Impact on Other Specifications

No Impact

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt and forward CR to OMA-LOC.
6 Detailed Change Proposal

Appendix E. State Transition Models for SUPL 2.0 Security (Informative)

This appendix provides some examples that may help clarify use of the security mechanisms used in SUPL 2.0.

These models consider a single pair of H-SLP and SET. 

· A SET may support an H-SLP for each bearer subscription. Since a SET may support multiple bearer subscriptions, the SET must also support multiple H-SLP. The models associated with the SET (that is, those models described in section E.2) need to be repeated for each subscribed SET.

· Note that the H-SLP supports many SETS, so the models associated with the H-SLP (that is, those models described in section E.3) need to be repeated for each subscribed SET.
E.1 Introduction to the Models

For each entity (the H-SLP ands SET) are three models:

· Security Negotiation Model (See Section E.2.1): This describes the entity’s perspective of how negotiating (a) the method for authenticating the other entity in the TLS Handshake and (b) the level of SUPL INIT protection to be applied. This is a decision tree diagram in which decisions invoke triggers that may cause state transitions in the TLS Authentication Model and/or the SUPL INIT Protection Model. There is a generic version of this decision tree does not make a priori assumptions about whether PSK-based authentication is supported by the entity or whether TLS session resumption (Abbreviated TLS handshake) is allowed by the entity. Then there are four additional versions that apply when the entity always knows a priori whether PSK-based authentication and/or TLS Sessions resumption is supported.

· TLS Authentication Model (Section E.2.2): This state transitions model describes the entity’s perspective of whether the other entity is authenticated or otherwise. There are two versions: a generic version; and a version that applies when TLS Session Resumption is not supported (the generic version applies when TLS Session Resumption is supported).

· SUPL INIT Protection Level Model (Section E.2.3): This state transitions model describes the entity’s perspective of the SUPL INIT Protection Level. If the entity does not support a PSK-based authentication method, then this model does not apply since only NULL SUPL INIT Protection level applies in such cases.

There are two types of models used: a decision tree model, used for the Security Negotiation Model; and a state transition model, used for the SUPL INIT Protection Level model and the TLS Authentication Model. 
E.1.1 Security Negotiation Models

The Security Negotiation Models follows a series of steps, beginning at a START step and ending at END. Aside from START and END, the intermediate steps are classified as follows.

· Decisions: requiring a Yes/NO decision. The next step is determined by the outcome of the decision. In figures, these steps are shown in hexagons.
· Procedures: self-explanatory. Following a procedure, there is only one possible next step. In figures, these steps are indicated using rectangles.
· Triggers: these triggers are sent to the other security models: the SUP INIT Protection Level model and the TLS Authentication Model. In the figures, these steps are indicated using circles.
Each step is given an identifier consisting of a classifier (D=Decision, P=Procedure, T=Trigger), a number, and in some cases an final A, B or C. The meaning of the final A, B or C corresponds to the method applied during the TLS handshake, as described in the following paragraphs. 

There are three different methods that may be applied during the TLS handshake: 

· The handshake may use the ACA-based authentication method, based on Server certificates.

· The handshake may use the PSK-based authentication method, based on GBA or a similar procedure for establishing a shared key in the SET and H-SLP.

· An abbreviated TLS handshake may be used: this handshake use secrets established during a previous TLS Session (this is also called resuming a TLS Sessions)

There are some steps that are identical for each authentication method, but where the following step(s) depend on the particular method used. In these cases, a single number is assigned for these steps, and an A, B or C follows the number to indicate which method the step applies to

· A: denotes the ACA-based authentication method.

· B: denotes the PSK-based authentication method

· C: denotes the Abbreviated TLS handshake.

The steps of the specific versions (when the entity always knows a priori whether PSK-based authentication and/or TLS Sessions resumption is supported) use the same identifiers as the generic model.
E.1.2 Models for SUPL INIT Protection Level and TLS Authentication 

These are state transition models, in which the model begins at a START step and transitions to a new state based on external triggers (in this case sent from the Security Negotiation Model) or internal triggers (such as deletion of the only remaining B-TID and PSK). These models only show when triggers cause a state transition.
E.2 Models for the SET

In these models, it is assumed that 

· If a PSK-based method is supported, then the SET may maintain a list of valid B-TID and corresponding keys: this list is called the valid set.
· If TLS Session resumption (that is, the Abbreviated TLS Handshake) is supported and allowed by the SET, then the SET may store the TLS Session ID associated with the last TLS session successfully established with the H-SLP.
· Note: if a PSK-based method is negotiated by the SET and H-SLP, then there is little computational advantage to resuming the TLS sessions: resuming such TLS sessions is not recommended.
E.2.1 Security Negotiation Model
This is a decision tree diagram in which decisions invoke triggers that may cause state transitions in the TLS Authentication Model and/or the SUPL INIT Protection Model. There is a generic version of this decision tree that is applicable for all SETs. This version does not make a priori assumptions about whether PSK-based authentication is supported by the SET or whether TLS session resumption (Abbreviated TLS handshake) is supported by the SET. Then there are four additional versions that apply to SETs for which the SET always knows a priori whether PSK-based authentication and/or TLS Sessions resumption is supported.
E.2.1.1 Generic Version
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Figure 1: The generic version of the Security Negotiation Model for the SET. 
Figure 1 shows the steps for the Security Negotiation Model for the SET. The details of the steps are provided in Table 1 through to Table 5.
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D01
	
	

	Decision
	D01
	Is SET allowed to Resume a TLS Sessions?
	SET needs to support resuming a session, AND also be permitted to do so
	-
	D02
	D04

	Decision
	D02
	Is there an existing, non-expired SessionID that can be used for resumable Session?
	That is, is the SET in TLS Authentication State A3?
	-
	P03
	D04

	Procedure
	P03 
	SET includes  Session ID in ClientHello
	-
	D04
	-
	-

	Decision
	D04
	Is PSK-Method Supported in SET?
	-
	-
	P05B
	P05A


Table 1: Steps START to D04 for the generic version of the Security Negotiation Model for a SET. These steps establish the capabilities of the SET.
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P05A/B
	SET indicates appropriate CipherSuites in ClientHello & Sends ClentHello
	P05A: Use Server-Certificate CipherSuites
	D06A
	-
	-

	
	
	
	P05B: Use PSK & Server Certificate CipherSuites
	D06B
	-
	-

	Decision
	D06A/B
	ServerHello Received?
	D06A 
	-
	D07A
	END

	
	
	
	D06B
	-
	D07B
	END

	Decision
	D07A/B
	(If applicable) Did Server allow resuming old session?
	D07A
	-
	P15C
	P15A

	
	
	
	D07B
	-
	P15C
	D08

	Decision
	D08
	Was PSK CipherSuite Indicated in ServerHello?
	Indicates if PSK or ACA method is to be used
	-
	D09
	P15A


Table 2: Steps D05A/B to D08 for the generic version of the Security Negotiation Model for a SET. These steps establish what method will be used for this TLS Handshake (ACA-based Authentication, PSK-based Authentication or Session Resuming).

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Decision
	D09
	Does SET support a method listed in psk_identity_hint?
	psk_identity_hint = “3GPP-bootstrapping” for GBA. 
psk-identity_hint = "SUPL WIMAX bootstrapping" for WiMAX. If the SET doesn’t support either, then it should abort the TLS Session
	-
	D10
	P14

	Decision
	D10
	Are there any B-TIDs in valid Set?
	If not, bootstrapping is required
	-
	P15B
	P11

	Procedure
	P11
	SET attempts obtain B-TID and associated key.
	D12
	-
	-

	Decision
	D12
	P10 succeeds?
	P10 may fail if bootstrapping server is down
	-
	P13
	P14

	Procedure
	P13
	Add B-TID & associated key to valid set
	-
	P15B
	-
	-

	Procedure
	P14
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-


Table 3: Steps D09 to P14 for the generic version of the Security Negotiation Model for a SET. These steps apply only if the PSK-based Authentication will be used for this TLS Handshake. These steps determine which B-TID and associated keys will be used. Fresh B-TID and associated key are obtained if there are none already present on the SET.

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P15
	Continue TLS handshake 
	P15A: Using Server Cert’s
	D16A
	-
	-

	
	
	
	P15B: Using PSK & B-TID
	D16B
	-
	-

	
	
	
	P15C: Using Abbrev. TLS Handshake
	D16C
	-
	-

	Decision
	D16
	TLS Handshake succeeds?
	D15A
	-
	T17A
	END

	
	
	
	D15B
	-
	T17B
	END

	
	
	
	D15C
	-
	T17C
	END

	Trigger
	T17
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T17A
	D18
	-
	-

	
	
	
	T17B
	D18
	-
	-

	
	
	
	T17C
	END
	-
	-


Table 4: Steps P15A/B/C to T17A/B/C for the generic version of the Security Negotiation Model for a SET. There is a “version” of these steps for each used possible method used for this TLS Handshake (ACA-based Authentication, PSK-based Authentication or Session Resuming). Steps T17A/B/C send a trigger to the other Models.
	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Decision
	D18
	Is SET allowed to resume TLS Sessions?
	SET needs to support resuming a session, AND also be permitted to do so
	-
	T19
	T20

	Decision
	D19
	Did ServerHello include new TLS SessionID?
	“Yes” indicates that a new Session has been established, and the new keys stored in H-SLP. The SET can resume this session in the future
	-
	T21
	T20

	Trigger
	T20
	TLS Session is not resumable
	
	END
	-
	-

	Trigger
	T21
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 5: Steps D18 to END for the generic version of the Security Negotiation Model for a SET. These are the final steps. These steps determine if the SET should save the TLS Session secrets and Session ID for resuming the TLS session in the future (the Abbreviated TLS Handshake can then be used in the next TLS Session).
E.2.1.2 PSK-based methods and TLS Session Resumption not supported
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Figure 2: The Security Negotiation Model for a SET that does not support PSK-based methods and does not allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D05A
	-
	-

	Procedure
	P05A
	SET indicates appropriate CipherSuites in ClientHello & Sends ClentHello
	P05A: Use Server-Certificate CipherSuites
	P15A
	-
	-

	Procedure
	P15A
	Continue TLS handshake
	-
	D16A
	-
	-

	Decision
	D16A
	TLS Handshake succeeds?
	-
	-
	T17A
	END

	Trigger
	T17A
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	-
	T20
	-
	-

	Trigger
	T20
	TLS Session is not resumable
	-
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 6: Steps for the version of the Security Negotiation Model for a SET that does not support PSK-based methods and does not allow TLS Session Resumption.

E.2.1.3 PSK-based methods not supported, TLS Session Resumption Allowed
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Figure 3: The Security Negotiation Model for a SET that does not support PSK-based methods and but does allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D02
	
	

	Decision
	D02
	Is there an existing, non-expired SessionID that can be used for resumable Session?
	That is, is the SET in TLS Authentication State A3?
	-
	P03
	P05A

	Procedure
	P03 
	SET includes  Session ID in ClientHello
	-
	P05A
	-
	-

	Procedure
	P05A
	SET indicates appropriate CipherSuites in ClientHello & Sends ClentHello
	P05A: Use Server-Certificate CipherSuites
	D06A
	-
	-

	Decision
	D06A
	ServerHello Received?
	
	-
	D07A
	END

	Decision
	D07A
	(If applicable) Did Server allow resuming old session?
	
	-
	P15C
	P15A

	Procedure
	P15
	Continue TLS handshake 
	P15A: Using Server Cert’s
	D16A
	-
	-

	
	
	
	P15C: Using Abbrev. TLS Handshake
	D16C
	-
	-

	Decision
	D16
	TLS Handshake succeeds?
	D16A
	-
	T17A
	END

	
	
	
	D16C
	-
	T17C
	END

	Trigger
	T17
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T17A
	D19
	-
	-

	
	
	
	T17C
	END
	-
	-


Table 7: Steps START to T17A/B for the version of the Security Negotiation Model for a SET that does not support PSK-based methods and but does allow TLS Session Resumption. There is a “version” of these steps for each used possible method used for this TLS Handshake (ACA-based Authentication or Session Resuming). 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	Decision
	D19
	Did ServerHello include new TLS SessionID?
	“Yes” indicates that a new Session has been established, and the new keys stored in H-SLP. The SET can resume this session in the future
	-
	T20
	END

	Trigger
	T20
	TLS Session is not resumable
	-
	END
	-
	-

	Trigger
	T21
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 8: Steps D19 to END for the version of the Security Negotiation Model for a SET that does not support PSK-based methods and but does allow TLS Session Resumption. 

E.2.1.4 PSK-based method supported, TLS Session Resumption not supported
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Figure 4: The Security Negotiation Model for a SET that supports PSK-based methods and but does not allow TLS Session Resumption. 
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	P05B
	-
	-

	Decision
	D01
	Is SET allowed to Resume a TLS Sessions?
	SET needs to support resuming a session, AND also be permitted to do so
	-
	D02
	D04

	Procedure
	P05A
	SET indicates appropriate CipherSuites in ClientHello & Sends ClentHello
	P05B: Use PSK & Server Certificate CipherSuites 
	D06B
	-
	-

	Decision
	D06A/B
	ServerHello Received?
	D06B
	-
	D07B
	END

	Decision
	D08
	Was PSK CipherSuite Indicated in ServerHello?
	Indicates if PSK or ACA method is to be used
	-
	D09
	P15A

	Decision
	D09
	Does SET support a method listed in psk_identity_hint?
	psk_identity_hint = “3GPP-bootstrapping” for GBA. 
psk-identity_hint = "SUPL WIMAX bootstrapping" for WiMAX. If the SET doesn’t support either, then it should abort the TLS Session
	-
	D10
	P14

	Decision
	D10
	Are there any B-TIDs in valid Set?
	If not, bootstrapping is required
	-
	P15B
	P11

	Procedure
	P11
	SET attempts obtain B-TID and associated key.
	D12
	-
	-

	Decision
	D12
	P11 succeeds?
	P11 may fail if bootstrapping server is down
	-
	P13
	P14

	Procedure
	P13
	Add B-TID & associated key to valid set
	-
	P15B
	-
	-

	Procedure
	P14
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-


Table 9: Steps START to P14 for the version of the Security Negotiation Model for a SET that supports PSK-based methods and but does not allow TLS Session Resumption.
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P15A/B
	Continue TLS handshake 
	P14A: Using Server Cert’s
	D16A
	-
	-

	
	
	
	P14B: Using PSK & B-TID
	D16B
	-
	-

	Decision
	D16A/B
	TLS Handshake succeeds?
	D16A
	-
	T17A
	END

	
	
	
	D16B
	-
	T17B
	END

	Trigger
	T17A/B
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	
	T20

	-
	-



	Trigger
	T20
	TLS Session is not resumable
	-
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 10: Steps P15A/B to END for the version of the Security Negotiation Model for a SET that supports PSK-based methods and but does not allow TLS Session Resumption.
E.2.1.5 PSK-based method and TLS Session Resumption supported
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Figure 5: The Security Negotiation Model for a SET that supports PSK-based methods and allows TLS Session Resumption. 
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D02
	
	

	Decision
	D02
	Is there an existing, non-expired SessionID that can be used for resumable Session?
	That is, is the SET in TLS Authentication State A3?
	-
	P03
	P05B

	Procedure
	P03 
	SET includes  Session ID in ClientHello
	-
	P05B
	-
	-

	Procedure
	P05B
	SET indicates appropriate CipherSuites in ClientHello & Sends ClentHello
	P05B: Use PSK & Server Certificate CipherSuites
	D06B
	-
	-

	Decision
	D06A/B
	ServerHello Received?
	D06B
	-
	D07B
	END

	Decision
	D07A/B
	(If applicable) Did Server allow resuming old session?
	D07B
	-
	P15C
	D08

	Decision
	D08
	Was PSK CipherSuite Indicated in ServerHello?
	Indicates if PSK or ACA method is to be used
	-
	D09
	P15A

	Decision
	D09
	Does SET support a method listed in psk_identity_hint?
	psk_identity_hint = “3GPP-bootstrapping” for GBA. 
psk-identity_hint = "SUPL WIMAX bootstrapping" for WiMAX. If the SET doesn’t support either, then it should abort the TLS Session
	-
	D10
	P14

	Decision
	D10
	Are there any B-TIDs in valid Set?
	If not, bootstrapping is required
	-
	P15B
	P11

	Procedure
	P11
	SET attempts obtain B-TID and associated key.
	D12
	-
	-

	Decision
	D12
	P10 succeeds?
	P10 may fail if bootstrapping server is down
	-
	P13
	P14

	Procedure
	P13
	Add B-TID & associated key to valid set
	-
	P15B
	-
	-

	Procedure
	P14
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-


Table 11: Steps from START to P13 for the version of the Security Negotiation Model for a SET that supports PSK-based methods and allows TLS Session Resumption.
	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P14
	Continue TLS handshake 
	P14A: Using Server Cert’s
	D15A
	-
	-

	
	
	
	P14B: Using PSK & B-TID
	D15B
	-
	-

	
	
	
	P14C: Using Abbrev. TLS Handshake
	D15C
	-
	-

	Decision
	D15
	TLS Handshake succeeds?
	D15A
	-
	T16A
	END

	
	
	
	D15B
	-
	T16B
	END

	
	
	
	D15C
	-
	T16C
	END

	Trigger
	T16
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T16A
	D18
	-
	-

	
	
	
	T16B
	D18
	-
	-

	
	
	
	T16C
	END
	-
	-

	Decision
	D18
	Did ServerHello include new TLS SessionID?
	“Yes” indicates that a new Session has been established, and the new keys stored in H-SLP. The SET can resume this session in the future
	-
	T21
	T20

	Trigger
	T20
	TLS Session is not resumable
	-
	END
	-
	-

	Trigger
	T21
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 12: Steps P14 to END for the version of the Security Negotiation Model for a SET that supports PSK-based methods and allows TLS Session Resumption.
E.2.2 SET TLS Authentication Model

E.2.2.1 Generic Version
E.2.2.1.1 List of States

	State ID
	Description
	Can SET communicate securely with H-SLP?
	Is there a resumable TLS Session?
	Can Transition to

	START
	
	
	
	A1

	A1
	No Active Session. No Resumable Session exists
	No
	No
	A2

	A2
	Active Session. Resumability not determined
	Yes
	Uncertain
	A3,A5

	A3
	Active Session. Session is not Resumable
	Yes
	No
	A1

	A4
	No active Session. Resumable Session exists
	No
	Yes
	A1,A2,A5

	A5
	Active Session. Resumable Session exists
	Yes
	Yes
	A3,A4


Table 13: List of the states in the generic TLS Authentication state transition model for SETs. 
E.2.2.1.2 State Transitions
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Figure 6: Generic Version of the TLS Authentication state transition model for the SET. Triggers T17A, T17B, T17C, T20 and T21 are sent from the Security Negotiation Model as described in Section E.2.1.

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET is subscribed.
	START
	A1

	External
	T17A/B
	TLS Handshake succeeds using ACA-based or PSK-based methods. The SET and H-SLP can now exchange data securely using TLS
	A1
	A2

	
	
	
	A4
	

	External
	T17C
	Abbreviated TLS Handshake succeeds. The SET and H-SLP can now exchange data securely using TLS
	A4
	A5

	External
	T20
	The TLS Session is not resumable.
	A2
	A3

	External
	T21
	The SET stores the TLS Session ID and the secrets associated with the TLS Session so that they may be used in future abbreviated handshakes
	A2
	A5

	Internal
	TLS Ends
	When the TLS Session ends, the SET and H-SLP can no longer exchange data securely.
	A3
	A1

	
	
	
	A5
	A4

	Internal
	TLS Session ID expires
	The SET can not use the Session ID and keys in future handshakes.
	A4
	A1

	
	
	
	A5
	A3


Table 14: The state transitions in the generic TLS Authentication state transition model for SETs. Triggers T17A, T17B, T17C, T20 and T21 are sent from the Security Negotiation Model as described in Section E.2.1
E.2.2.2 TLS Session Resumption not supported

Note: In the case where TLS Session Resumption is not supported, there is no need to wait for the trigger T20 that indicates that the session is not resumable.
E.2.2.2.1 List of States

	State ID
	Description
	Can SET communicate securely with H-SLP?
	Is there a resumable TLS Session?
	Can Transition to

	START
	
	
	
	A1

	A1
	No Active Session. No Resumable Session exists
	No
	No
	A2

	A3
	Active Session. Session is not Resumable
	Yes
	No
	A1


Table 15: List of the states in the generic TLS Authentication state transition model for SETs where TLS Session Resumption is not supported.  
E.2.2.2.2 State Transitions
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Figure 7: Version of the TLS Authentication state transition model for SETs where TLS Session Resumption is not supported. Triggers T17A, T17B are sent from the Security Negotiation Model as described in Section E.2.1. 

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET powers up.
	START
	A1

	External
	T17A/B
	TLS Handshake succeeds using ACA-based or PSK-based methods. The SET and H-SLP can now exchange data securely using TLS
	A1
	A3

	Internal
	TLS Ends
	When the TLS Session ends, the SET and H-SLP can no longer exchange data securely.
	A3
	A1


Table 16: The state transitions in the TLS Authentication state transition model for SETs where TLS Session Resumption is not supported. Triggers T17A and T17B are sent from the Security Negotiation Model as described in Section E.2.1
E.2.3 SUPL INIT Protection Model

Note: Trigger T17C does not cause a state transition in the SUPL INIT protection model.

Figure 8 below is state transition diagram, from the view of the SET, for a given H-SLP’s SUPL INIT Protection Level. 

E.2.3.1.1 List of States

	State ID
	Description
	Notes
	Can Transition to

	START
	
	
	SI1

	SI1
	NULL SUPL INIT Protection
	When in this state, the SET applies Null SUPL INIT Protection procedures to SUPL INIT messages received from this H-SLP.
	SI2

	SI2
	Basic SUPL INIT Protection
	When the in this state, the SET applies Basic SUPL INIT Protection procedures to SUPL INIT messages received from this H-SLP.
	SI1


Table 17: List of the SUPL INIT Protection Level states.  
E.2.3.1.2 State Transitions
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Figure 8: SUPL INIT Protection Level state transitions for the SET. Triggers T17A and T17B are sent from the Security Negotiation Model as described in Section E.2.1.

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET powers up.
	START
	SI1: NULL

	External
	T17B
	TLS PSK Handshake succeeds. This implies that the keys for Basic SUPL INIT Protection have also been obtained by H-SLP, so Basic SUPL INIT Protection now applies
	SI1:NULL
	SI2: Basic

	External
	T17A
	ACA-based TLS Handshake succeeds. The SET can no longer assume that the H-SLP has the keys for Basic SUPL INIT Protection
	SI2: Basic
	SI1: NULL

	Internal
	Valid Set is  empty
	When B-TID & Keys are removed from valid set due to expiry, it is possible that there are no more B-TID/Keys in the valid set. The SET can no longer perform Basic SUPL INIT protection
	SI2: Basic
	SI1: NULL


Table 18: The state transitions in the SUPL INIT Protection Level state transition model. Triggers T17A and T17B are sent from the Security Negotiation Model as described in Section E.2.1
E.3 Models for the H-SLP

In these models, it is assumed that 

· If a PSK-based method is supported, then the H-SLP may maintain a list of valid B-TID and corresponding keys associated with each user: this list is called the valid set  for that user.
· If TLS Session resumption (that is, the Abbreviated TLS Handshake) is supported and allowed by the H-SLP, then the H-SLP may store the TLS Session ID associated with the last TLS session successfully established with the SET.
· Note: if a PSK-based method is negotiated by the SET and H-SLP, then there is little computational advantage to resuming the TLS sessions: resuming such TLS sessions is not recommended.
E.3.1 Security Negotiation Model

E.3.1.1 Generic Version
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Figure 9: The generic version of the Security Negotiation Model for the H-SLP. 
	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D01
	
	

	Decision
	D01
	Does H-SLP allow resuming a TLS Sessions?
	H-SLP needs to support resuming a session, AND also be permitted to do so
	-
	D02
	D04

	Decision
	D02
	Is there a SessionID in the Client Hello?
	That is, is the SET in TLS Authentication State A3?
	-
	D03
	D04

	Decision
	D03
	Is the SessionID still valid?
	Can the TLS keys still be used?
	-
	P17C
	D4

	Decision
	D04
	Is ACA-Method Supported in H-SLP?
	If No, then PSK method must be supported by H-SLP
	-
	D05
	D06-1

	Decision
	D05
	Is PSK-Method Supported in H-SLP?
	-
	-
	D06-2
	D07

	Decision
	D06-1/2
	Are there PSK CipherSuites included in the ClientHello?
	D06-1
	-
	P08B
	P15

	
	
	
	D06-2
	-
	P08B
	D07

	Decision
	D07
	Are there Server Certificate CipherSuites included in the ClientHello?
	If this is not indicated, then there is an error, and tehTLS session must be aborted
	-
	P08A
	P15

	Procedure
	P08A/B
	P08A: H-SLP chooses ACA method.
	H-SLP indicates Server certificate Ciphersuites in ServerHello. Follow “A” options hereafter. 
	P09A
	-
	-

	
	
	P08A: H-SLP chooses PSK method.
	H-SLP indicates PSK Ciphersuite in ServerHello and includes "3GPP-Bootstrapping" in psk_identity_hint (or WiMAX equivalent). Follow “B” options hereafter
	P09B
	-
	-

	Procedure
	P09A/B
	If H-SLP wishes to resume this session, then H-SLP chooses a TLS Session ID and includes this in ServerHello.
	P09A
	P17A
	-
	-

	
	
	
	P09B
	D10
	-
	-


Table 19: Steps START to D09A/B for the generic version of the Security Negotiation Model for a H-SLP. These steps establish what method will be used for this TLS Handshake (ACA-based Authentication, PSK-based Authentication or Abbreviated Handshake). 
	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Decision
	D10
	Does ClientKeyExchange include B-TID
	If not, TLS handshake cannot proceed
	-
	D11
	P15

	Decision
	D11
	Does H-SLP have B-TID and corresponding Key and SET_ID
	If not, must talk to BSF
	-
	P17B
	D12

	Decision
	D12
	Is H-SLP authorized to BSF or corresponding entity
	If not, cannot obtain keys
	-
	P13
	P15

	Procedure
	P13
	H-SLP attempts obtain keys (TLS-PSK key and SUPL_INIT_ROOT_KEY) and SET_ID associated with B-TID from BSF or corresponding entity.
	D14
	-
	-

	Decision
	D14
	P13 succeeds?
	P13 may fail if BSF or corresponding entity is down or if B-TID was false.
	-
	P16
	P15

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P16
	Add B-TID & associated key to valid set for SET_ID
	P17B
	-
	-


Table 20: Steps D10 to P16 for the generic version of the Security Negotiation Model for a H-SLP. These steps apply only if the PSK-based Authentication will be used for this TLS Handshake. These steps determine which B-TID and associated keys will be used. Fresh B-TID and associated key are obtained if not already present on the H-SLP.

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P17
	Continue TLS handshake 
	P17A: Using Server Cert’s
	D18A
	-
	-

	
	
	
	P17B: Using PSK & B-TID
	D18B
	-
	-

	
	
	
	P17C: Using Abbrev. TLS Handshake
	D18C
	-
	-

	Decision
	D18
	TLS Handshake succeeds?
	D18A. The SET_ID is not yet authenticated
	-
	P19
	END

	
	
	
	D18B. This provides authenticated SET_ID (associated with B-TID)
	-
	D21B
	END

	
	
	
	D18C. This provides authenticated SET_ID (associated with original TLS session)
	-
	D21C
	END


Table 21: Steps P17A/B/C and D18A/B/C for the generic version of the Security Negotiation Model for a H-SLP. 

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P19
	H-SLP performs IP address/SET_ID binding
	
	D20
	
	

	Decision
	D20
	Does Binding Exist?
	This provides the authenticated SET_ID for ACA method
	-
	D21A
	P22

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	D21A
	-
	T23A
	P22

	
	
	
	D21B
	-
	T23B
	P22

	
	
	
	D21C
	-
	T23C
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T23A
	D24
	-
	-

	
	
	
	T23B
	D22
	-
	-

	
	
	
	T23C
	END
	-
	-

	
	
	
	
	
	
	


Table 22: Steps P19 to T23 for the generic version of the Security Negotiation Model for a H-SLP. Steps T23A/B/C send a trigger to the other Models.

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Decision
	D24
	Is H-SLP allowed to resume TLS Sessions?
	Same decision as D01
	-
	D25
	T27

	Decision
	D25
	Did ServerHello include new TLS SessionID?
	See Step P09A/B.

“Yes” indicates that a new Session has been established, and the new keys should be stored in H-SLP. 
	-
	T27
	T26

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	Trigger
	T27
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 23: Steps D24 to END for the generic version of the Security Negotiation Model for a H-SLP. These are the final steps. These steps determine if the H-SLP should save the TLS Session secrets and Session ID for resuming the TLS session in the future (the Abbreviated TLS Handshake can then be used in the next TLS Session). See note below.
Note: the H-SLP should not save the TLS session secrets and Session ID unless the TLS handshake was successful. This is the reason that steps D24 to T27 cannot occur earlier in the process.
E.3.1.2 PSK-based methods and TLS Session Resumption not supported
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Figure 10: The Security Negotiation Model for an H-SLP that does not support PSK-based methods and does not allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D07
	
	

	Decision
	D07
	Are there Server Certificate CipherSuites included in the ClientHello?
	If this is not indicated, then there is an error, and tehTLS session must be aborted
	-
	P08A
	P15

	Procedure
	P08A
	P08A: H-SLP chooses ACA method.
	H-SLP indicates Server certificate Ciphersuites in ServerHello. Follow “A” options hereafter. 
	P17A
	-
	-

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P17A
	Continue TLS handshake 
	P17A: Using Server Cert’s
	D18A
	-
	-

	Decision
	D18A
	TLS Handshake succeeds?
	D18A. The SET_ID is not yet authenticated
	-
	P19
	END

	Procedure
	P19
	H-SLP performs IP address/SET_ID binding
	D18
	
	

	Decision
	D20
	Does Binding Exist?
	This provides the authenticated SET_ID for ACA method
	-
	D21A
	P22

	Decision
	D21A
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	-
	T23A
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23A
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T26
	-
	-

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 24: Steps for the version of the Security Negotiation Model for a H-SLP does not support PSK-based methods and does not allow TLS Session Resumption. 

E.3.1.3 PSK-based methods not supported, TLS Session Resumption supported
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Figure 11: The Security Negotiation Model for an H-SLP that does not support PSK-based methods, but does allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D02
	
	

	Decision
	D02
	Is there a SessionID in the Client Hello?
	That is, is the SET in TLS Authentication State A3?
	-
	P03
	D07

	Decision
	D03
	Is the SessionID still valid?
	Can the TLS keys still be used?
	-
	P17C
	D07

	Decision
	D07
	Are there Server Certificate CipherSuites included in the ClientHello?
	If this is not indicated, then there is an error, and tehTLS session must be aborted
	-
	P08A
	P15

	Procedure
	P08A/B
	P08A: H-SLP chooses ACA method.
	H-SLP indicates Server certificate Ciphersuites in ServerHello. Follow “A” options hereafter. 
	P09A
	-
	-

	Procedure
	P09A/B
	If H-SLP wishes to resume this session, then H-SLP chooses a TLS Session ID and includes this in ServerHello.
	P17A
	-
	-

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P17
	Continue TLS handshake 
	P17A: Using Server Cert’s
	D18A
	-
	-

	
	
	
	P17C: Using Abbrev. TLS Handshake
	D18C
	-
	-

	Decision
	D18
	TLS Handshake succeeds?
	D18A. The SET_ID is not yet authenticated
	-
	P19
	END

	
	
	
	D18C. This provides authenticated SET_ID (associated with original TLS session)
	-
	D21C
	END


Table 25: Steps START to D18 for the version of the Security Negotiation Model for a H-SLP does not support PSK-based methods, but allows TLS Session Resumption. 

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P19
	H-SLP performs IP address/SET_ID binding
	
	D20
	-
	-

	Decision
	D20
	Does Binding Exist?
	This provides the authenticated SET_ID for ACA method
	-
	D21A
	P22

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	D21A
	-
	T23A
	P22

	
	
	
	D21C
	-
	T23C
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T23A
	D24
	-
	-

	
	
	
	T23C
	END
	-
	-

	Decision
	D25
	Did ServerHello include new TLS SessionID?
	See Step P09A.

“Yes” indicates that a new Session has been established, and the new keys should be stored in H-SLP. 
	-
	T27
	T26

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	Trigger
	T27
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 26: Steps P19 to END for the version of the Security Negotiation Model for a H-SLP does not support PSK-based methods, but allows TLS Session Resumption. 

E.3.1.4 ACA-based method not supported, TLS Session Resumption not supported
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Figure 12: The Security Negotiation Model for an H-SLP that does not support ACA-based methods, and does not allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D06-1
	
	

	Decision
	D06-1
	Are there PSK CipherSuites included in the ClientHello?
	-
	P08B
	P15

	Procedure
	P08B
	H-SLP chooses PSK method. H-SLP indicates PSK Ciphersuite in ServerHello and includes "3GPP-Bootstrapping" in psk_identity_hint (or WiMAX equivalent). Follow “B” options hereafter
	D10
	-
	-

	Decision
	D10
	Does ClientKeyExchange include B-TID
	If not, TLS handshake cannot proceed
	-
	D11
	P15

	Decision
	D11
	Does H-SLP have B-TID and corresponding Key and SET_ID
	If not, must talk to BSF
	-
	P17B
	D12

	Decision
	D12
	Is H-SLP authorized to BSF or corresponding entity
	If not, cannot obtain key
	-
	P13
	P15

	Procedure
	P13
	H-SLP attempts obtain keys (TLS-PSK key and SUPL_INIT_ROOT_KEY) and SET_ID associated with B-TID from BSF or corresponding entity.
	D14
	-
	-

	Decision
	D14
	P13 succeeds?
	
	-
	P16
	P15

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P16
	Add B-TID & associated key to valid set for SET_ID
	P17B
	-
	-

	Procedure
	P17
	Continue TLS handshake 
	P17B: Using PSK & B-TID
	D18B
	-
	-

	Decision
	D18
	TLS Handshake succeeds?
	D18B. This provides authenticated SET_ID (associated with B-TID)
	-
	D21B
	END

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	-
	T23B
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	D26
	-
	-

	Trigger
	T26
	TLS Session is not resumeable 
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-


Table 27: Steps for the version of the Security Negotiation Model for a H-SLP does not support ACA-based methods, and does not allow TLS Session Resumption. 

E.3.1.5 ACA-based method not supported, TLS Session Resumption supported
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Figure 13: The Security Negotiation Model for an H-SLP that does not support ACA-based methods and allows TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D02
	
	

	Decision
	D02
	Is there a SessionID in the Client Hello?
	That is, is the SET in TLS Authentication State A3?
	-
	D03
	D06-1

	Decision
	D03
	Is the SessionID still valid?
	Can the TLS keys still be used?
	-
	P17C
	D06-1

	Decision
	D06-1/2
	Are there PSK CipherSuites included in the ClientHello?
	-
	P08B
	P15

	Procedure
	P08B
	P08A: H-SLP chooses PSK method. H-SLP indicates PSK Ciphersuite in ServerHello and includes "3GPP-Bootstrapping" in psk_identity_hint (or WiMAX equivalent). Follow “B” options hereafter
	P09B
	-
	-

	Procedure
	P09A/B
	If H-SLP wishes to resume this session, then H-SLP chooses a TLS Session ID and includes this in ServerHello.
	D10
	-
	-

	Decision
	D10
	Does ClientKeyExchange include B-TID
	If not, TLS handshake cannot proceed
	-
	D11
	P15

	Decision
	D11
	Does H-SLP have B-TID and corresponding Key and SET_ID
	If not, must talk to BSF
	-
	P17B
	D12

	Decision
	D12
	Is H-SLP authorized to BSF or corresponding entity
	If not, cannot obtain key
	-
	P13
	P15

	Procedure
	P13
	H-SLP attempts obtain keys (TLS-PSK key and SUPL_INIT_ROOT_KEY) and SET_ID associated with B-TID from BSF or corresponding entity.
	D14
	-
	-

	Decision
	D14
	P13 succeeds?
	P13 may fail if BSF or corresponding entity is down or if B-TID was false.
	-
	P16
	P15

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P16
	Add B-TID & associated key to valid set for SET_ID
	P17B
	-
	-


Table 28: Steps START to P16 for the version of the Security Negotiation Model for a H-SLP where ACA-method is not supported and TLS session resumption is supported. 
	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P17
	Continue TLS handshake 
	P17B: Using PSK & B-TID
	D18B
	-
	-

	
	
	
	P17C: Using Abbrev. TLS Handshake
	D18C
	-
	-

	Decision
	D18
	TLS Handshake succeeds? IN this case, SET_ID is authenticated
	D18B. 
	-
	D21B
	END

	
	
	
	D18C. 
	-
	D21C
	END

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	D21B
	-
	T23B
	P22

	
	
	
	D21C
	-
	T23C
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T23B
	D25
	-
	-

	
	
	
	T23C
	END
	-
	-

	Decision
	D25
	Did ServerHello include new TLS SessionID?
	See Step P09B.

“Yes” indicates that a new Session has been established, and the new keys should be stored in H-SLP. 
	-
	T26
	T27

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	Trigger
	T27
	Store TLS Session ID & secrets for future Abbreviated Handshakes
	Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 29: Steps P17 to END for the version of the Security Negotiation Model for a H-SLP where ACA-method is not supported and TLS session resumption is supported. 

E.3.1.6 ACA- and PSK-based method supported, TLS Session Resumption not supported
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Figure 14: The Security Negotiation Model for an H-SLP that supports both ACA- and PSK-based methods, but does not allow TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D06-2
	
	

	Decision
	D06-2
	Are there PSK CipherSuites included in the ClientHello?
	-
	P08B
	D07

	Decision
	D07
	Are there Server Certificate CipherSuites included in the ClientHello?
	If this is not indicated, then there is an error, and tehTLS session must be aborted
	-
	P08A
	P15

	Procedure
	P08A/B
	P08A: H-SLP chooses ACA method.
	H-SLP indicates Server certificate Ciphersuites in ServerHello. Follow “A” options hereafter. 
	P17A
	-
	-

	
	
	P08B: H-SLP chooses PSK method.
	H-SLP indicates PSK Ciphersuite in ServerHello and includes "3GPP-Bootstrapping" in psk_identity_hint (or WiMAX equivalent). Follow “B” options hereafter
	D10
	-
	-

	Decision
	D10
	Does ClientKeyExchange include B-TID
	If not, TLS handshake cannot proceed
	-
	D11
	P15

	Decision
	D11
	Does H-SLP have B-TID and corresponding Key and SET_ID
	If not, must talk to BSF
	-
	P17B
	D12

	Decision
	D12
	Is H-SLP authorized to BSF or corresponding entity
	If not, cannot obtain key
	-
	P13
	P15

	Procedure
	P13
	H-SLP attempts obtain keys (TLS-PSK key and SUPL_INIT_ROOT_KEY) and SET_ID associated with B-TID from BSF or corresponding entity.
	D14
	-
	-

	Decision
	D14
	P13 succeeds?
	P13 may fail if BSF or corresponding entity is down or if B-TID was false.
	-
	P16
	P15

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P16
	Add B-TID & associated key to valid set for SET_ID
	P17B
	-
	-


Table 30: Steps START to P16 for the version of the Security Negotiation Model for a H-SLP that supports the ACA-based method, the PSK-based method, but does not allow resuming TLS sessions. 

	Procedure, Decision or Trigger
	ID
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision.. 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P17
	Continue TLS handshake 
	P17A: Using Server Cert’s
	D18A
	-
	-

	
	
	
	P17B: Using PSK & B-TID
	D18B
	-
	-

	Decision
	D18
	TLS Handshake succeeds?
	D18A. The SET_ID is not yet authenticated
	-
	P19
	END

	
	
	
	D18B. This provides authenticated SET_ID (associated with B-TID)
	-
	D21B
	END

	
	
	
	
	
	
	

	Procedure
	P19
	H-SLP performs IP address/SET_ID binding
	-
	D20
	-
	-

	Decision
	D20
	Does Binding Exist?
	This provides the authenticated SET_ID for ACA method
	-
	D21A
	P22

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	D21A
	-
	T23A
	P22

	
	
	
	D21B
	-
	T23B
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T23A
	D26
	-
	-

	
	
	
	T23B
	D26
	-
	-

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-
	-


Table 31: Steps P17 to END for the version of the Security Negotiation Model for a H-SLP that supports the ACA-based method, the PSK-based method, but does not allow resuming TLS sessions. 

E.3.1.7 ACA- and PSK-based method supported, TLS Session Resumption supported
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Figure 15: The Security Negotiation Model for an H-SLP that supports both ACA- and PSK-based methods and allows TLS Session Resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	
	START
	-
	-
	D02
	
	

	Decision
	D02
	Is there a SessionID in the Client Hello?
	That is, is the SET in TLS Authentication State A3?
	-
	D03
	D06-2

	Decision
	D03
	Is the SessionID still valid?
	Can the TLS keys still be used?
	-
	P17C
	D06-2

	Decision
	D06-2
	Are there PSK CipherSuites included in the ClientHello?
	-
	P08B
	D07

	Decision
	D07
	Are there Server Certificate CipherSuites included in the ClientHello?
	If this is not indicated, then there is an error, and tehTLS session must be aborted
	-
	P08A
	P15

	Procedure
	P08A/B
	P08A: H-SLP chooses ACA method.
	H-SLP indicates Server certificate Ciphersuites in ServerHello. Follow “A” options hereafter. 
	P09A
	-
	-

	
	
	P08A: H-SLP chooses PSK method.
	H-SLP indicates PSK Ciphersuite in ServerHello and includes "3GPP-Bootstrapping" in psk_identity_hint (or WiMAX equivalent). Follow “B” options hereafter
	P09B
	-
	-

	Procedure
	P09A/B
	If H-SLP wishes to resume this session, then H-SLP chooses a TLS Session ID and includes this in ServerHello.
	P09A
	P17A
	-
	-

	
	
	
	P09B
	D10
	-
	-

	Decision
	D10
	Does ClientKeyExchange include B-TID
	If not, TLS handshake cannot proceed
	-
	D11
	P15

	Decision
	D11
	Does H-SLP have B-TID and corresponding Key and SET_ID
	If not, must talk to BSF
	-
	P17B
	D12

	Decision
	D12
	Is H-SLP authorized to BSF or corresponding entity
	If not, cannot obtain key
	-
	P13
	P15

	Procedure
	P13
	H-SLP attempts obtain keys (TLS-PSK key and SUPL_INIT_ROOT_KEY) and SET_ID associated with B-TID from BSF or corresponding entity.
	D14
	-
	-

	Decision
	D14
	P13 succeeds?
	P13 may fail if BSF or corresponding entity is down or if B-TID was false.
	-
	P16
	P15


Table 32: Steps START to D14 for version of the Security Negotiation Model for an H-SLP that supports the ACA- and method, the PSK-based method, and allows TLS session resumption. 

	Procedure, Decision or Trigger
	Step
	Description
	Additional Notes
	Transition after Procedures
	Transition after Decision... 

	
	
	
	
	
	If Yes
	If No

	Procedure
	P15
	SET aborts TLS Session
	SET needs to start a fresh TLS Sessions since it can’t perform a PSK based TLS Session without keys
	END
	-
	-

	Procedure
	P16
	Add B-TID & associated key to valid set for SET_ID
	P17B
	-
	-

	Procedure
	P17
	Continue TLS handshake 
	P17A: Using Server Cert’s
	D18A
	-
	-

	
	
	
	P17B: Using PSK & B-TID
	D18B
	-
	-

	
	
	
	P17C: Using Abbrev. TLS Handshake
	D18C
	-
	-

	Decision
	D18
	TLS Handshake succeeds?
	D18A. 
	-
	P19
	END

	
	
	
	D18B.
	-
	D21B
	END

	
	
	
	D18C. 
	-
	D21C
	END

	Procedure
	P19
	H-SLP performs IP address/SET_ID binding
	
	D20
	
	

	Decision
	D20
	Does Binding Exist?
	This provides the authenticated SET_ID for ACA method
	-
	D21A
	P22

	Decision
	D21
	SET_ID provided in the SUPL message corresponds to authenticated SET_ID?
	D21A
	-
	T23A
	P22

	
	
	
	D21B
	-
	T23B
	P22

	
	
	
	D21C
	-
	T23C
	P22

	Procedure
	P22
	H-SLP aborts SUPL and TLS Session
	SET failed authentication.
	END
	-
	-

	Trigger
	T23
	Trigger to the SUPL INIT Protection Level Model and TLS Authentication Model to indicate success of negotiation
	T23A
	D25
	-
	-

	
	
	
	T23B
	D25
	-
	-

	
	
	
	T23C
	END
	-
	-

	Decision
	D25
	Did ServerHello include new TLS SessionID?
	See Step P09A/B.

“Yes” indicates that a new Session has been established, and the new keys should be stored in H-SLP. 
	-
	T26
	T27

	Trigger
	T26
	TLS Session is not resumeable 
	
	END
	-
	-

	Trigger
	T27
	Store TLS Session ID & secrets for future Abbreviated Handshakes. Delete old Session ID and Secrets
	END
	-
	-

	
	END
	The relevant details from the negotiation have now been resolved 
	-
	-
	-


Table 33: Steps P19 to END for version of the Security Negotiation Model for an H-SLP that supports the ACA- and method, the PSK-based method, and allows TLS session resumption. 

E.3.2 H-SLP TLS Authentication Model

E.3.2.1 General Model

E.3.2.1.1 List of States

	State ID
	Description
	Can SET communicate securely with H-SLP?
	Is there a resumable TLS Session?
	Can Transition to

	START
	
	
	
	A1

	A1
	No Active Session. No Resumable Session exists
	No
	No
	A2

	A2
	Active Session. Resumability not determined
	Yes
	Uncertain
	A3,A5

	A3
	Active Session. Session is not Resumable
	Yes
	No
	A1

	A4
	No active Session. Resumable Session exists
	No
	Yes
	A1,A2,A5

	A5
	Active Session. Resumable Session exists
	Yes
	Yes
	A3,A4


Table 34: List of the states in the generic TLS Authentication state transition model for SETs. 

E.3.2.1.2 State Transitions
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Figure 16: Generic Version of the TLS Authentication state transition model for the H-SLP. Triggers T20A, T20B, T20C, T24 and T25 are sent from the Security Negotiation Model as described in Section E.3.1.

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET is subscribed.
	START
	A1

	External
	T23A/B
	TLS Handshake succeeds using ACA-based or PSK-based methods. The SET and H-SLP can now exchange data securely using TLS
	A1
	A2

	
	
	
	A4
	

	External
	T23C
	Abbreviated TLS Handshake succeeds. The SET and H-SLP can now exchange data securely using TLS
	A4
	A5

	External
	T26
	The TLS Session is not resumable.
	A2
	A3

	External
	T27
	The SET stores the TLS Session ID and the secrets associated with the TLS Session so that they may be used in future abbreviated handshakes
	A2
	A5

	Internal
	TLS Ends
	When the TLS Session ends, the SET and H-SLP can no longer exchange data securely.
	A3
	A1

	
	
	
	A5
	A4

	Internal
	TLS Session ID expires
	The SET can not use the Session ID and keys in future handshakes.
	A4
	A1

	
	
	
	A5
	A3


Table 35: The state transitions in the generic TLS Authentication state transition model for the H-SLP. Triggers T23A, T23B, T23C, T26 and T27 are sent from the Security Negotiation Model as described in Section E.3.1.
E.3.2.2 TLS Session Resumption not supported

Note: In the case where TLS Session Resumption is not supported, there is no need to wait for the trigger T20 that indicates that the session is not resumable.
E.3.2.2.1 List of States

	State ID
	Description
	Can SET communicate securely with H-SLP?
	Is there a resumable TLS Session?
	Can Transition to

	START
	
	
	
	A1

	A1
	No Active Session. No Resumable Session exists
	No
	No
	A2

	A3
	Active Session. Session is not Resumable
	Yes
	No
	A1


Table 36: List of the states in the generic TLS Authentication state transition model for H-SLPs where TLS Session Resumption is not supported.  
E.3.2.2.2 State Transitions
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Figure 17: Version of the TLS Authentication state transition model for H-SLPs where TLS Session Resumption is not supported. Triggers T23A, T23B are sent from the Security Negotiation Model as described in Section E.3.1. 

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET powers up.
	START
	A1

	External
	T23A/B
	TLS Handshake succeeds using ACA-based or PSK-based methods. The SET and H-SLP can now exchange data securely using TLS
	A1
	A3

	Internal
	TLS Ends
	When the TLS Session ends, the SET and H-SLP can no longer exchange data securely.
	A3
	A1


Table 37: The state transitions in the TLS Authentication state transition model for SETs where TLS Session Resumption is not supported. Triggers T23A and T23B are sent from the Security Negotiation Model as described in Section E.3.1.
E.3.3 SUPL INIT Protection Model

E.3.3.1.1 State Transitions
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Figure 18: SUPL INIT Protection Level state transitions for the H-SLP. Triggers T23A and T23B are sent from the Security Negotiation Model as described in Section E.3.1.

	Trigger Type
	Trigger
	Details
	From
	To

	Internal
	Automatic
	After SET powers up.
	START
	SI1: NULL

	External
	T23B
	TLS PSK Handshake succeeds. This implies that the keys for Basic SUPL INIT Protection have also been obtained by SET, so Basic SUPL INIT Protection now applies
	SI1:NULL
	SI2: Basic

	External
	T23A
	ACA-based TLS Handshake succeeds. The H-SLP can no longer assume that the SET has the keys for Basic SUPL INIT Protection
	SI2: Basic
	SI1: NULL

	Internal
	Valid Set is  empty
	When B-TID & Keys are removed from valid set due to expiry, it is possible that there are no more B-TID/Keys in the valid set. The H-SLP can no longer perform Basic SUPL INIT protection
	SI2: Basic
	SI1: NULL


Table 38: The state transitions in the SUPL INIT Protection Level state transition model for the H-SLP. Triggers T23A and T23B are sent from the Security Negotiation Model as described in Section E.3.1.
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