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April 8th, 2008

To:
Magnus Alden, SEC WG Chair, OMA
cc:     WiMAX Forum SPWG
Re: OMA LS-264 on WiMAX SUPL Security

The WiMAX Forum NWG would like to thank the OMA SEC WG for the liaison letter OMA LS-264 dated 18th February 2008 which requests references and/or description for an encryption key and key identifier that can be used for OMA SUPL 2.0 and what support WiMAX requires for emergency services.

WiMAX supports emergency services but support of additional or new services for emergency location are not required.  WiMAX will support mobile client devices (MS) without proper user credentials, however EAP authentication is always performed in one form or another (e.g., device authentication using EAP-TLS) which results in a LSK and LSK-ID. 

The current draft of the NWG LBS working baseline specification is attached as reference. This specification is still under development in NWG. A related security contribution has been submitted and is under review, but has not yet been approved.  A copy of the contribution is attached for reference as well. As the contribution suggests, security between the location server (SLP) and location agent in the MS (SET) for MS-managed location uses Location Key (LSK) and Location Key Identifier (LSK-ID) pairs. LSK is derived from Location Root Key (LRK) which is further derived from Extended Master Session Key (EMSK).
Both documents are being provided under the formal liaison in place between the WiMAX Forum and OMA and we request the SEC working group to limit its distribution and use within OMA. NWG will continue working on the security contribution and the LBS specification and keep OMA SEC WG updated of our progress.

Best Regards,

NWG Officers:
Prakash Iyer, Chair, NWG

Max Riegel, Co-Chair, NWG

Yong Chang, Co-Chair, NWG
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