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8.4 LBS Security

[Editor’s note: Add this as new section 8.4 to the LBS baseline specification]

8.4.1 Location Security Root Key
[Note: subsection within 8.4 is tbd]

Location security MAY be used to enable security mechanisms between location server and location agent in the MS. It makes temporary key and key identifier pairs available for location procedures that are derived from the Extended Master Session Key (EMSK) generated during EAP-based network access authentication in the MS and AAA server to authenticate and protect location information. 
To perform this function a location root key (LBS-RK) is computed at the MS and the AAA server responsible for MS/subscriber authentication. LBS-RK forms the root for further derivation of location specific key material. From LBS-RK, further LS-specific keys LSK with a key identifier LSK-ID bound to the LSK are derived in the AAA server to be used by a specific LS in location security protocols. LBS-RK-ID can be used by the location server and MS e.g. to handle re-keying. 

The LSK and LSK-ID will be transferred from the AAA server to the location server on request. 


The level of cryptographic protection applied to any transfer of location keys between AAA server and Location Server SHALL at least match the one that is applied to transfer of cryptographic keys within WiMAX AAA signaling.
8.4.1.1 Location Root Key Derivation
The location root key (LBS-RK) SHALL be derived in the AAA server and MS from the EMSK as follows:
LBS-RK1 = HMAC-SHA256(EMSK , usage-data | 0x01)

LBS-RK2 = HMAC-SHA256(EMSK, LBS-RK1 | usage data | 0x02)

LBS-RK = LBS-RK1 | LBS-RK2

where:

  usage-data = key label + “\0” + length

  key label = LBS-RK@wimaxforum.org in ASCII

length = 0x0200 the length in bits of the LBS-RK expressed as a 2 byte unsigned integer in network order

The LBS-RK is stored in the AAA server and SHALL NOT be transported outside the AAA server. The lifetime of the LBS-RK SHALL NOT exceed the lifetime of the EMSK key where LBS-RK is derived from.
8.4.1.2 Location Key Derivation and Identifier
From the location root key LBS-RK further location keys LSK that are specific to one location server SHALL be derived in the AAA server and MS as follows:

LSK-1 = HMAC-SHA256(LBS-RK, ”LS-KEY1” | LS-IP | MS-NAI)
LSK-2 = HMAC-SHA256(LBS-RK, LSK1 | ”LS-KEY2” | LS-IP | MS-NAI)
LSK = LSK-1 | LSK-2
Where

- LS-IP is the IP address of the LS as seen from the MS (that is either an IPv4 address expressed as a 32-bit value in case IPv4 is used, or an IPv6 address expressed as a 128-bit value in case IPv6 is used).

MS-NAI is the NAI that is provided by the MS as outer NAI during initial network entry, without decoration.
A key identifier value LSK-ID SHALL be generated for each LSK in the format of a NAI by taking a base64 encoded 128bit value L-ID as the username part and the FQDN of the AAA server’s CSN as the realm part of the NAI, where:
L-ID = the 16 most significant bytes of HMAC-SHA256(LSK , “Location Key Identifier”).
The lifetime of the LSK SHALL NOT exceed the lifetime of the LBS-RK key where LSK is derived from.
8.4.1.3  Location Key derivation

Derivation of further location keys from an LSK key for protecting location information across R2 is not covered by the mechanism described in subclause 8.4.1 as it is depending on the actual location mechanism used over R2.
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