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1 Overview

As per request from the 3GPP SA3 WG LS on IMS media protection, this is a reply addressing all the information requested in that document.
The OMA SEC WG has socialized with the Push over Cellular (PoC) and Converged IP Messaging Architecture (CPM
) WGs where the media protection problem statement was presented together with the market status, standardization activities and why media security is important for OMA. The OMA SEC WG has also been involved in defining location information protection in the Location Service in SIP/IP core network (LOCSIP
) enabler.
As a result of these meetings, the position from the corresponding WGs w.r.t media security has been collected. Some technical requirements have also been identified. The SEC WG has also reviewed the attached 3GPP draft on media protection and collected some feedback.
Below you find the collected information pertaining media security protection in general, including e2e (client-to-client).
2 Answer
In general, all OMA enablers that handle media have security requirements on the so called User and Media Plane but security is handled at different levels by the current enabler architecture descriptions (AD).
2.1 Current and Planned Requirements
This section addresses the request:

Information about current and planned OMA requirements on media security in SIP/IMS based enablers.
The current OMA PoC [OMA_PoC_AD] and CPM [OMA_CPM_AD] enablers do consider in their architectures peer-to-peer and peer-to-group communication involving different type of media. When the media is routed through the application servers, media plane security protection applies using a combination of access-protection, hop-by-hop or end-to-edge protection measures. The requirements phase is practically completed. E2E Media protection is not planned in current releases.
At the SEC-PoC socialization meeting (June 2008, Prague), the PoC WG recognized the need for e2e media security protection for mission critical applications (national security, governmental/enterprise communications) and a proposal to start a working item to handle the issue was raised. Based on follow-up discussions, several potential requirements were identified, which are provided further in the section commenting ongoing 3GPP media protection study.
At the CPM-SEC socialization meeting held August 2008 in Chicago the CPM WG considered that client-server media protection meets their current security requirements and that depending on the market situation, they would review potential e2e media security requirements in future releases.
2.2 Current and Planned Activities

This section addresses the request:

Information about ongoing and planned OMA activities related to media security in SIP/IMS based enablers, in particular identifying overlapping work.

The current PoC enabler release has provisions for protecting media with existing mechanisms defined for radio access and domain security. E2E media security is FFS. There is an ongoing technical specification work to design an MBMS-based key management scheme for Multicast PoC attached herewith FYI [OMA_PoC_SD]. The requirements for this work are practically completed and the architecture work is expected to start November  2008. The Technical Specification has started aiming for Consistency Review during April-October 2009. PoC expects to reach Candidate Enabler approval by Nov 2009.
The current CPM enabler release is still discussing the security requirements for user and media planes.

The OMA SEC group has also been reviewing security in the LOCSIP [OMA_LOCSIP_AD] enabler where the need for protecting location information in server-to-client and server-to-server communications has been identified in their AD. A key management scheme is planned during the specification work.
As for e2e media security, since there are no requirements in current releases, there are no ongoing/planned activities at PoC/CPM WG for this particular matter.

To summarize, the OMA SEC group has had socialization meetings raising the need to address media protection, including e2e, where the most important topic impacting OMA enablers has been found to be Key Management.
2.3 Comments to TR 33.828
This section addresses the request:

Comments on the requirements and the solution proposals in the attach TR 33.828.

One important difference between 3GPP IMS Application Servers (AS) and OMA enablers is that, in IMS, signalling and key management might be achieved by exploiting the underlying IMS security mechanisms and trust models. This is reflected by some of the Candidate Solutions in the above mentioned 3GPP TR.
However, in OMA, the enablers run on top of a generic SIP/IP Core infrastructure that may or may not be IMS. This means that the signalling and key management layer for media security should be designed in such a way that while it may exploit underlying IMS features if available, otherwise this layer should also contain equivalent features when these are not provided by the underlying SIP/IP Core. The potential relationship to GBA also needs to be considered. OMA would appreciate some indications on whether 3GPP SA3 could provide a solution to both scenarios IMS-based and IMS-independent key management.
Even though formally no e2e media protection is considered by the enablers, the following potential requirements to a KMS enabler have been in discussions with PoC:
· The PoC Use Case in the provided 3GPP draft TR needs to be updated to consider the Multicast PoC feature from which Multicast key management requirements can be derived. For more information find attached the PoC Architecture and Requirements Description [OMA_PoC_AD] [OMA_PoC_RD]
· The time to set up and distribute keys for media protection has to be as short as possible. Users should not experience delays that would negatively impact the user experience during PoC session establishment.

· 
· PoC has optimized some use cases to speed-up signalling, e.g. a server sending SIP 200 OK on behalf of the user. The key management needs to be adapted accordingly otherwise early media delivery would impact user experience.

· PoC is used for group communication and implements PoC multicast. The key management solution shall be able to talk to the XDM server in order to resolve PoC groups, distribute the keys for group communication and impose access control so that those keys only are accessible to the group.

· PoC is reusing the MBMS key management for key updates in real-time. The proposed KMS should offer that same functionality, e.g. MSK updates to authorized UEs.

· Usability requirements need to be considered for different use cases. For example, how is a user expected to choose secure media mode? Or is it expected to be transparent to the user? When switching from plaintext to secure, who triggers that switching? 
· PoC foresees that it should be possible to have network initiated secure media mode. One use case is when a closed, more-or-less static group always communicate in secure mode. In such a case, the key set-up may be carried out ahead of PoC sessions transparently so that keys are in place when a PoC session is about to start.
· For the architecture work the following threats have been identified:

· A malicious client gets hold of the media protection key but doesn’t accept the invitation to participate in a session.

· A malicious client leaves the PoC session, but can still received protected media.
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3 Requested Action(s)

The need for a Key Management horizontal Solution supporting OMA enablers that handle media has been recognized by the PoC, and SEC WGs. We foresee short-term cooperation and two alternatives for further long-term cooperation.

Short-term, OMA can continue collecting requirements on media protection as input to 3GPP SA3 activities so that these requirements can be properly addressed in future 3GPP specifications. OMA may also follows up the 3GPP specification by reviewing and providing feedback.

Long-term:
1 3GPP SA3 continues the specifications work on media protection focusing on their needs. Later, when OMA enablers have the e2e media security in their requirements, they would need to profile upcoming media security 3GPP specifications to meet said requirements.
2 OMA takes care of specifying a Key Management Service in close cooperation with 3GPP SA3.
Since some OMA enablers have already started to design key management schemes for their purposes, OMA would appreciate more information on the standardization time plans for the 3GPP SA3 work on media security.
4 Conclusion

OMA SEC WG would like to thank the 3GPP SA3 WG for their interest in OMA activities on media security and would like to establish a co-operation around media security and the associated key management that can meet current and upcoming market needs. 









� The aim of the CPM Enabler is to create a variety of interpersonal, interactive, multimedia communication services that run on top of an IP network. Applications will use CPM capabilities. 3rd party Applications also will interact with CPM Users. The CPM Enabler will enable seamlessly communication with Non-CPM Communication Services such as SMS/MMS.


� The LOCSIP enabler provides a SIP based interface to expose the location information of Targets.  This information may be utilized by other applications/services in the SIP/IP core network. 
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