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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

OMA SEC_CF v1.0 addressed common security features for OMA enablers. These common security features include: 
· Application layer identification and authentication of entities

· Application layer confidentiality

· Application layer integrity

· Application layer accountability (proof of origin, proof of delivery, proof of receipt)

SEC_CF v1.0 provides security functionality only for OMA Enablers that are based on a Client-Server operational model and operate over TCP as the transport protocol. However, some OMA enablers operate over UDP as the transport protocol (e.g., CPM v1.0), and some enablers over SIP (e.g., LOCSIP v1.0, DM v1.3). In order to make SEC_CF applicable for the coming and future OMA enablers, it is necessary to enhance the current SEC_CF v1.0.
The primary objective of SEC_CF v1.1 is to reassess use cases and requirements, and to deliver technical specifications with adding some new common security features. 
Comparing to SEC_CF v1.0, the following improvements will be added for SEC_CF v1.1:
· To profile GBA PUSH to support OMA push enablers, for example, Push email, SUPL, and DM 

· To profile DTLS or IPSec to support OMA enablers over UDP, for example, CPM
· 
· To add the mechanism GBA support SIP protocol to make SEC_CF applicable for OMA enablers over SIP, for example, LOCSIP, and DM 
To profile GBA PUSH to support OMA push enablers is the most important and most urgent for this work item.
Issues this Work Item is Aimed to Solve
SEC_CF describes, in a generic way, how identification and authentication, confidentiality, integrity and accountability are to be provided for OMA enablers developed by OMA working groups.  
Comparing to SEC_CF v1.0, the following improvements will be added for SEC_CF v1.1 to make SEC_CF applicable for the coming and future OMA enablers:

· To profile DTLS or IPSec to support OMA enablers over UDP, for example, CPM

· To profile GBA PUSH to support OMA push enablers, for example, Push email, SUPL, and DM
· To add the mechanism GBA support SIP protocol to make SEC_CF applicable for OMA enablers over SIP, for example, LOCSIP, and DM
Market Benefits:
Security Common Function (SEC_CF) would be beneficial to OMA stakeholders in a number of ways:

· The quality of security features in application-layer protocols would increase, since the security related issues would be defined by experts specialized on security rather than experts specialized on a particular enabler,

· The time and effort to complete new application-layer protocols would be reduced, since all security related considerations could be inherited or re-used from the results created under this work item,

· The OMA enablers adhering to the security related specifications created under this work item would be aligned in the sense that their behaviour in terms of authentication, confidentiality and integrity would be similar. This would foster the re-use of software components and thus could even speed up the time-to-market for products that implement or use particular enablers.

· The total turn around time for security reviews and security work on technical specifications should see a significant decrease, due to the fact the security group will not have to concentrate on defining new security mechanisms to address security vulnerabilities in applications; instead they will re-use the security enablers.

Expected Market Penetration:
Penetration will follow that of the OMA enablers which SEC_CF 1.1 supports. SEC_CF 1.1 penetration is expected to be higher than SEC_CF 1.0 penetration due to important functionality improvements
Complexity:
SEC_CF provides security services for users without increasing complexity for configuration, operation and component deployment, except for component implementation.
Time to Market:
3 years (estimate)
Uniqueness:
There is no similar work proposed within OMA or under development in other organizations outside of OMA.

Existing Specifications or Documents Affected:

The documents that make up the OMA Security Common Functions v1.0 Enabler will be affected.

A complete list of these documents can be found within the Enabler Release Definitions
Linked Work Items:

· WI #0097 (Application Layer Security Common Functions)
Linked Affected OMA Groups and External Fora

· OMA Security group (OMA-SEC)

· OMA Workgroups defining application layer protocols (e.g. OMA-LOC, OMA-MWG, OMA-DM)
· 3GPP SA3
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

No change in service level requirements is expected with SEC_CF 1.1 as compared to SEC_CF 1.0
Architecture Impacts:

SEC_CF architecture will be slightly affected due the added functionality
Charging/Billing Impacts:

The proposed activity is expected to support charging and billing functionality (e.g., by providing proof of origin)
Security Impacts:

SEC_CF 1.1 focuses on security and will support a wider range of important protocols compared to SEC_CF 1.0
Privacy Impacts:

Privacy is implicity supported since this is a security work item, but it is not focusing on Privacy in other dedicated aspects. 
IOT Impacts:

None
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	17 Dec 2008
	WID registration

















NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20081104-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-WID-20081104-I]

