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1 Reason for Change

In the Normative References section, a RFC obsolete by another one should be mentioned.
In the Abbreviations section, MD5 definition is not exact, and SHA is never used, but SHA-1.
In the Confidentiality and Integrity sections, SHALL is used whereas in RFC MUST or MAY are used. This should be distinguished.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and approve in ARC/SEC for the TS IPsec_Profile.
6 Detailed Change Proposal

Change 1:  Update the Normative References section
Change 2:  Update the Abbreviations section

Change 3:  Update the Confidentiality section

Change 4:  Update the Integrity section

3.2 Normative References

	[3GPP TS 33.203]
	“3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Access security for IP-based services”, URL:http://www.3GPP.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson. November 1998, obsoleted by RFC4301, URL:http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn. November 1998, obsoleted by RFC4305, URL:http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson. November 1998., obsoleted by RFC4303, RFC 4305, URL:http://www.ietf.org/rfc/rfc2406.txt

	[RFC2409]
	“The Internet Key Exchange (IKE)”, D. Harkins, D. Carrel. November 1998., obsoleted by RFC4306, URL:http://www.ietf.org/rfc/rfc2409.txt

	[RFC2410]
	“The NULL Encryption Algorithm and Its Use With IPsec”, R. Glenn, S. Kent. November 1998., URL:http://www.ietf.org/rfc/rfc2410.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams. November 1998., URL:http://www.ietf.org/rfc/rfc2451.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert. September 2003., URL:http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”,  S. Frankel, R. Glenn, S. Kelly. September 2003., URL:http://www.ietf.org/rfc/rfc3602.txt

	[RFC4301]
	“Security Architecture for the Internet Protocol”, S. Kent, K. Seo. December 2005., URL:http://www.ietf.org/rfc/rfc4301.txt

	[RFC4303]
	“IP Encapsulating Security Payload (ESP)”, S. Kent. December 2005., URL:http://www.ietf.org/rfc/rfc4303.txt

	[RFC4305]
	“Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)”, D. Eastlake 3rd. December 2005., obsoleted by 4835, URL:http://www.ietf.org/rfc/rfc4305.txt

	[RFC4306]
	“Internet Key Exchange (IKEv2) Protocol”, C. Kaufman, Ed.. December 2005., URL:http://www.ietf.org/rfc/rfc4306.txt

	[RFC4835]

[SCRRULES]
	”Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and Authentication Header (AH)”, V. Manral, April 2007, URL:http://www.ietf.org/rfc/rfc4835.txt
“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


3.3 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8, URL:http://www.openmobilealliance.org/


4. Terminology and Conventions

4.2 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

4.3 Definitions

	None
	

	
	


3.3
Abbreviations

	AES
	Advanced Encryption Standard

	AH
	Authentication Header

	AKA
	Authentication and Key Agreement

	CBC
	Cipher Block Chaining

	DES
	Data Encryption Standard

	ESP
	Encapsulating Security Payload

	HMAC
	Keyed-Hash Message Authentication Code

	HTTP
	Hyperlink Text Transfer Protocol

	IKE
	Internet Key Exchange

	IPsec
	IP Security

	MAC
	Message Authentication Code

	MD5
	Message Digest 5 (a message digest algorithm)

	OMA
	Open Mobile Alliance

	SA
	Security Association

	SHA-1
	Secure Hash Algorithm (a message digest algorithm)

	TCP
	Transmission Control Protocol

	UDP
	User Datagram Protocol


5. Introduction

IPsec offers security services such as authentication, data integrity and encryption for both the higher layer protocols (e.g., TCP, UDP and HTTP) and applications (e.g., web browser). This specification is to profile IPsec related specifications (e.g., IPsec ESP) [RFC 2406] [RFC 2401] to provide data original authentication, data integrity and encryption for OMA enablers operating over the protocol IP, especially for those OMA enablers operating over the protocol UDP.
5.2 Version 1.1
This specification is to profile IPsec related specifications to provide data original authentication, data integrity and encryption for OMA enablers operating over the protocol IP, especially for those OMA enablers operating over the protocol UDP. 

6. OMA IPsec Profile
OMA IPsec Profile is based on IPsec related specifications (e.g., IPsec ESP) [RFC 2406][RFC 2401][RFC 4301][RFC 4303][RFC 4305]. All OMA IPsec Profile compliant implementations MUST also conform to IPsec related specifications. This specification profiles IPsec related specifications to provide data original authentication, data integrity and encryption for OMA enablers operating over the protocol IP, especially for those OMA enablers operating over the protocol UDP.

Note: the old RFCs related to IPsec (e.g., [RFC 2406][RFC 2401]) are not recommended for new implementations.
6.2 Profile of IPsec ESP
6.2.1 Confidentiality
The confidentiality protection for OMA enablers at the IP level SHALL be provided by profiling IPsec ESP either according to [RFC 4303][RFC 4305] or [RFC 2406], however [RFC 4303] [RFC 4305] support is recommended. If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported. 

· The encryption key is the same for the two pairs of simultaneously established SAs. The encryption key can be derived from the key pre-configured or established as a result of AKA [3GPP TS 33.203] or IKE [RFC 2409][RFC 4306]. 
The encryption algorithms SHALL comply with the following rules
.
· The encryption algorithm is NULL encryption algorithm as specified in [RFC 2410], or DES EDE3 CBC as specified in [RFC 2451] or AES CBC with 128 bit key as specified in [RFC 3602].
· The Client SHALL support one of above three encryption algorithms.

· The Server SHALL support above three encryption algorithms.

6.2.2 Integrity
The integrity protection for OMA enablers at the IP level SHALL be provided by profiling IPsec ESP either according to [RFC 4303] [RFC 4305] or [RFC 2406], however [RFC 4303] [RFC 4305] support is recommended. If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported. 

· The integrity key is the same for the two pairs of simultaneously established SAs. The integrity key can be derived from the key pre-configured or established as a result of AKA [3GPP TS 33.203] or IKE [RFC 2409][RFC 4306]. 

If [RFC 4303] [RFC 4305] is supported, the integrity algorithms SHALL comply with the following rules
.
· The integrity algorithm is NULL integrity algorithm as specified in [RFC 2410], HMAC-SHA1-96 as specified in [RFC 2404] or AES-XCBC-MAC-96 as specified in [RFC 3566].
· The Client SHALL support one of above three integrity algorithms.

· The Server SHALL support above three integrity algorithms. 
If [RFC 4303] [RFC 4305] is not supported, [RFC 2406] shall be supported and the integrity algorithms SHALL comply with the following rules.
· The integrity algorithm is NULL integrity algorithms as specified in [RFC 2410], HMAC-MD5-96 as specified in [RFC 2403] or HMAC-SHA1-96 as specified in [RFC 2404].
· The Client SHALL support one of above two integrity algorithms.

· The Server SHALL support both above integrity algorithms.
Note1: Known weaknesses of SHA-1 should not affect the use of SHA-1 with HMAC.

Note 2: Due to known security vulnerabilities, the use of MD5 is deprecated. Existing implementations MAY still use it, but it is recommended to use stronger methods such as HMAC-SHA1-96, AES-XCBC-MAC-96 instead.












�In RFC4835, terminology is MUST for NULL encryption, MUST for AES-CBC with 128-bit key and MUST for 3DES-CBC. 


�In RFC4835, terminology is MAY for NULL, MUST for HMAC-SHA1-96 and SHOULD+ for AES-XCBC-MAC-96.
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