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1 Reason for Change

This CR aims at closing action ARC SEC-2012-A003, by removing the User Experience Extension feature from Autho4API ETR, as the related IETF draft will most probably never been published (see CR 0031 for more details).
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Remove the User Experience Extension
5.1.2
Optional Test Requirements 

Optional test requirements cover optional features/functions of an enabler.

If an optional requirement of the Enabler is implemented, this requirement SHALL be tested..

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Autho4API-101
	Manage downscoping
	(Amendment to requirements Autho4API-003, Autho4API-004 and Autho4API-005): issue an Access Token with a scope narrower than the one requested, as specified in [Autho4API_ER]

	
	Autho4API-102
	Obtain Resource Owner’s authorization (Authorization Code flow) using the secondary channel: SMS text
	(Amendment to requirement Autho4API-002): retrieve Resource Owner’s MSISDN using any method and return the Authorization Response in a textual SMS, as specified in [Autho4API_ER]

	
	Autho4API-103
	Obtain Resource Owner’s authorization (Authorization Code flow) using the secondary channel: OMA connectionless Push over SMS
	(Amendment to requirement Autho4API-002): retrieve Resource Owner’s MSISDN using any method and return the Authorization Response in an OMA connectionless push over SMS targeting the pre-registered app-id (and request-signaled instance-id), as specified in [Autho4API_ER]

	
	Autho4API-104
	Obtain Resource Owner’s authorization (Implicit Grant flow) using the secondary channel: OMA connectionless Push over SMS
	(Amendment to requirement Autho4API-003): retrieve Resource Owner’s MSISDN using any method and return the Access Token Response in an OMA connectionless push over SMS targeting the app-id (and request-signaled instance-id), as specified in [Autho4API_ER]

	
	Autho4API-105
	Encrypt the response to be delivered over secondary channel
	(Option to requirements Autho4API-103 and Autho4API-104): extract the encryption parameters from Authorization Request “redirect_uri”parameter, and encrypt the response before delivering it over secondary channel

	
	
	
	

	
	Autho4API-107
	Secure transport layer on authorization endpoint using TLS
	(Option to requirements Autho4API-002 and Autho4API-003) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-108
	Act as a Shared Autho4API Authorization Server (Authorization Code flow)
	(Option to requirement Autho4API-002 ) Act as a Shared Autho4API Authorization Server interacting with Service Provider-specific Authorization Servers, as specified in [Autho4API_ER], encompassing the client registration and authorization processes.

	
	Autho4API-109
	Act as a Shared Autho4API Authorization Server (Implicit Grant flow)
	(Option to requirement Autho4API-003) Act as a Shared Autho4API Authorization Server interacting with Service Provider-specific Authorization Servers, as specified in [Autho4API_ER], encompassing the client registration and authorization processes.

	
	Autho4API-110
	Secure transport layer on token endpoint using TLS
	(Option to requirement Autho4API-004) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-111
	Authenticate confidential client in Access Token Request using client password
	(Option to requirement Autho4API-004) Authenticate confidential client in Access Token Request using HTTP Basic and client password, as specified in [Autho4API_ER]

	
	Autho4API-112
	Secure transport layer of protected resource request using TLS
	(Option to requirement Autho4API-006) Use TLS 1.1 or TLS 1.2 for transport layer security, as specified in [Autho4API_ER]

	
	Autho4API-113
	Resolve resource location from an Access Token
	Resolve location of Autho4API Access Control Server root from an issued Access Token, as specified in [Autho4API_ER]

	
	Autho4API-114
	Obtain new Access Token using a Refresh Token
	Exchange a Refresh Token for a new Access Token, as specified in [Autho4API_ER]

	
	Autho4API-115
	Revoke Access Token
	Revoke an Access Token, as specified in [Autho4API_ER]

	
	Autho4API-116
	Revoke Refresh Token
	Revoke a Refresh Token (and any associated Access Tokens), as specified in [Autho4API_ER]

	
	Autho4API-117
	Manage Access Token lifetime
	(Option to requirements Autho4API-003 and Autho4API-004) Issue and handle an Access Token with a signaled expiry time constraining its lifetime, as specified in [Autho4API_ER]

	
	Autho4API-118
	Manage one-time Access Tokens 
	(Option to requirements Autho4API-003 and Autho4API-004) Issue and handle a one-time Access Token constraining its count to one, as specified in [Autho4API_ER]

	
	Autho4API-119
	Act as a Shared Autho4API Access Control Server
	(Option to requirement Autho4API-006) Act as a Shared Autho4API Access Control Server interacting with Service Provider-specific Access Control Servers, as specified in [Autho4API_ER]

	Error Flow
	Autho4API-161
	Handle error cases subsequent to protected resource request
	Test standard error scenarios:

· invalid_request

· invalid_token (subsequent to token expiry)

· invalid_token (subsequent to token revocation)

· invalid_token (because one-time token already used)

insufficient_scope


Table 2: Applicability Table for Enabler Specific Optional Test Requirements – Authorization Framework for Network APIs
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