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1 Reason for Change

Action ARC SEC-2012-A004 was created a long time ago, to update in Autho4API ER the 3 remaining references to IETF drafts:

	[draft-ietf-oauth-v2]
	“The OAuth 2.0 Authorization Protocol”,
URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2/

	[draft-ietf-oauth-v2-bearer]
	“The OAuth 2.0 Protocol: Bearer Tokens”, 
URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-bearer/ 

	[draft-lodderstedt-oauth-revocation]
	“Token Revocation”, 
URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-revocation/ 


The first two drafts were published in October 2012 as RFC 6749 and RFC 6750 respectively. This CR applies the reference update for these two.
At the time of first ERP release candidate (March 2012), the referenced draft versions were roughly draft-ietf-oauth-v2 v2.23 and draft-ietf-oauth-v2-bearer v17. Many new versions (with minor changes) were published from this time till RFC publication:

· Changes were about clarifying the text and adding new sections.
· IETF spec titles were a bit changed 

· No new features were introduced

· Implementation of existing features referred to by the ER was not impacted. 

· Numbering of sections referred to by the ER was unchanged, with one exception. 

Therefore the changes proposed by this CR are very simple.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Change 1:  Update normative References section
2.1
Normative References

	[AES]
	“The specification of Advanced Encryption Standard”, NIST FIPS Publications, 197, URL:http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf

	[AESMode]
	“Recommendation of Block Cipher Modes of Operation”, NIST, NIST Special Publication 800-38A, URL:http://www.nist.gov/

	[AUTHO4API_RD_10]
	“Authorization Framework for Network APIs Requirements”, Version 1.0, Open Mobile Alliance™

	
	


	
	


	[draft-lodderstedt-oauth-revocation]
	“Token Revocation”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-revocation/ 

NOTE: The referenced IETF draft is a work in progress, subject to change without notice.

	[HTML_4.01]
	“HTML 4.01 Specification”, W3C Recommendation 24 December 1999, URL:http://www.w3.org/TR/html401/

	[OMNA_Autho4API]
	Open Mobile Naming Authority “Autho4API Scope Values Registry”, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/tech/omna
NOTE: The hyperlink above will point directly to the OMNA registry page once available.

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2045]
	“Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2046]
	“Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types”, N. Freed, N. Borenstein, November 1996, URL:http://www.ietf.org/rfc/rfc2046.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding,  J. Gettys, J. Mogu, H. Frystyk, L, Masinter, P. Leach, T. Berners-Lee, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L.Masinter, January 2005, URL:http://www.ietf.org/rfc/rfc3986.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, IETF RFC 4346, April 2006, URL:http://www.ietf.org/rfc/rfc4346.txt

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks, E. Rescorla, August 2008, URL:http://www.ietf.org/rfc/rfc5246.txt

	[RFC6749]
	“The OAuth 2.0 Authorization Framework”, D. Hardt, October 2012, URL:http://www.ietf.org/rfc/rfc6749.txt

	[RFC6750]
	“The OAuth 2.0 Authorization Framework: Bearer Token Usage”, M. Jones, D. Hardt, October 2012, URL:http://www.ietf.org/rfc/rfc6750.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[SEC_CF-V1_1]
	“Security Common Functions ”, Version 1.1, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


Change 2:  Global replacement of references
Replace occurrences of [draft-ietf-oauth-v2] with [RFC6749].
Replace occurrences of [draft-ietf-oauth-v2-bearer] with [RFC6750].

Change 3:  Change of spec title
6.1
Dependencies

The Autho4API v1.0 enabler depends on other OMA Enablers and external entities, including the following:

· IETF OAuth 2.0 Authorization Framework [RFC6749] which provides mandatory support of OAuth 2.0 Access Token obtention
· IETF OAuth 2.0 Authorization Framework: Bearer Token Usage [RFC6750] which provides mandatory support of OAuth 2.0 Bearer Access Token usage
· IETF Token Revocation [draft-lodderstedt-oauth-revocation] which provides optional support of OAuth 2.0 Access Token and Refresh Token revocation

· IETF OAuth 2.0 User Experience Extension [draft-recordon-oauth-v2-ux] which provides optional enhancement of Authorization Request user experience
· OMA Push [OMAPUSH] which provides optional support for the delivery of response to Authorization Request over the secondary channel “OMA Connectionless Push over SMS”
Change 4:  Change of spec number
E.3.1.2
Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].
When the request provides an expired, revoked, malformed, or invalid Access Token, the response shall be an HTTP 401 (Unauthorized) with the error code ‘invalid_token’, as defined for Bearer Tokens in section 3.1 of [RFC6750]
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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