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1 Overview

OMA SEC SCT thanks EP SCP TEC for their Liaison Statement in SCPt050103. OMA SEC SCT further notes that EP SCP approved a new Work Item to enable connectivity of the Smart Card Web Server (SCWS) with a ME and would like to provide input to EP SCP on this subject.

OMA SEC SCT discussed several options for the SCWS – ME communication protocol in order to enable the current EP SCP specifications to allow for an efficient and easy adoption of the EP SCP technology within the OMA SEC SCT Work Item on the Smart Card Web Server. This LS outlines to EP SCP the requirements that OMA SEC SCT has identified concerning the SCWS – ME communication protocol. OMA SEC SCT considers that this work should preferably be done in EP SCP. It also provides information on the required time frame for the technical standardisation of the protocol in order to match the current time frame of the SCWS work item in OMA SEC SCT.

We also attach the current Requirements document for the SCWS work item in OMA in order to inform you about its overall scope.

2 Proposals for SCWS – ME interface

Currently OMA SEC SCT focus on the following options for the realisation of a communication protocol between the ME and the SCWS:

Proposal 1:
TLV encapsulated BIP in client mode (according to proposal in SCPt050096)

Proposal 2:
Bearer Independent Protocol (BIP) in Server Mode on logical channel 0 (as described in the previous OMA SEC-SCT LS to ETSI SCP)

Proposal 3:
Bearer Independent Protocol (BIP) in Server Mode on logical channel other than 0. This proposal is called Dual Interface proposal.

Ad proposal 1 (TLV encapsulated BIP):

OMA SEC SCT discussed that proposal and noted that this approach would allow for an implementation within pre-Rel-7 UICCs as it does not require any change to the EP SCP specifications. However, OMA SEC SCT identified some technical drawbacks such as the lack of flow control and the communication overhead due to the introduction of an additional TLV structure which need to be scanned and interpreted on both the SCWS and the ME. Due to these reasons, OMA SEC SCT does not consider the TLV encapsulated BIP solution appropriate for an efficient implementation of the SCWS-ME interface.

Ad proposal 2 and 3 (BIP server mode):

In general OMA SEC SCT is in favour of re-using the existing mechanisms of BIP to realise the SCWS – ME interface. OMA SEC SCT used the following requirements to identify the ideal candidate for the SCWS – ME protocol:

REQ1:
provide an efficient TCP-like communication protocol between the SCWS and the ME that is able to provide flow control

REQ2:
limit impact on existing ME and UICC implementation

REQ3
allow for concurrent operation with existing (U)SIM toolkit applications with the SCWS

As outlined above two different proposals were discussed at OMA SEC SCT to fulfil the given requirements. Both proposals are based on BIP operated in server mode. BIP was chosen by OMA SEC SCT for the following reasons:

· BIP is fully specified and only minor extensions need to be done to adapt it for the SCWS-ME communication protocol. BIP fulfils REQ1.

· Impact on the UICC and the ME is considered low and adaptation is considered to be rapidly possible. BIP fulfils REQ2.

The only issue which is unsolved and needs to be addressed is REQ3 which requires to allow for concurrent operation of a SCWS session and another second STK session. 

3 Requested Action(s)

OMA SEC SCT kindly ask EP SCP:

1. To allow BIP to operate in TCP server mode

2. To evaluate the issue that was raised about a possible proactive sessions collision between a SCWS session and another STK session and provide a solution if necessary

3. To support OMA SEC SCT to fulfil the required time schedule and to provide a specification that we can point to until the end of 2005.

4 Conclusion

OMA SEC SCT would like to thank EP SCP for their collaboration and is looking forward to jointly enable a rapid implementation of the SCWS.
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