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1 Reason for Contribution

This input contribution summarizes past discussions in OMA-SEC-SCT telephone conferences and proposes to use a modified browser for accessing the smart card web server. The modified browser shall be able to indicate to the user when he/she is browsing the smart card web server. It is made clear that with this modification there is real added value to the Web Server and to the card as a security token.
2 Summary of Contribution

The proposal compares a Standard Browser vs. a Modified Browser. The modified browser shall be able to indicate to the user when he/she is browsing the smart card web server. 

Disadvantages and advantages are listed. It is shown that now is the time to act and enhance the value of a smart card web server.

3 Detailed Proposal

1. Introduction

Coming from a comment of Ericsson, the latest SCWS Review Report (OMA-SEC-SCWS-Requirement-ReviewReport-20041209-D contains a requirement, that “it shall not be possible to cross boundaries between certified domains when browsing the web.”
This restriction however is not desired because the user needs to browse both the web and the card. Possible services will use the ability of the card to create dynamic security content which may be forwarded to the other servers for security purposes (e.g. authentication). 

This topic was discussion in several telephone conferences in SEC-SCT. In the latest draft version of the RD the requirement was modified to “The ME browser SHALL indicate to the user that the communication is carried out with a smart card web server”, however Gemplus objected to this phrase.

In the past OMA_SEC_SCT  conf call on 20. Jan 2005 two divergent options were discussed. Ericsson and T-Mobile proposed to use a (certified) modified browser to access the Smart card web server (SCWS), which is able to indicate to the user in a secure way whenever a communication is done with the smart card web server.

Gemplus proposed to use a (certified) standard browser to access the SCWS.

2. Short overview of the two different proposals

2.1 Standard Browser

Advantage of this option is that a standard browser can become certified and be used within a terminal to access the SCWS. 

Gemplus proposed to use HTTP to access static pages which contain no security relevant information. Whenever browsing is done to security critical pages, HTTPS needs to be used.

Disadvantage is that an (individual) server certificate is needed within the smart card to allow HTTPS. This increases the costs for issuing these cards. Both, more memory is needed inside the card, and the server certificate has to be paid.

Furthermore does HTTPS only help when the user checks the URL. The “lock symbol” of https in itself is not sufficient.

2.2 Modified Browser

Suggested Modification: 

The browser has to indicate to the user in a secure way whenever

- a URL is accessed which points to the smartcard (click to a URL of the smartcard)   and

- whenever the cursor points to a URL of the smartcard (before actually clicking the link)

URLs of the smartcard can be identified by the URI schema (see draft Architecture document of the SCWS)

There are several possibilities for such an indication, e.g. to switch on a light in the ME or to display a symbol in a protected area of the screen.

Possible realisation:

The indication can either be realized with support of the operating system, which ensures that this indication can only be switched on by certified applications.

Or it is realised by the certified browser itself by indicating this in a protected page of the browser’s screen, which is not accessible by web pages (similar to the lock symbol for HTTPS connections in today’s browsers).

3. Advantages of using a modified browser

T-Mobile is in favour of the modified browser. We believe that a main role of future smart cards will be related to security and it will be important to help the user in not being tricked by fraudulent pages of the web.

Having such an indication will help the user. He will learn to look at this indication when entering sensitive information destined for the smart card (similar to as he has learned to look at the lock symbol for https connections).

The user can furthermore be assured that the communication is really done with his operator’s smart card. He can immediately see that a page is coming from his operator (e.g. a page displaying service numbers). Also the operator has more assurance that fraudulent pages on the web (e.g. claiming to display the operator’s service numbers) will be detected by his customers.

Note:

Just using HTTPS to the smart card when accessing sensitive pages is NOT sufficient: A lock symbol just indicates that there is “a” secured connection. The user can still be tricked by a fraudulent internet web server (which uses “a” server certificate and a https connection). This https secured fraudulent page might lead the user to enter his signature PIN, which is then “securely” sent out to the rogue server. (Any site on the internet can use https).

Note: 

Having this indication does not limit an operator to only use HTTP. The operator still can protect some of his pages in the card with HTTPS (if the card contains a server certificate). He is able to have a roadmap where the first cards just use http (and still being confident that the user will detect fraudulent pages claiming to be operator’s pages) and later proceed to more advanced cards using https.

4.  Now is the time to add real value

With such an indicator we now have the unparalleled opportunity to gain real added value.

There exist not yet phones in the market which can access a smart card web server. This means that there is time to get such an indication it into each mobile. At least when displayed in the browser’s part of the screen it is just a small modification to existing browsers and can easily become a future standard for mobile browsers.

If we now grasp this opportunity we can avoid getting a diversity of terminals where some do support such an indication and others don’t.

4 Intellectual Property Rights

None
5 Recommendation

We kindly ask OMA-SEC-SCT to discuss the input contribution and require (or at least strongly recommend) the suggested modification of mobile browsers. 
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