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1 Reason for Contribution

This input paper give a comparison of the two propositions made to connect the Smart Card Web Server using the CAT Bip Commands. 
Two possible solutions were proposed and these two are based on BIP usage. The first one imply the implementation of two classes: class “e” for usual BIP commands (OPEN CHANNEL, CLOSE CHANNEL, etc…) and the class “f” that was historically dedicated to provide local bearer (IrDA, Bluetooth) to card applications. The reason to use this class is the presence of a DECLARE SERVICE APDU that requests the terminal to add or remove a service from its service database (the list of the resources available through a local bearer).
We want to highlight the fact that the class “f” imply a specific architecture and include other functions that will not be useful for the SCWS.
The second proposal only uses the class “e” with a simple add-on of a new protocol:”TCPServer” replying to the needed function for the SCWS. 
During Barcelona meeting we had a discussion about this new proposal and a request for a better description of the solution. 

This document intends to reply to this request by providing a comparison of the both solutions.

2 Summary of Contribution

This contrib. provides some precisions, and answers to questions asked during the Barcelona meeting.

· What will be the way to open a new connection after the boot process? 

· What can be the need for a second connection?
· How can be used the –delay- option of the BIP Open channel command?

· What are the impacts in terms of resources consumptions to maintain a channel open in the handset and in the card?

· What are the impacts on the class “e” to avoid the need of the class “f”?

· Does the BIP can be used outside the USIM function (meaning on another ISO channel CLA !=0)?

3 Detailed Proposal

3.1 What will be the way to open a new connection after the boot process?
The solution to maintain a BIP channel always opened and dedicated to the SCWS implies to make possible to open another BIP channel for a client running in the card needing to connect a remote server. 
Effectively there’s no need to open more than one channel for one server as the card cannot process more than one request at a time. Two clients can connect the server but using the same channel making forbidden to interlace the requests and answers. 
In case the card provides also an https connection another channel will need to be opened and maintain.

According the case, the card can also close the server channel temporarily, and then re-establish it.

3.2 What can be the need for a second connection?
A client application running on the card can need to connect a remote server to get live information to be merged in an HTML page. In this case there’s no issue because any CAT (Card application toolkit) application is able to open a BIP channel.
These two assumptions make the need for a new requirement which is: A handset supporting the SCWS must provide at least 3 BIP channels. Two in server mode: port 10080 for HTTP port 100443 for HTTPS and any other port for a client connection (i.e. OTA card management).
3.3 How can be used the option of the BIP Open channel command?
In server mode we do not see any way and any interest to use the bit ‘connection on demand” (bit1 of command detailed of open channel), it will be ignored.
In case of class “e” usage, it is possible to use the bit “automatic reconnection” (bit2 of command detailed of open channel) controlled by duration1 parameters.

Duration2 could be used to stop the connection or to stop the listen mode, when no data received. Notice there are already some timers when no data are exchange in application protocols.
3.4 What are the impacts in terms of resources consumptions to maintain a channel open in the handset and in the card?
Here follows a part of the sequences diagram of both solutions. It is easy to see that the second one (without class “f”) necessitate less exchanges between the card and the handset, but the two implementations are close in term of processing as the needs are the same in both case: 

· Open a socket and listen to it from the start of the service: the server entity in mobile is active from the beginning 

· Send an event on browser connection. 

· Send an event to the card on data arrival 

· Forward HTTP (or HTTPS) data to the card

In case of using class “f”, the handset should handle more failure cases since the channel is not yet opened, when browser initiate a connection.

Since with class “e” the channel is opened only one time at the initialisation of service, the performances are improved.

· Solution with Class "f" and "e" 
· Init

	UICC
	
	Terminal or BIP gateway
	
	Local Web Browser


	SERVICE DECLARATION

	
	

	DECLARE SERVICE (add flag, Service Identifier = X, Service Record PDU) 
	

	 terminal Response ()
	

	
OPEN CHANNEL as server

	
	

	
	 connection request on service identifier “Technology Independant”

	 Envelope (Local connection)
	

	OPEN CHANNEL (Service Identifier = “Technology Independant”, Service Record PDU=00) 
	

	 terminal Response (Channel identifier)
	

	
	


· Normal Flow 

	UICC
	
	BIP gateway
	
	Local Web Browser

	RECEIVE DATA



	
	 Data (remote connection request)

	 ENVELOPE (Data available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response(Data<=Length)
	

	
	


Solution with Class “e” only 

· Init

	UICC
	
	Terminal or BIP gateway
	
	Local Web Browser


	
OPEN CHANNEL as server

	
	

	
	

	
	

	OPEN CHANNEL (
- SIM/ME interface transport level = 0xYY (TCP server) 

- Immediate link

- automatic reconnection or not

- Port number !=8080 and != 80

- local Address : 127.0.0.1 (local host only)

- stealth mode (no confirmation screen) if no Alpha identifier
- Bearer Description, User login, pwd & data destination address are discarded for local host connection) 
	

	 terminal Response (Channel identifier)
	

	
	


Normal Flow 

	UICC
	
	BIP gateway
	
	Local Web Browser

	RECEIVE DATA



	
	 Accept callback (sock ID)

	 ENVELOPE (Channel status=Link established , Channel Identifier)
	

	
	 Data (remote connection request)

	 ENVELOPE (Data available, Channel Identifier)
	

	
	

	RECEIVE DATA (Channel identifier, Channel Data length) 
	

	 terminal Response(Data<=Length)
	

	
	


Both solutions imply the following comportment in the handset: 
	UICC
	
	BIP gateway
	
	TCP/IP stack

	Init



	
	

	Init (simple Open channel or declare service) 
	

	
	Socket ()            

	
	              ret  = Sock ID

	
	Binds(s)

	
	 Ret=0 (ok)

	
	Listen(s)

	
	 Ret=0 (OK)

	
	Accepts(s)

	
	      Ret=-9 (EWOULDBLOCK)

	Terminal Response : Ok
	

	     Channel Status = Link Not Established
	

	
	

	
	


 This is meaning that the resource consumed in both solutions will be the same in the handset. And that at the end the handset has performed the same operations.
What About the card?
In both case the card has performed some internal initializations (Reserve or not a buffer for the BIP channel), and is waiting for an event to perform a receive data. 
3.5 What are the impacts on the class “e” to avoid the need of the class “f”?
The impact on class “e” is to add a new protocol descriptor that will indicate to the handset CAT BIP module that it must open the (specified in argument) port number. And wait for a connection coming from the local browser when HTTP (10080) is used or from the outside if HTTPS (port 10443). 
Creation of new status for supporting client from network:

· link established, listening only

· link established, no bind

class “f” usage request also the enhancement of class “e”: new status creation (TBC)

class “e” BIP enhancements are compatible with legacy BIP specification

The modification to be made on an already BIP supporting handset is minor and avoid the need to implement Bluetooth Service Discovery protocol or bridge it to CAT supporting module.

4 Conclusion

All these topics need to be challenged and discuss in the coming Frankfurt meeting.
The main advantages of use class “e”

· Very limited modification in handset

· No  need to support new BIP services

· Flexibility: address, port fixed by the card

· Compatible with Network connection support: the client could be the local host browser or any client in the network (Bearer information are used in the same way as the current BIP definition) : the card can select the listening address and the listening port.
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