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1 Reason for Contribution

This input contribution is a proposal for security requirements that should replace the security requirements in the current RD document

2 Summary of Contribution

This proposal aims to reply to the current concerns about the SCWS Security requirements and also to make the solution more flexible and open

3 Detailed Proposal

6.1.1 Security

	REQ-SEC-1
	<PIN protected pages in the SCWS>
	It SHALL be possible to authenticate a user to the smart card web server

	REQ-SEC-2
	All use cases
	The smart card SHALL be able to indicate to the ME which applications are authorized to access the SCWS by publishing an Access Control Policy (ACP)

	REQ-SEC-3
	All use cases
	The ME SHALL retrieve the Access Control Policy (ACP) published by the smart card and SHALL block access to the SCWS to non-authorized applications as indicated by this ACP

	REQ-SEC-4
	All use cases
	The Access Control Policy (ACP) published by the SCWS SHALL allow
to specify access control for:
- preinstalled ME Browsers and applications (i.e. delivered by the ME
manufacturer)

- other ME applications based on their origin  (e.g. digital signature)

	REQ-SEC-5
	All use cases
	The Access Control Policy (ACP) published by the smart card SHALL enable the inclusion of trusted certificates to be used for the verification of digital signatures of ME applications (i.e. for the verification of the origin of downloaded ME applications)

	REQ-SEC-6
	<Managing the smart card web server from a remote trusted application>
	It SHALL be possible to manage the SCWS by a remote entity that establish a secure session with mutual authentication

	REQ-SEC-7
	<PIN protected pages in the SCWS>
	Preinstalled ME Browsers and applications (delivered by the ME manufacturer) SHOULD NOT store or cache a passwords entered by the user when accessing the SCWS

	REQ-SEC-8
	All use cases
	There SHALL be a clear separation between the interface to the SCWS and the interface to other applications in the smart card

	REQ-SEC-9
	All use cases
	Denial of service attacks SHOULD be addressed


4 Intellectual Property Rights

None

5 Recommendation

It is proposed to replace the current security section with the above section 
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