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1 Reason for Contribution

This contribution proposes a text for the “Access Control Policy” chapter in the SCWS AD document

2 Summary of Contribution

Introduces the concept of an Access Control Policy (ACP) and describes the device’s needed behaviour to control access to the SCWS.

3 Detailed Proposal

This contribution proposes the text for the “Access Control Policy” chapter in the SCWS Architecture document:

Access Control Policy

The device can enforce access restrictions to the SCWS by blocking access to ports 10080 or 10443 for certain applications. Access restrictions can be applied for local device applications (running within the device) and for remote applications (running on a remote device or server).

The SCWS can publish an Access Control Policy (ACP) that indicates the access conditions to the SCWS. The ACP is divided into two parts:

· Application Access Control List (AACL)

· Network Access Control List (NACL) 

Application Access Control List (AACL)

The AACL lists the local device applications that are allowed to access the SCWS. The device operating system can control the access to the SCWS by allowing or blocking access to ports 10080 or 10443 for local applications (i.e. coming from the 127.0.0.1 IP address).

The following is a non-exhaustive list of rules that the AACL can publish: 

1. Allow access to the SCWS to built-in applications in the device (e.g. delivered by the handset manufacturer) on ports 10080 and 10443

2. Block access to the SCWS from built-in applications in the device (e.g. delivered by the handset manufacturer) on ports 10080 and 10443

3. Allow access to the SCWS to applications in the device that are signed by a trusted certificate published in the AACL on ports 10080 and 10443

4. Block access to the SCWS from applications in the device that are signed by a trusted certificate published in the AACL on ports 10080 and 10443

5. Allow access to the SCWS to all applications running in the device on ports 10080 and 10443 

The device MUST enforce all access restrictions that are listed in the AACL if published by the smart card.

If the smart card does not publish an AACL the device MUST revert the following default access restriction:

· Allow access to the SCWS only to built-in applications in the device (e.g. delivered by the handset manufacturer) on ports 10080 and 10443

Network Access Control List (NACL)

The ANCL lists the remote network addresses that are allowed to access the SCWS. The device can control access to the SCWS by allowing or blocking external access to ports 10080 or 10443.
The following is a non-exhaustive list of rules that the NACL can publish: 

1. Allow access to the SCWS to all remote applications (i.e. running outside the device) on port 10080

2. Block access to the SCWS from all remote applications (i.e. running outside the device) on port 10080

3. Allow access to the SCWS to all remote applications (i.e. running outside the device) on port 10443

4. Block access to the SCWS from all remote applications (i.e. running outside the device) on port 10443

5. Allow access to the SCWS to remote applications from a specified IP address on port 10080

6. Block access to the SCWS from remote applications from a specified IP address on port 10080

7. Allow access to the SCWS to remote applications from a specified IP address on port 10443

8. Block access to the SCWS from remote applications from a specified IP address on port 10443

The device SHOULD enforce all access restrictions that are listed in the NACL if published by the smart card.

If the smart card does not publish an NACL, or if the device cannot apply the NACL rules, the device MUST revert to the following default access restriction:

· Block access to the SCWS from all remote applications (i.e. running outside the device) on ports 10080 and 10443

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is asked that the above text is added to the SCWS AD document.
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