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1 Reason for Contribution

This contribution is a proposal of analysis of SCWS related security threats requested by SEC group during the presentation made in Vancouver
2 Summary of Contribution

This input paper makes description of mains threats that are related to the use of a SCWS in a mobile terminal. 

3 Detailed Proposal

5. SCWS Security threats

Introduction

General Remarks

· The required security level must be decided by the Mobile Network Operator as it is the service provider according the value of the assets used in the application. 

· It must be possible to provide simple applications that do not need security (with no security support from the terminal side). 

· The SCWS architecture must provide all the tools needed if a high level of security is needed linked to specific applications.

5.1.1 Firewall

The usual software used to protect a connected platform is a firewall.

This piece of software is providing security counter measures concerning connected applications and connected platforms.

Hereafter are the most common types of firewall bringing different protections to the connected platform and (or) the end user:

· Packet Filtering: simple IP and TCP port filtering cannot guarantee against IP spoofing, but can help to reduce unwanted IP packets if carefully configured.
· IP filtering allows to block incoming packets for IP addresses associated to a list of predetermined ports, and also to block outgoing packets if the latter contain sensitive information and are sent to an external untrusted node. Sensible rules (e.g. rejecting packets that have the same source and destination address …) should be addressed in IP filtering.
· TCP port filtering also helps to filter traffic going to or coming from a given port.

· Circuit-level Gateways: a circuit-level gateway does not allow a direct end-to-end TCP connection; rather, it sets up one between itself and the client and one between itself and the server. Once the two connections are established (the circuit-level gateway performing access control of TCP packets at connect time), the gateway can transfer TCP packets from one connection to the other.

The main advantage of this solution is that external devices only see the IP address of the proxy server and never communicate directly with the internal addresses.

· Application proxy: an application proxy examines the packets more thoroughly than a circuit-level gateway when making forwarding decisions. Thus, as with circuit-level gateways, outside devices never have a direct connection to anything beyond the firewall, and moreover, filtering can be done using the actual content of the data so it provides security for each application it supports. However, as this type of firewall looks at application information, it can be quite slow, especially for networks with a lot of traffic. Applications that the firewall doesn't understand or handle may not be forwarded properly. Furthermore, client software (e.g. web browser client) may have to be configured to recognize the application proxy firewall.

These firewalling methods cannot all be provided in the card itself and we will see that the handset or some network elements (gateways…) can be involved in some ways.

5.1.2 Network considerations

The Mobile Network Infrastructure can be considered as a good place to provide firewalling concerning some kind of remote attacks.

Thus, NAT (Network Address Translation) is not exactly a firewall, but can provide a means to translate local network IP addresses into globally unique addresses. By allowing hiding the IP addresses of a private network from the Internet while still allowing devices on that network to access outside, it can prevent an attacker from retrieving a mobile node IP address. 

However, NAT operates on the assumption that not all of the hosts on a local network need to communicate beyond the local network at the same time, it must be configured very carefully (e.g. it can increase the probability of mis-addressing…) and its management could prove to be heavy.

Moreover, we must not forget that in general, a protection far from the target can be less efficient.

5.2 What's modified from what's existing today

It is important to understand here what the SCWS modifies in the handset in terms of new security threats.

The Smart Card Web Server provides two new topics that can create security hole in the whole system:

· The fact that the handset must maintain a TCP port opened in server mode 

· The fact that the browser can be used to enter user private information to be stored in the card, or security information (PIN… Access codes…)

5.3 TCP port opened in server mode

We must here consider separately the cases where the client is remote and local, as the threats can be different. 

5.2.1.1 Local

Threat description:

An application can get sensitive informations from the Smart Card Web Server and forward them to an external node, or an application can cause Denial of Services!

In fact this could particularly occur with an “untrusted” downloaded client application (that could contain e.g. a trojan horse) i.e. that was delivered neither by the device manufacturer, nor by the Mobile Network Operator, nor by any trusted third party provider, and that succeeds in establishing an HTTP communication with the SCWS. HTTPS with client authentication usage make impossible to a remote node to access the SCWS content if not authorized.

Usual Counter measure: Firewalling: Application Proxy
Actually, we need to filter local applications able to connect the SCWS TCP port, and a simple TCP/IP packet filtering is not sufficient. 

Thus an application proxy (Cf. section 5.1.1) is a solution that can be provided at the handset operating system level.

A means to filter local applications can be to identify them by examining their signature (with a trusted – or not – certificate), and determine their access rights using the published SCWS Access Control Policy (containing the list of trusted certificates) stored in the SCWS configuration repository. Of course, by default, i.e. concerning unsigned applications, the SCWS access should not be allowed.

5.2.1.2 Remote

Threat description:

Accesses through TLS with Client authentication make impossible to a remote node to access the SCWS content if not authorized. In the same way, using HTTP over 23.048 security layer guarantees secure communication between the SCWS server and its administration server.

The only remaining threat is the Denial of service, particularly with “simple” HTTP accesses.

Actually, denial of service attacks exploit TCP/IP implementation bugs or weaknesses, such as teardrop attacks (where received packets with false fragmentation information can lead the targeted system to fall into extremely slow performances),SYN Flooding (where the attacker opens numerous connections with the target system without closing them) or LAND attacks (where sent packets have the same source and destination address and port number values). 

Other “brute-force” attacks flood a network with useless data, such as smurf attacks (that consists in broadcasting requests with a spoofed source address so that a multiplied number of responses come into the target system, which causes the latter crash).

Finally, the most “classical” attacks are due to IP spoofing.

Usual Counter measure: Firewalling: IP Address filtering

It is important to remember that lots of denials of service are due to TCP/IP implementation bugs or weaknesses, which can be simply avoided with a well-implemented TCP/IP stack (e.g. with a correct analysis of incoming packets, the use of secured random for unpredictable sequence numbers…)
However, the need to filter IP addresses able to connect the SCWS TCP ports exists. Actually it is up to the Mobile Network Operator to choose the security policy, but by default it seems better to choose to deny incoming or outgoing TCP/IP packets which addresses/ports are not specifically permitted.
This SCWS protection can be provided by:

· the SCWS Gateway which is aware of the client IP address, as it can filter incoming/outgoing TCP/IP packets

· an on-card firewall if the smart card hosting the SCWS implements a TCP/IP stack or if a special protocol can be used between the SCWS Gateway and the SCWS card connector so that the latter can be aware of some TCP/IP information

Then the firewall (in the SCWS Gateway or the smart card) could initiate the TLS port closing when it detects an attack (at least, when it blocks TCP/IP packets), and could send a log (report) to a dedicated administration server.

5.4 The browser can be used to enter secrets or private data stored in the SIM

Threat description: 

As WAP/WEB & SIM services are provided in unified look & feel, i.e. the handset browser, a fake remote site can request secret or private information as done by the SCWS. Then the principal could give secret to an external and untrusted party! This attack is called “WEB Phishing”.

It is important to know that the link to the fake Web Site is given in an e-mail received by the principal. The simplest way to avoid this kind of attack can be first to modify the mail client to forbid the launch of the browser from this client. If the principal uses a locally bookmarked URL, the risk can be avoided. 

This threat could also come from an untrusted downloaded application.

Usual Counter measure: 

1. Circuit-level Gateways

The HTTP POST command can be filtered (at the web browser level) and only sent to a list of authorized and trusted servers.

This Circuit level gateway can be provided on the terminal or in a network gateway, but a protection far from the target can be less efficient.
2. Other solution 

The most secured solution consists in using HTTPS to ensure the server identity, i.e. the SCWS, to the client application. This implies that HTTPS must be supported on both (client and server) sides.

Of course, this can be quite complicated to be used for the end-user so an intermediary solution could be to use HTTPS combined with a protocol implying the end user to assure that the connection is well done with the SCWS.

Example of Protocol description:

· Init flow: 

· The end user enters a secret phrase that it only knows (e.g. What's you preferred sport and team)

· In the case a passphrase is used, the personalization of it in the SCWS is performed using a secure OTA protocol and provided by the end user in a SMS. (This means that a fake site cannot know this question).

· Usage flow: 

· This phrase will be requested to the end user each times it connect the SCWS to access a secure part of it. 

· As this phrase is different from an end user to one other this protocol make much more difficult to provide a fake interface and get private or secret information from the end user.

· Of course the end user must be advised to never enter any private information to a server that does not request this pass phrase which should be often changed.

5.5 Proposed architecture to avoid risks

It is important to remember that accesses through TLS (HTTPS) with Client authentication make impossible to a remote or local node to access the SCWS content if not authorized.
5.5.1 SCWS TCP port access

Local: Application proxy 

At the client level, a handset application proxy should be dynamically configurable on the base of rules provided by the SCWS, and by default (if the SCWS does not publish Access Control Policy) should only authorize built-in applications to access the SCWS.

Applications allowed to access the SCWS can be identified with their signature, so their access rights are determined using the published SCWS Access Control Policy (containing the list of trusted certificates used to sign trusted applications) stored in the SCWS configuration repository. Of course in this case, by default (i.e. concerning unsigned and more generally “untrusted” applications) the SCWS should not be accessed.

Remote: IP and port filtering 

On the handset, the SCWS gateway, as it is aware of the client IP address, seems to be a good place to provide a firewall (getting the list of authorized remote nodes from the SCWS and following its published Access Control Policy) in order to filter IP addresses able to connect the SCWS TCP ports.

· The SCWS firewall protection could also be provided by an on-card firewall if the smart card hosting the SCWS implements a TCP/IP stack or if a special protocol can be used between the SCWS Gateway and the SCWS card connector, i.e. if the SCWS Gateway can transmit some TCP/IP information useful for filtering (IP addresses associated to TCP ports) to the SCWS card connector.

Then the firewall (in the SCWS Gateway or the smart card) could initiate the TLS port closing when it detects an attack (or at least, when it blocks TCP/IP packets), and could send a log (report) to a dedicated administration server that could thus update the SCWS access rights.

5.5.2 Phishing 

A circuit level gateway can be provided on the terminal: the HTTP POST command can be filtered at the web browser level and only sent to a list of authorised and trusted servers. If needed, this list could be included in the SCWS configuration repository.

The most secured solution consists in using HTTPS to ensure the server identity, to the client application.

Of course, this can be quite complicated to be used for the end-user so an intermediary solution could be to use HTTPS combined with a protocol implying the end user to assure that the connection is well done with the SCWS.

Example of Protocol description:

· Init flow: 

· The end user enters a secret phrase that it only knows (e.g. What's you preferred sport and team)

· In the case a passphrase is used, the personalization of it in the SCWS is performed using a secure OTA protocol and provided by the end user in a SMS. (This means that a fake site cannot know this question).

· Usage flow: 

· This phrase will be requested to the end user each times it connect the SCWS to access a secure part of it. 

· As this phrase is different from an end user to one other this protocol make much more difficult to provide a fake interface and get private or secret information from the end user.

· Of course the end user must be advice to never enter any private information to a server that does not request this pass phrase that should be often changed.

5.5.3 Miscellaneous recommendations

SCWS concurrent access:

Simultaneous accesses to the SCWS, e.g. from a remote https client and a local client or the SCWS administration server, could lead to a denial of service if concurrent accesses to the smart card are not correctly handled.

It is also important to handle transaction mechanisms when a connection is abruptly closed (because of firewalling or handset power disruption), e.g. during SCWS content update.

Common URL attacks:

These classical attacks (where HTTP requests formatted appropriately to execute system commands that were not intended are issued) must also be addressed.

In particular, the SCWS dispatcher should be carefully implemented in order to parse and analyze securely (according to the configuration repository) the received URLs.

Of course HTTPS page access must not be allowed in HTTP!

End-user behaviour:

In general, the end-user must be informed to be very careful when downloading applications from the web or clicking on website links, e.g. by understanding HTTPS use…

4 Intellectual Property Rights
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5 Recommendation

It is asked to the group to enrich and challenge this document in the goal to include this analysis in the architecture document. The main goal is to have a clear and common understandings of what are the threats linked to SCWS usage in a mobile terminal and to propose adapted counter measures. The other interest is also to make clear that the card issuer remains the only responsible of risks taken by deploying SCWS based applications without adapted counter measures.
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