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1 Reason for Contribution

The SCWS architecture document introduces the concept of Access Control Policy (ACP) for the Smart Card Web Server (SCWS). This contribution is a proposition on how to represent the data objects that describe the ACP. The approach is to use ASN.1, as is done in PKCS#15, to describe the ACP data structure.. 

2 Summary of Contribution

Presents the main data objects that describe the SCWS ACP.

3 Detailed Proposal

Acronyms:

Device native applications:
applications that are delivered by the terminal manufacturer (e.g. handset manufacturer)

1. Access Control Policy (ACP) 

The smart card, in which the SCWS is implemented, is able to publish its access control policy to the device (e.g. handset). The device MUST retrieve the ACP and apply its rules, as is described below. The ACP is created by the smart card issuer and is provisioned during manufacturing or on the field via secure over the air provisioning.

The device (e.g. handset) MUST enforce the ACP after reading and processing the ACP data objects from the smart card.
1.1 ACP Storage and access conditions

The ACP is stored in a file, or equivalent storage type, that can be accessed via the SCWS. The file size depends on the number of data objects. The following table describes the access conditions to this file.

	Structure: Binary
	Optional

	File size: decided by the card issuer 

	Access Conditions:


READ
                              ALW 


UPDATE
                ADM


DEACTIVATE
                ADM 


ACTIVATE                         ADM



	Description: Contains the ACP data objects


1.2 ACP retrieval

Since the ACP is not confidential it can be accessed via the HTTP protocol itself. The device SHALL retrieve the ACP by sending an HTTP GET command on the following URL:

http://127.0.0.1:20080/config/acp
The device (e.g. handset) MUST retrieve and apply the ACP immediately after the initialisation phase of the transport protocol with the smart card (i.e. BIP server mode initialisation phase). The device MUST block all SCWS ports before the retrieval of the file and the enforcement of the ACP rules described in it.

1.3 ACP data objects

The ACP ASN.1 data objects are described below. A description of the role of each data object follows afterwards. 

--Access Control Policy

ACP ::= SEQUENCE {


AACL 
[1]AACL OPTIONAL,


NACL 
[2]NACL OPTIONAL

}
-- Application Access Control List for the SCWS

AACL ::= SEQUENCE {


NativeApplications 
PortNumberList,


OtherApplications 
OtherAppsAccessRightsList OPTIONAL

}
-- Lists the SCWS TCP ports to which access is allowed 

PortNumberList ::= SEQUENCE OF SCPORT

SCPORT := SEQUENCE {


Port

INTEGER,

}
-- Lists the SCWS TCP ports to which access is allowed if the application is signed with a public key that is identified in the “PrincipalId”.
OtherAppsAccessRightsList ::= SEQUENCE of OtherAppsAccessRight 

OtherAppsAccessRight       :: = SEQUENCE  {


Port

 INTEGER,


Principal::= CHOICE {

PrincipalId [0]PrincipalId,

All 

[1] Integer ::= 0

}
}

“All” means that every application in the device (e.g. handset) can access this port.
–- SHA-1 hash of the certificate that signed the principal (e.g. device application)

PrincipalId ::= OCTET STRING (SIZE(20))  

-- Network Access Control List for the SCWS

NACL ::= SEQUENCE {


AllExternalIpAddresses 

[1] PortNumberList OPTIONAL,


SelectedIpAddresses  
  
[2] IpAndPortList OPTIONAL

}

-- Lists the TCP ports to which access is allowed for a given external IP address
IpAndPortList ::= SEQUENCE OF IpAndPort

IpAndPort     ::= SEQUENCE {


Port



INTEGER,


IpAddress


OCTET STRING
}

The ACP is divided into two parts:

· Application Access Control List (AACL)

· Network Access Control List (NACL) 

1.3.1 Application Access Control List (AACL)

The AACL lists the local device applications that are allowed to access the SCWS. The device operating system can control the access to the SCWS by allowing or blocking access to the SCWS TCP ports for local applications (i.e. coming from the 127.0.0.1 IP address).

The NativeApplications field is a list of the TCP port numbers (served by the SCWS) to which native applications (i.e. delivered by the terminal manufacturer) have access rights. 
The OtherApplications field indicates the access rights for non-native applications (e.g. installed by the user). The OtherAppsAccessRightsList data object is a list of two data items that describe which PrincipalId has access rights to the listed TCP port number. The PrincipalId is theSHA-1 hash of the certificate that signed the principal (terminal object or application). An application that was signed by certificate that is identified in the list shall have access rights to the corresponding SCWS TCP port number.

The device MUST enforce all access restrictions that are listed in the AACL if published by the smart card in the above data objects.

If the smart card does not publish an ACP or publish an ACP which does not include an AACL inside it the device MUST revert to the following default access restriction:

· Block access to the SCWS from all local applications (i.e. running within the device)
If the smart card does not publish an ACP the device MUST revert to the following default access restriction:

· Allow access to the SCWS only to native applications in the device (e.g. delivered by the handset manufacturer) on the SCWS TCP ports that are assigned to HTTP and HTTPS
1.3.2 Network Access Control List (NACL)

The NACL lists the remote network addresses that are allowed to access the SCWS. The device can control access to the SCWS by allowing or blocking external access to the SCWS TCP ports.

The AllExternalIpAddresses field indicates to which SCWS TCP ports remote applications, from all external IP addresses, have access rights (if any). The SelectedIpAddresses field indicates to which SCWS TCP ports remote applications, from an indicated external IP addresse, have access rights (if any).

If the smart card does not publish an ACP or an NACL is not included in the ACP or if the device cannot apply the NACL rules, the device MUST revert to the following default access restriction:

· Block access to the SCWS from all remote applications (i.e. running outside the device)
4 Intellectual Property Rights
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5 Recommendation

It is proposed to include this chapter in the SCWS specification.
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