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1. Scope

<< Define as it relates to Open Mobile Alliance Activity.  If it adds clarity, define what is not in the scope.  DELETE THIS COMMENT >>

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SCWS-RD]
	“SCWS Requirements”, Open Mobile Alliance, OMA-RD_Smartcard_Web_Server-V1_0-20050715-D, URL: http://www.openmobilealliance.org/ 

	[WAPWAE]
	Wireless Application Environment Specification, Open Mobile Alliance™, 

OMA-WAP-WAESpec-V2_3-20040815 {‑Candidate}, URL: http://www.openmobilealliance.org/

	[WP HTTP]
	Wireless Profiled HTTP

WAP-229-HTTP-20010329-a

URL: http://www.openmobilealliance.org/

	[HTTP/1.1]
	“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999

URL: http://www.ietf.org/rfc/rfc2616.txt

	
	

	[HTTP over TLS]


	“Hypertext Transfer Protocol over TLS protocol”, RFC 2818, May 2000

URL: http://www.ietf.org/rfc/rfc2818.txt

	[TLS]
	“Security Transport Protcol”, RFC 2246, January 1999

URL: http://www.ietf.org/rfc/rfc2246.txt

	
	

	[ISO7816-4]
	“Information technology -Identification cards -Integrated circuit(s) cards with contacts Part 4: Interindustry commands for interchange”

	[TS102223]
	“Technical Specification Smart cards; Card Application Toolkit (CAT)”. http://www.etsi.org

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, URL: http://www.ietf.org/rfc/rfc2617.txt?number=2617

	[TS31102]
	“Technical Specification Smart cards; Characteristics of the USIM application” URL: http://www.3GPP.org

	[TS102221]
	 “Smart Cards; UICC-Terminal interface; Physical and logical characteristics” URL: http://www.etsi.org

	[RFC 1738]  
	Uniform Resource Locators (URL) URL: 
http://www.ietf.org/rfc/rfc1738.txt

	[RFC 1630]
	“Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression of Names and Addresses of Objects on the Network as used in the World-Wide Web” URL: http://www.ietf.org/rfc/rfc1630.txt


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< OR if doc is informative just keep the next line.  DELETE THIS COMMENT>>

This is an informative document, which is not intended to provide testable requirements to implementations.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction

<< From a market perspective...  

What can you do with this specification?

What problem does this solve?

How can this specification be applied?

Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

5. Smart Card Web Server URL

The SCWS URL SHALL take the form:

    http://<IPaddress>:<port>/<path>?<searchpart>

    https://<IPaddress>:<port>/<path>?<searchpart>

according to  RFC 1738. The optional <searchpart> is a sequence of one or more <name>=<value> pairs separated by a ‘&’ character.

The SCWS SHALL support URLs with a length of at least 1024 characters.
5.1 IP Address

5.1.1 Local

When connected from a local client, the loopback IP Address 127.0.0.1 SHALL be used. This address is also named “localhost” on some systems. However, only the IP address 127.0.0.1 should be used in the URL and not any mnemonic name.

5.1.2 Remote

Not supported.

5.2 Port Numbers

Each protocol (e.g. HTTP or HTTPS) will use its own port number into the host device and will be transferred to the SCWS using the local transport protocol with the smart card. 

As HTTP and HTTPS protocols already have TCP port numbers reserved and it must remain possible for the hosting device to run its own HTTP and HTTPS services, an offset will be added to the usual port number. 

This offset needs to be decided taking into account the already reserved port numbers. For example the offset 20000 provides the way to address the port 80 for HTTP and the port 443 for HTTPS without collision with any other protocol.

HTTP SHALL be addressed using the TCP port number 20080.

HTTPS SHALL be addressed using the TCP port number 20443.

(These port numbers will be reserved in IANA).

5.2.1 Sample URL to get static content

It is possible to address any resource accessible with the SCWS. This resource can be an xHTML file.

As an example, a file called "foobar.xhtml" in directory "pub/files" corresponds to this URL: 

    http://127.0.0.1:20080/pub/files/foobar.xhtml

    https://127.0.0.1:20443/pub/files/foobar.xhtml
5.2.2 Sample URL to get dynamic content trough an application

Applications in the smart card are identified in the URL can be triggered by the SCWS. An application performs a specific task and may dynamically create content and return it to the client. Parameters for the application can be passed in the URL. By convention the parameters start with the ‘?’ character and are being formatted as a series of name=value pairs, separated by the ‘&’ character. The SCWS forwards the parameters to the addressed application.
Example:

The following URLs include parameters which are specific for the addressed applications:

http://127.0.0.1:20080/cgi/SSO?account=username&otherparam=123 

http://127.0.0.1:20080/cgi/display?df=7F01&ef=3F01&record=01&offset=50&length=10
http://127.0.0.1:20080/cgi/update?df=7F01&ef=3F01&record=01&offset=50&length=3&value=’abc’
6. Local transport protocols

6.1 APDU transport protocol

Reference to ETSI SCP specification on BIP…

7. SCWS HTTP Profile

The following rules define the HTTP profile that is needed to be implemented by the SCWS in the smart card. The SCWS HTTP profile is defined as a subset of HTTP 1.1. The following restrictions apply:

7.1 Request-URI

The URI field shall be in absolute form. (e.g. http://127.0.0.1:20080/12A1) respecting the rules for smartcard URIs defined in this document.

7.2 HTTP-Version 

 The version of HTTP that shall be supported by the SCWS is HTTP 1.1 [RFC 2616RFC 2616]. Thus the HTTP-Version field shall be “HTTP/1.1”.

7.3 HTTP Methods

The following table lists the HTTP methods that SHALL be supported by the SCWS:

	Method
	Supported
	Additional comments

	OPTIONS
	Optional
	

	GET
	Mandatory
	Mandated for HTTP 1.1 server implementations 

	HEAD
	Mandatory
	Mandated for HTTP 1.1 server implementations

	POST
	Mandatory
	Support for forms in user interface

	PUT
	Mandatory
	Support for remote administration

	DELETE
	Mandatory
	Support for remote administration

	TRACE
	Optional
	

	CONNECT
	Optional
	


Specific actions on reception:

When receiving an incoming request that is not supported, the SCWS shall respond with an HTTP response message with Status-Code  = 405 (Method not allowed).

7.4 General headers

The following table lists the general headers that SHALL be supported by the SCWS:

	Field
	Supported
	Additional comments

	Cache-Control
	Optional
	

	Connection
	Mandatory
	

	Date
	Optional
	

	Pragma
	Optional
	

	Trailer
	Optional
	

	Transfer-Encoding
	Optional
	

	Upgrade
	Optional
	

	Via
	Optional
	

	Warning
	Optional
	


Specific actions on reception:

The SCWS shall ignore non-supported fields.

7.5 Request headers

The following table lists the request header fields that SHALL be supported by the SCWS:

	Field
	Supported
	Additional comments

	Accept
	Optional
	

	Accept-Charset
	Optional
	

	Accept-Encoding
	Optional
	

	Accept-Language
	Optional
	

	Authorization
	Mandatory
	Used to enable authentication of a user or a principal

	Expect
	Optional
	

	From
	Optional
	

	Host
	Optional
	

	If-Match
	Optional
	

	If-Modified-Since
	Optional
	

	If-None-Match
	Optional
	

	If-Range
	Optional
	

	If-Unmodified-Since
	Optional
	

	Max-Forwards
	Optional
	

	Proxy-Authorization
	Optional
	

	Range
	Optional
	

	Referer
	Optional
	

	TE
	Optional
	

	User-Agent
	Optional
	


-“Authorization” field is described under chapter [8] in this document.

7.6 Status-Code and Reason-Phrase

The SCWS shall support the following status codes:

      Successful Status-Code    = 

           200 OK

           201 Created

           204 No Content

           205 Reset Content

      Client Error Status-Code    = 

           401 Unauthorized

           403 Forbidden

           404 Not Found

           405 Method Not Allowed

           413 Request Entity Too Large

           414 Request-URI Too Large

      Server Error Status-Code    = 

          500 Internal Server Error

          505 HTTP Version not supported

7.7 Response Headers

The following table lists the response headers fields that SHALL be supported by the SCWS:

	FIELD
	IB
	Additional comments

	Accept-Ranges
	Optional
	

	Age
	Optional
	

	Etag
	Optional
	

	Location
	Optional
	

	Proxy-Authenticate      
	Optional
	

	Retry-After
	Optional
	

	Server
	Optional
	

	Vary
	Optional
	

	WWW-Authenticate
	Mandatory
	Needed in a server reply to an authentication request


7.8 Entity headers

The smart card web server shall support the following ENTITY headers fields for each of the HTTP request messages:

	FIELD
	ID
	Additional comments

	Allow
	Optional
	

	Content-Encoding         
	Optional
	

	Content-Language         
	Optional
	

	Content-Length
	Mandatory
	

	Content-Location
	Optional
	

	Content-MD5
	Mandatory
	

	Content-Range
	Optional
	

	Content-Type
	Mandatory
	

	Expires
	Optional
	

	Last-Modified
	Optional
	

	Extension-header
	Optional
	


Specific actions on sending entities:

The 'Content-Type' HTTP header field MAY be included by the SCWS depending on the resource being transferred within the HTTP response.

8. User or principal authentication to the SCWS

If the SCWS requires an access condition which has not been fulfilled it shall provide means to enable this security conditions (e.g. it may perform a request to the user, or principal to enter the appropriate PIN). 

The authorization is performed between the client application and the SCWS using standard HTTP authorization exchange specified in IETF RFC 2617 [34] and briefly described below:

The SCWS will respond with an HTTP response message containing a Status-Line with a status code "401" (Unauthorized) and a WWW-Authenticate field consisting of at least one challenge that indicates the authentication scheme(s) and parameters applicable to the Request-URI. 

As a special case, the SCWS may challenge with a PIN request using a WWW-Authenticate field as follows:

WWW-Authenticate : Digest realm= <PINName>

The <PINName> string may have different values depending on the requested PIN (e.g. “My Operator Multimedia Services PIN”). This string shall uniquely identify the requested PIN to the user. 

The response will then be sent to the client application. The client application should then perform the corresponding dialog with the user (e.g. request appropriate PIN or password) and send back the request including an Authorization request header containing the Authorization credentials. 

For PIN usage, the PIN value is passed in the response data field and the user name shall be set to the PINName field.

The <PINName> string may have different values depending on the requested PIN. The following PIN names taken from the TS 102 221 SHALL Be supported.

	PIN Name as defined in TS 102 221 [1]
	Content of the corresponding PINName field

	Application Second PIN
	PIN2

	Application Second PIN PUK
	PUK PIN2


9. Access Control Policy (ACP) 

The smart card, in which the SCWS is implemented, is able to publish its access control policy to the device (e.g. handset). The device MUST retrieve the ACP and apply its rules, as is described below. The ACP is created by the smart card issuer and is provisioned during manufacturing or on the field via secure over the air provisioning.

The device (e.g. handset) MUST enforce the ACP after reading and processing the ACP data objects from the smart card.

9.1 ACP Storage and access conditions

The ACP is stored in a file, or equivalent storage type, that can be accessed via the SCWS. The file size depends on the number of data objects. The following table describes the access conditions to this data object with an OTA protocol as described in chapter…..

	Structure: Binary
	

	Data object size: decided by the card issuer 

	Access Conditions:


READ
                ALW 


UPDATE
                ADM


DEACTIVATE
                ADM 


ACTIVATE                           ADM



	Description: Contains the ACP data objects


9.2 ACP retrieval

Since the ACP is not confidential it can be accessed via the HTTP protocol itself. The device SHALL retrieve the ACP by sending an HTTP GET command on the following URL:

http://127.0.0.1:20080/config/acp or https://127.0.0.1:20443/config/acp
The device (e.g. handset) MUST retrieve and apply the ACP immediately after the initialisation phase of the transport protocol with the smart card (i.e. BIP server mode initialisation phase). The device MUST block all SCWS ports before the retrieval of the file and the enforcement of the ACP rules described in it.

9.3 ACP data objects

The ACP ASN.1 [ref…] data objects are described below. A description of the role of each data object follows afterwards. 

--Access Control Policy

ACP ::= SEQUENCE {


AACL 
[1] AACL OPTIONAL,

}
-- Application Access Control List for the SCWS

AACL ::= SEQUENCE {


NativeApplications 
PortNumberList,


OtherApplications 
OtherAppsAccessRightsList OPTIONAL

}
-- Lists the SCWS TCP ports to which access is allowed 

PortNumberList ::= SEQUENCE OF SCPORT

SCPORT := SEQUENCE {


Port

INTEGER,

}
-- Lists the SCWS TCP ports to which access is allowed if the application is signed with a public key that is identified in the “PrincipalId”.
OtherAppsAccessRightsList ::= SEQUENCE of OtherAppsAccessRight 

OtherAppsAccessRight       :: = SEQUENCE  {


Port

 INTEGER,


Principal::= CHOICE {

PrincipalId 
[0]PrincipalId,

All 
[1] Integer ::= 0

}
}

“All” means that every application in the device (e.g. handset) can access this port.
–- SHA-1 hash of the certificate that signed the principal (e.g. device application)

PrincipalId ::= OCTET STRING (SIZE(20))  

9.3.1 Application Access Control List (AACL)

The AACL lists the local device applications that are allowed to access the SCWS. The device operating system can control the access to the SCWS by allowing or blocking access to the SCWS TCP ports for local applications (i.e. coming from the 127.0.0.1 IP address).

The NativeApplications field is a list of the TCP port numbers (served by the SCWS) to which native applications (i.e. delivered by the terminal manufacturer) have access rights. 
The OtherApplications field indicates the access rights for non-native applications (e.g. installed by the user). The OtherAppsAccessRightsList data object is a list of two data items that describe which PrincipalId has access rights to the listed TCP port number. The PrincipalId is the SHA-1 hash of the certificate that signed the principal (terminal object or application). An application that was signed by certificate that is identified in the list shall have access rights to the corresponding SCWS TCP port number.

The device MUST enforce all access restrictions that are listed in the AACL if published by the smart card in the above data objects.

If the smart card does not publish an ACP or publish an ACP which does not include an AACL inside it the device MUST revert to the following default access restriction:

· Block access to the SCWS from all local applications (i.e. running within the device)
If the smart card does not publish an ACP the device MUST revert to the following default access restriction:

· Allow access to the SCWS only to native applications in the device (e.g. delivered by the handset manufacturer) on the SCWS TCP ports that are assigned to HTTP and HTTPS
10.  SCWS remote administration

The SCWS can be administered via current OTA protocols. The OTA message That contains and administration commnad is sent over the telecom channel, and is formatted following the 31.115 and 31.116 specification with authentication, integrity protection and sequence numbering (i.e. SMS messages must arrive in the correct order). The data payload of the envelope SMS PP Data Download command MUST be an HTTP the PUT or DELETE command. The TAR of the envelope SMS PP Data Download command must be the TAR of the SCWS card application. 
The SCWS application will respond with a proof of receipt, if demanded in the received message as defined in 31.115, to indicate that the message was well received, well formatted and was correctly secured.  
After executing the Sent HTTP commands the SCWS application shall respond with a “proof of execution”, as a response packet formatted according to 31.116. The response data shall contain the Exception code or 9000 if the execution was successful.

The SCWS SHOULD NOT abort a session with a phone HTTP client application upon receiving a new HTTP administration comamand OTA and SHALL serve both in parallel.
10.1 Example Level 2

<text>

10.1.1 Example Level 3

<text>

10.1.1.1 Example Level 4

<text>
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Figure 1: Example Figure
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Table 1: Example Table

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-xxyyz-V1_0-20021001-A
	01 Oct 2002
	Initial document to address the basic starting point

   Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval

	OMA-xxyyz-V1_1-20030405-A
	05 Apr 2003
	description of changed

   Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApproval


A.2 Draft/Candidate Version <current version> History

<< This section is available in pre-approved versions – it should be removed in the actual approved versions.  DELETE THIS COMMENT >>

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-xxyyz-V1_2
	30 Jun 2003
	3.2, 8.2, 11.4, App A
	Incorporates input to committee:

   OMA-XY-2003-0053-CR_SpellingCorrections

   OMA-XY-2003-0098-CR_AddSectionOnPeanutButter

	
	12 Aug 2003
	9.2.2.2, 11.3
	Incorporates input to committee:

   OMA-XY-2003-0101R2-CR_ImproveJellyReferences

	Candidate Version

OMA-xxyyz-V1_2
	16 Sep 2003
	n/a
	Status changed to Candidate by TP

   TP ref # OMA-TP-2003-0abc-CandidateRequest_xxyyz_V1_2

	Draft Version

OMA-xxyyz-V1_2
	24 Sep 2003
	6.8
	Status changed to Draft (demoted) to address important class 1 CR

   OMA-XY-2003-0172-CR_AddSectionOnJellyGoesOnTop

	Candidate Versions

OMA-xxyyz-V1_2
	13 Nov 2003
	n/a
	Status changed to Candidate by TP

   TP ref # OMA-TP-2003-0def-CandidateRequest_xxyyz_V1_2_again

	
	21 Dec 2003
	4.2, 6.3
	Minor CR to address interpretation of bread references

   OMA-XY-2003-0205-CR_SlicedBreadClarification

Notice sent to TP of minor update

   TP ref # OMA-TP-2003-0ghi-CandidateUpdateNotice_xxyyz_V1_2

	
	12 Jan 2004
	4.2, 6.6
	Minor CR to cover cases where knife not available

   OMA-XY-2004-0012-CR_SpreadingWithoutKnife

Notice sent to TP of minor update

   TP ref # OMA-TP-2004-0jkl-CandidateUpdateNotice_xxyyz_V1_2


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers
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