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1 Reason for Contribution

The OMA architecture document (OMA-AD-Smartcard_Web_Server-V1_0-20051006-D) currently proposes port number offsets on the loopback address 127.0.0.1 for the connection of the SCWS Gateway to the SCWS:

127.0.0.1:20080 for HTTP, and


127.0.0.1:20443 for HTTPS

This approach is not recommended by OMA BAC MAE.
(please refer to OMA-SCT-2005-0100-Sydney-minutes).

Problems:

· Such port numbers should be at least registered at IANA, however

· Only new protocols can be registered at IANA.

· Port numbers for HTTP and HTTPS are already assigned to port 80 and 443.
The present discussion paper proposes therefore

· an IP address based virtual hosting concept for the connection of the SCWS Gateway to the SCWS

· to “wire up” the SCWS Gateway to the SCWS only by means of (arbitrary, e.g. network operator specific) host names instead of fixed IP addresses (as far as OMA standardisation is concerned)

· to remove the port number offsets 20080 (HTTP) and 20443 (HTTPS) for the loopback address 127.0.0.1 from the OMA AD specification.

· to propose an IP address allocation functionality for the SCWS Gateway in order to obtain a free private IP address on the device (e.g. a loopback IP address != 127.0.0.1 or a private IP address according to RFC 1918 (e.g. 192.168.x.x)).
2 Definition
(According to http://en.wikipedia.org/wiki/Virtual_hosting)
Virtual hosting is a method that servers such as webservers use to host more than one domain name on the same computer, sometimes on the same IP address.

There are two basic methods of accomplishing virtual hosting: name-based, and IP address or ip-based.

Name based

Name based virtual hosts use multiple host names for the same webserver IP address.

With web browsers that support HTTP/1.1 (as most do), upon connecting to a webserver, the browsers send the address that the user typed into their browser's address bar (the URL). The server can use this information to determine which web site, as well as page, to show the user.

For instance, a server could be receiving requests for two domains, www.site1.com and www.site2.com, both of which resolve to the same IP address. For www.site1.com, the server would send the HTML file file from the directory /www/JoeUser/site1/, while requests for www.site2.com would make the server serve pages from /www/FrankUser/site2/.

IP address based

In IP based virtual hosting, each webserver has a different IP address. The webserver is configured with multiple physical network interfaces, or virtual network interfaces on the same physical interface.

The webserver uses the IP address from the HTTP request to determine which web site to show the user.

3 Concept
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3.

The user makes an HTTP request to

the SCWS:

http://uicc.tim.it/index.html

4.

The host name 

“

uicc.tim.it

”

is

resolved to the IP address

127.0.0.2 and forwarded to

the SCWS Gateway

with HTTP 1.1

5.

The SCWS Gateway knows the hostname of the 

request due to the HTTP 1.1 header:

GET / HTTP/1.1

Host: 

uicc.tim.it

and the IP address

127.0.0.2

where the request was sent to.

Both information is used to uniquely identify the 

SCWS.

1.

BIP OPEN (

http://

uicc.tim.i

t

, Port 

80

)

2.

The SCWS Gateway

a)

allocates for itself an arbitrary free private IP address

(e.g. the 

loopback

address 127.0.0.2, or 192.168.x.x)

b)

updates the device

’

s Hosts file with hostname

and IP address (e.g. 127.0.0.2 

uicc.tim.it

)

c) listens for incoming HTTP requests on port 80


4 Advantages
· No conflicts, if the device wanted to host a own web server on port 80 in addition to the SCWS.
( the SCWS Gateway only needs to allocate an arbitrary free private IP address.

· No problems with SSL connections, because on the device the allocated IP address (e.g. 127.0.0.2) can be used to address the SCWS and to obtain the right encryption during the SSL handshake.

· The network operator can provision its own host name to the device which should be used to address the SCWS.
( the BIP OPEN provisions the connection parameters

· Straightforward migration to high-speed protocol enabled UICCs with own TCP/IP stack.
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