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4 Requirements

The present document specifies:

· run time environment timing constraints;

· launch Application command;

· mapped file support on the UICC;

· extension of logical channels;

· secure channel to secure local terminal interface.

· API for applications registered to a Smart Card Web Server 
[...]

4.Y
API for applications registered to a Smart Card Web Server

4.Y.1
Abstract (informative)

A web server on the smart card (SCWS) receives requests from a client and provides HTML content as a response. This content can either be static or dynamic. 

Dynamic content can be created by the web server itself or by special applications in the smart card (servlet-like applications).  In order to extend the functionality of the SCWS it is necessary to load these special applications (which create dynamic content on behalf of the web server) to the smart card after issuance.
4.Y.2
Use cases (informative)

A service provider wants to use the smart card of a user as an authentication device. He develops an application, which computes the response to a challenge using a key in the application and asks his operator to install it in the smart card of the user. 

The user browses a page of the service provider and receives a page with a link to the smart card web server. When the user clicks on this link, a request is issued to the SCWS, where the URL contains the name of the application and the challenge as a parameter.

The smart card invokes the application of the service provider, which computes the response to the challenge and returns a page to the web server, which is returned to the browser  and displayed. This returned page contains a link to the service provider, which includes the response to the challenge in the URL. When the user clicks on this link, the response is sent within the URL to the service provider.

4.Y.2.1 Registration of an application to the SCWS

When the operator installs the application of the service provider it registers under a given name to the smart card web server.
4.Y.2.2 Data exchange between SCWS and application
When the application is invoked by the SCWS the challenge is passed to the application. 

After the dynamic content is created by the application, it is passed back to the SCWS. The SCWS returns this response page as the result to the request.
4.Y.3
Requirements

 Table X.Y.1: General Requirement(s)

	Identifier
	Requirement

	REQ-7-0y-01-01
	There shall be a mechanism to register and de-register an application to a Smart Card Web Server

	REQ-7-0y-01-02
	It shall be possible to perform registration/de-registration of an application separately from its installation/un-installation (not necessarily excluding the possibility for a combined register/install or de-register/uninstall mechanism)

	REQ-7-0y-01-03
	There shall be a secure mechanism to allow a Smart Card Web Server to invoke a registered application

	REQ-7-0y-01-04
	There shall be a secure mechanism to allow a Smart Card Web Server to pass parameters  to a registered application

	REQ-7-0y-01-05
	There shall be a secure mechanism to allow a registered application to return data  to a Smart Card Web Server

	REQ-7-0y-01-06
	These mechanisms shall be available in form of an API for Java Card Applets


4.Y.4
Interaction with existing features (informative)

(none)
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