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1 Reason for Contribution

Discussion document for the admin commands of the SCWS 

2 Summary of Contribution

The input paper proposes extensions to the admin commands defined in the first draft of the TS of the SCWS:

- mark a protection set as belonging to the user

- let the user change a password of his protection set

3 Detailed Proposal

3.1 Use case “PIN protected pages” and possible problem

The Requirement Document of the SCWS contains a use case about PIN protected pages in the SCWS. The short description of this use case says: 

Bill has stored in his SCWS a set of personal information (Phonebook, contacts, adresses, passwords codes or other private information) to which access is protected by a PIN. At some point he needed to retrieve a password that he uses for accessing his favourite web sites... 

Somehow the following administration tasks are needed to set up the card for this use case:

- create an area (some pages) in the SCWS itself or in the file system of the card belonging to the user 

- a servlet may be needed to let the user enter/delete data in this area

- a protection set is created and associated to this area

- a password is set for this protection set and given to the user

In this case the password is known to the card issuer. However the user may not be willing to store sensitive personal information in this area if the card issuer has set the password and which cannot be changed by the user.

3.2 Repetition of the proposal in a previous input paper 

For this reason document OMA-SCT-2005-0113R01 had proposed:

a)  in 2.2.4 (define protection set):

The optional parameter “user” indicates, that the protection set belongs to the user. The password of the protection set can be changed by the user / any client using the CPS command. 

b) in 2.2.5 (change protection set):

This command is used to change the password of a protection set. Only if a protection set is marked as belonging to the user, this command must also be accepted if coming from a client in the mobile. The first password in the command is the existing password, which must be verified, the second password is the new password for this protection set.

The current first draft TS of the SCWS does not contain mechanisms to

- mark pages as belonging to the user

- let the user change a password of a protection set

3.3  Example for implementation 

The following html code shows the core data of a page which, when sent to a browser, lets the user change a password:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"

"http://www.w3.org/TR/html4/strict.dtd">

<html>

<head>

<title>Versteckte Elemente in Formularen definieren</title>

</head>

<body>

<h1>Change Password</h1>

<form name="Feedback" action="admin/changePW" enctype="application/octet-stream">

        <p>

        Old Password:<br>

        <input type="password" name="Cmd=CPS PSname=mypages opw">

        <br><br>New Password:<br>

        <input type="password" name="npw">

        <br>

        <input type="submit" value="send"><br>

        </p>

</form>

</body>

A browser will display a form where the user can enter the old and the new password. When the user enters 1234 for the old password and 5678 for the new password and then clicks on the send button the following URL will be generated:

    .../admin/changePW?Cmd=CPS+PSname=mypages+opw=1234&npw=5678

This URL is close to the syntax proposed in the first TS spec of the SCWS. A servlet with the name changePW could receive the URL and check if the password belongs to the user. Only in this case it would change the password.

3.4  Proposal 

a) extend the admin command „Define protection set“ by a mechanism to

    „mark a protection set as belonging to the user.“ A valid example for the admin command could be

 
Cmd=DPS user=James pwd=XYZ675  PSname=mypages  ups=true

b) define a new admin command to let the user change the password of his protection sets, e.g.

                              Cmd=CPS+PSname=mypages+opw=1234&npw=5678

A special servlet only receive this new command. See the example, where the servlet is called changePW.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-SEC-SCT is kindly asked to discuss discuss the input contribution and integrate it into the TS for the SCWS.
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