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1 Reason for Contribution

As show by the T-Mobile International contribution (OMA-SCT-2006-0017-SCWS_user_pages) administrative format proposed in the specification draft “OMA-SCT-2006-0009R02-SCWS-spec-initial” is not possible to be simply generated by a browser.

This document proposes to use a standardized encoding for support all administrative purposes instead of defining a new command in the specific user case.

2 Summary of Contribution
The proposal is basically to use the encoding type: “application/x-www-form-urlencoded” for SCWS administrative POST commands.

For support of the discussion we propose to refer to the W3 standard which defines the usage of this encoding:

“http://www.w3.org/TR/REC-html40/interact/forms.html” Section 17.13.4.
Using this encoding will have two side effects:

· Permit to generate POST commands from browser html form pages.

· Permit to transport “unsafe” characters in data like password.
3 Detailed Proposal

Let’s considers the following html form page extract from “OMA-SCT-2006-0017-SCWS_user_pages” and updated by changing encoding and splitting fields.
	<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN"

"http://www.w3.org/TR/html4/strict.dtd">

<html>

<head>

<title>Versteckte Elemente in Formularen definieren</title>

</head>

<body>

<h1>Change Password</h1>

<form name="Feedback" action="/admin/changePW" method="POST" enctype="application/x-www-form-urlencoded">

        <p>

        <input type="hidden" name="Cmd" value="CPS"/>

        <input type=" hidden " name="PSname" value="mypages opw"/>

        Old Password:<br>        

        <input type="password" name="opw" />

        <br><br>New Password:<br>

        <input type="password" name="npw">

        <br>

        <input type="submit" value="send"><br>

        </p>

</form>

</body>


After submit a browser will generate the following POST request:
	POST  /admin/changePW HTTP/1.1 CRLF
Host: xxxx CRLF
Content-Type: application/x-www-form-urlencoded CRLF
Content-Length: 35 CRLF
CRLF
Cmd=CPS&PSname=mypages&opw=old_pass_word&npw=new_pass


Comparing to the draft proposal we change the following assumptions of administrative POST commands:
· Content-Type is ="application/x-www-form-urlencoded". This is the default encoding for a html POST see “http://www.w3.org/TR/REC-html40/interact/forms.html”
· Token separator is “&” instead of space

· URI encoding of unsafe characters must be supported: (see RFC 2396)

· %XX encoding a octet

· + encoding a space

In a counter part of a less human readability we now can use browser form and also transport unsafe characters (so we could transport any password/key value for example).
Note: This treatment is effectively a little more complex to implements but it’s very classical for any servlet (same than query parameters decoding)…

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-SEC-SCT is kindly asked to discuss about the feature proposed in this contribution and eventually update the specification of the Smart Card Web Server.
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