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1 Reason for Change

The Results of the discussions during the last SEC SCT meeting in Paris on the input paper OMA-SCT-2006-0016-G-D-comments-to-TS are summarised in the present document.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed and already discussed changes should be incorporated into the draft TS of the SCWS.
6 Detailed Change Proposal

7.1.1 SCWS usage of BIP

When the SCWS starts, it may open up to 2 BIP channels in “TCP, UICC in server mode” at the same time (1 BIP channel for HTTP if enabled and 1 for HTTPS if enabled). It may also open an additional BIP channel “TCP, UICC in client mode” for administration as defined in chapter XXX.

The following parameters SHALL be used: The HTTP BIP channel shall be opened to listen on TCP port 20080 HTTP and the HTTPS channel shall be opened to listen on TCP port 20443.

As a result the terminal shall listen on the indicated TCP ports and shall inform the SCWS when a client connects to these TCP ports. The terminal shall manage the exchange of data between the SCWS and the connecting application as described in [TS102223].

When an application in the terminal connects to the SCWS and data is exchanged the SCWS MAY open an additional BIP channel on either ports (i.e. 20080 or 20443), in order to allow another application in the terminal to connect to the SCWS on the same TCP port number. This will allow the SCWS to communicate with several terminal applications at the same time, since a BIP channel is used to communicate with only one application at a time.

The SCWS SHALL implemenet HTTP and HTTPS and SHALL be able to communicate over HTTP and HTTPS at the same time. This also implies that the terminal MUST be able to support the opening of at least two BIP channels in server mode (one for HTTP and one for HTTPS), as described in [TS102223]), at the same time. One additional BIP channel in client mode MUST be supported by the terminal at the same time, as described in the administration chapter [12].

8.1 Request-URI

The Request-URI is a Uniform Resource Identifier and identifies the resource upon which to apply the request according to RFC 2616. The URI field SHALL be in absolute form  (e.g. http://127.0.0.1:20080/12A1) according to the rules for SCWS URIs defined in this document.

12.3.1
Lightweight Administration Protocol

The lightweight administration protocol is used for sending short administration commands for setting or changing a small number of configuration parameters for the SCWS. It is suitable for the exchange of a small amount of data between the administration application and the SCWS. For example a “DPS” command (for setting a protection set) may be sent with only one SMS.
The SCWS can be administered via current OTA protocols. The OTA message that contains an administration command is sent over the telecom channel, and is formatted following the [TS 31.115] and [TS 31.116] specification with authentication, integrity protection and sequence numbering (i.e. SMS messages must arrive in the correct order). The data payload of the envelope SMS PP Data Download command MUST be an administration command as described in [12.1]. The TAR of the envelope SMS PP Data Download command must be the TAR of the SCWS card application. 
The SCWS application SHALL respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], to indicate that the message was well received, well formatted and was correctly secured.  
After executing the administration commands the SCWS application shall respond with a “proof of execution”, as a response packet formatted according to [TS 31.116]. The response data shall contain the HTTP response for the sent HTTP administration command. (check if it covers the response with several SMS)
The total size of incoming OTA message that contains administration commands SHALL NOT exceed 1024 bytes. The total size of outgoing OTA message that contains the response to the administration commands SHALL NOT exceed 1024 bytes

The SCWS SHOULD NOT abort a session with a phone HTTP client application upon receiving a new HTTP administration command OTA and SHOULD serve both in parallel.
12.3.2.1 Administration session flow and behaviour using BIP

The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS102223]. For this purpose the smart card SHALL include an administration agent that SHALL connect to the remote administration server by opening a BIP TCP channel in client mode, as defined in [TS102223]. 
The administration agent SHALL perform the following tasks:

1. Open a BIP channel in TCP client mode with the remote administration server

2. Use PSK-TLS over this TCP channel to enable mutual authentication, confidentiality and integrity (using one of the cipher suites that are defined in [OMA-TLS-Profile]). How shared keys are provisioned in both sides is beyond the scope of this specification.

3. After the TLS communication channel is established the card administration agent SHALL send HTTP POST command (as define in [12.3.2.5])  in order to get the first admin command (as define in [12.1]):


4. When receiving the HTTP POST from the card administration agent the remote administration server SHALL send an HTTP response (as define in [12.3.2.6]) which encapsulates an HTTP administration command dedicates to the SCWS itself (as define in [12.1]).

5. When receiving the HTTP response for the above HTTP POST command the card administration agent SHALL forward it to the SCWS

6. The SCWS SHALL consider this channel as authenticated by the card administration agent and SHALL process the delivered administration command by applying the authorisation privileges for this authentication (as defined by the internal security policy set by the smart card issuer).

7. After processing the delivered administration command the SCWS SHALL deliver the HTTP response back to the card administration agent

8. The card administration agent SHALL forward the HTTP response from the SCWS to the remote administration server over the TLS secure channel

9. The remote administration server SHALL send the next administration command to the card administration agent over the TLS secure channel or  send a final response requesting the end of the remote administration session.

10. If the card administration agent receive a final response from the remote administration server, it SHALL close the TLS channel and afterwards close the BIP channel

Appendix X:
Overview of Transport Protocols

	Type
	Usage
	Comments

	High-Speed Interface
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a direct TCP/IP connection on top of the UICC’s High-Speed Interface.

Refer to chapter 7.2.

	High-Speed Interface
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a direct TLS connection on top of the UICC’s High-Speed Interface

Refer to chapter 12.3.2.

	BIP transport protocol type “TCP, UICC in server mode”
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a CAT BIP connection according to TS 102 223.

Refer to chapter 7.1.

	BIP transport protocol type “TCP, UICC in client mode”
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a CAT BIP connection according to TS 102 223

Refer to chapter 12.3.2.2.

	Concatenated SMS
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a SMS channel. Used also to trigger an Full administration session of the SCWS.
Refer to chapter 12.3.1.














NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20060101-I]

