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1 Reason for Change

TS 102 226 specifies a PUSH SMS for opening a BIP channel. Existing mechanisms shall be reused in order to open the BIP channel for administration for the SCWS.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed change should be incorporated into the draft TS of the SCWS.
6 Detailed Change Proposal

12.3.2.3
Remote triggering of an administration session

To start an administration session the administration agent of the SCWS SHALL  be triggered according to TS 102 226 in order to start the administration session. The remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the smart card to tell the administration agent to start an administration session. This secure SMS SHALL contain first the PUSH command for BIP (“Additional command for Push”) according to TS 102 226 which enables an application to open a BIP channel upon a remote entity request and then the PUSH command for SCWS Administration according to the present specification (see below).
The OTA message that triggers an administration session is sent over the telecom channel, and is formatted following the [TS 31.115] and [TS 31.116] specification with authentication, integrity protection and sequence numbering (i.e. SMS messages must arrive in the correct order). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the smart card.
The administration agent will respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], to indicate that the message was well received, well formatted and was correctly secured.

The card administration agent SHALL support the following information in the data payload of the envelope SMS PP Data Download:

· Connection parameters needed for established a connection to the remote administration server ( as defined in [TS102223]).

· URI absolute path in the remote administration server which could contains eventual query parameter.
· Security to be applied on this connexion, for applying PSK-TLS (key set id)
· Retry policy parameter to be applied to this administration session (see description in [12.3.2.4]).
· A file identifier which contains the default parameters values. 
If both a configuration file and a parameter value are specified into the data payload of the envelope SMS PP Data Download, the card administration agent SHALL consider that the parameter value directly embedded in the data payload is preponderant compared to any values specified into the configuration file.
If the needed parameters are not specified into the data payload of the envelope SMS PP Data Download; the card administration must used default parameters value defined by the card.

 A Proposal is required to specify the configuration file format for the card administration agent (it should contains an indirection mechanism to the GSM file system for permit RFM).The format of the SMS data payload may be deduced from the configuration file format.  

Upon the reception of the above triggering command the administration agent SHALL start the administration session as described in [12.3.2.1].
PUSH command for BIP
Coding

According to TS 102 226.
The parameter P2 of the PUSH command SHALL be set to

'01': Request for BIP channel opening
Command Data
According to TS 102 226.

The Command Data for BIP channel opening may contain any COMPREHENSION‑TLV data objects as defined for OPEN CHANNEL related to packet data service bearer in TS 102 223.
PUSH command for SCWS Administration
	Code
	Value

	CLA
	'D0'


	INS
	'EC'

	P1
	'00'

	P2
	'00'

	Lc
	Length of subsequent data field

	Data
	Described below


Command data:
	Description
	M/O/C
	Length

	File list
	C
	A

	URL
	C
	B

	Security Settings
	C
	C

	Retry Policy
	C
	D


Either the
· File list TLV SHALL be provided or the
· URL and Security Settings and Retry Policy TLVs
File list TLV
Coding according to TS 102 223.

The given file path identifies the file containing the default connection parameters for SCWS administration.

URL TLV

Coding according to TS 102 223.

The URL identifies the resource in the administration server.

Security Settings TLV

Coding:

	Length
	Value
	Description
	M/O

	1
	'01'
	Security Settings Tag
	M

	1
	‘01’
	Length
	M

	1
	Data
	Key identifier of the PSK-TLS key to be used for securing the connection
	M


Retry Policy TLV

Coding:

	Length
	Value
	Description
	M/O

	1
	'02'
	Security Settings Tag
	M

	1
	‘03’
	Length
	M

	1
	Data
	Total number of retries (End condition (e.g. number of retries) to be used to avoid network congestion by stale or inconsistent remote administration request). The implementation shall be counter based.
	M

	1
	Data
	Number of retries for the case of temporary errors (e.g. network congestion). The implementation may be time or event based.
	M

	1
	Data
	Number of retries for the case of permanent errors (e.g. IP address not found). The implementation may be time or counter based.
	M


Response parameters/data:

If the connection request to the administration server was successful (general result < '10'), the status word of the PUSH command shall be set to '90 00'.

If the connection request to the administration server fails (general result ( '10'), the status word of the PUSH command shall be set to '6F 00' and the Result TLV of the TERMINAL RESPONSE shall be used as response data in the additional response data if supported.













�According to ISO/IEC 7816-4 the CLA byte range from ‘D0’ to ‘FE’ has the meaning “Proprietary structure and coding of command and response”. Therefore there’s no conflict with existing specifications. OMA SEC SCT can specify a proprietary PUSH command for SCWS Administration.
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