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13.1.5 Special admin commands that are used within a POST request

Special Admin-Commands are transported within the message-body of POST-requests. The SCWS must be able to process an admin-body with a length of at least 1024 Bytes. If more than 1024 bytes are needed for administration, the Admin Server in the network should transport the admin commands within several POST requests. The admin commands are handled by the admin server application, to which only authorized principals can have access (as provisioned by the card issuer).

The commands always start with a command attribute (i.e. cmd=commandName) followed by one or several attribute value pairs as parameters. These command pairs are formatted according to the W3C recommendation [HTML 4.0.1]. This means that the attribute name is separated from the attribute value by `=' and attribute name/value pairs are separated from each other by `&'. All unsafe characters in names and values are escaped: Space characters in names and values are replaced by `+', and then reserved characters are escaped as described in [RFC 3986]. Non-alphanumeric characters are replaced by `%HH', a percent sign and two hexadecimal digits representing the ASCII code of the character. All attributes names and values are case sensitive.

If a parameter name in a command is not known or if a parameter name has a wrong parameter value the command MUST be aborted. To recognize constants they are written with quotes in this specification, but in the commands themselves they appear without quotes. For example “on” refers to the string “on” but in the command invocation it appears without the quotes:  http=on. 

Example:

cmd=set&http=on  cmd=dps&psname=ps1&user=James&pwd=XYZ675
 In this example two commands are sent. The name of the first command name is “set” with the attribute value pair “http=on”. The name of the second command is “dps” with three attribute-value pairs.
Some parameter/value pairs are mandatory in an admin command, others are optional (as indicated in the tables).
13.1.5.1 Configure the SCWS

This command allows the administrator to set parameters in the SCWS. Command name is: set

	Parameter name
	Value
	mandatory/optinoal

	http
	“on” – turn the HTTP server operational mode on

“off” – turn the HTTP server operational mode off
	o

	https
	“on” – turn the HTTPS server operational mode on

“off” – turn the HTTPS server operational mode off
	o


Operational mode is distinguished from administration mode. The communication with remote administration application is always enabled and is done on an authenticated secure channel.

· If HTTP or HTTPS is set to Off the SCWS SHALL abort current communication and stop listening on the relevant TCP port

· If HTTP or HTTPS is set to On the SCWS SHALL start listening on the relevant TCP port. 

Example:
cmd=set https=off http=on
13.1.5.2 Define a protection set for basic or digest authentication

This command is used to define or change a protection set for basic or digest authentication. A protection set is a pair of user name and password.

Command name is: dps

	Parameter name
	Value
	mandatory/optional

	psname
	A unique name that identifies this protection set
	m

	user
	Name of the user
	m

	pwd
	Password.
	m


Only one user and password can be set in one DPS command. An example is:

cmd=dps&psname=ps1&user=James&pwd=XYZ675
Note that no admin command is specified in this version of the specification to remove an existing protection set.

13.1.5.3 Define a resource publishing set
Pages can be protected with HTTPS, or with basic or digest authentication or with both. This command is used to protect a subtree with an existing protection set and/or with HTTPS or change the current protection for a subtree. This means that access to this sub-tree is granted only if authentication succeeded and/or if the correct protocol is being used.

Command name is: pr

	Parameter name
	Value
	mand/optional

	uri
	The URI that indicates the sub-tree to protect
	m

	protocol
	“http” – HTTP protocol   (Default if not set)
“https” – HTTPS protocol
	o

	psname
	Name of a protection set if basic or digest authentication is being used
	o

	auth
	“basic” – use Basic authentication to authenticate the connecting principal   
“digest” – use Digest authentication to authenticate the connecting principal   (Default if web server supports digest authentication)
	o

	
	
	


A resource shall not be accessible for an HTTP application until a corresponding resource publishing set is defined.
??? Shall we mandate that the SCWS supports Digest Authentication? If not we must define an error code...
Examples:


1. cmd=pr&uri=/mypages&protocol=http&auth=basic&psname=userPrivatePages

2. cmd=pr&uri=/secureArea&protocol=https

3. cmd=pr&uri=/MoreSecurePages&protocol=https&auth=basic&psname=userPrivatePages
4. cmd=pr&uri=/faq
5. cmd=pr&uri=/secureArea&psname=up1
The first example defines (or changes) a resource publishing set for resources in the subtree /mypages. The protocol to be used is HTTP and basic authentication with the protection set “userPrivatePages” must be used. 
The second example defines (or changes) a resource publishing set using HTTPS with server authentication (no client authentication). 
The third example defines (or changes) a resource publishing set using HTTPS with mutual authentication.
The fourth example defines (or changes) a resource publishing set for the subtree /faq. The protocol to be used is HTTP (default) and no authentication schema is used.
The fifth example sets or changes a resource publishing set for the resource /secureArea. The protocol HTTP is used and an authentication schema based on the protection set “up1” must be used. It the card supports digest authentication, this must be used, otherwise basic authentication is sufficient.
