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1 Reason for Change

This CR proposes an update of the “BIP port numbers” section of the SCWS TS document. This is due to the fact that the reservation of port numbers for the SCWS with IANA is not needed from IANA point of view since there is only a local communication between the SCWS and the terminal.

2 Impact on Backward Compatibility

Shouldn’t have any backward compatibility since this is the first version of the SCWS enabler.

3 Impact on Other Specifications

None identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to introduce the changes in a new version of the SCWS RD document.

6 Detailed Change Proposal

7.1.1 Port Numbers

The BIP gateway SHALL listen on two dedicated ports for incoming requests from HTTP applications in the terminal: one for HTTP requests and one for HTTP over TLS requests.  

HTTP and HTTP over TLS already have default TCP port numbers reserved (80 and 443) it must remain possible for the hosting device to run its own HTTP services using these ports. 


For the SCWS, HTTP SHALL be addressed using the TCP port number 3516, which is already reserved by IANA as “smartcard-TCP”.
The SCWS SHALL open another BIP channel for HTTPS. It SHOULD open this BIP channel on port 20443 but if the terminal already uses this port the SCWS SHALL open the BIP channel on another port number (choose another port number until it succeeds). 

When a terminal HTTP application (e.g. browser) accesses a resource in the SCWS over HTTP the SCWS may redirect the request to a URL that uses the TCP port number used by the BIP channel for HTTPS. The SCWS SHALL redirect the request if the demanded resource must be accessed over HTTPS. For example the browser access a resource that is identified by the URL http://127.0.0.1:3516/info.htm but the SCWS responds with the 302 HTTP status code and a "location response header" specifying the new URL to use (e.g. https://127.0.0.1:20443/info.htm). This will redirect the request to the BIP channel for HTTPS.
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