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1 Reason for Change

This contribution is related to an action point from the telco on 12 Jun 2006. 

The purpose of this document is to define a new resource in the SCWS, which contains a phrase that must be displayed to the user whenever an authorisation token for the SCWS access is requested. This phrase is displayed to make a phishing attack more difficult (see proposed counter methods in doc OMA-SCT-2006-0064-SCWS-security-threats). 

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal

10. User or principal authentication to the SCWS

If the SCWS requires an access condition which has not been fulfilled it shall provide means to enable this security conditions (e.g. it may perform a request to the user, or principal to enter a user name and password). 

The authentication is performed between the client application and the SCWS and MAY use standard HTTP authorization exchange specified in IETF [RFC 2617]. The SCWS MUST support Basic authentication and MAY support Digest authentication as defined in IETF [RFC 2617].

To make phishing attacks more difficult the SCWS may display a string/phrase to the user or principal whenever an authorisation token (e.g. PIN or password) is requested.  In case when both a HTTPS connection is used  and the resource /config/auth_display_phrase is present on the SCWS than the content of this resource MUST be displayed within the page which is requesting the authorisation token from the user or principal.
An application that is invoked by the SCWS can also implement its own authentication scheme. This authentication may be based on user name and password or other means. As an example the invoked card application can display a form that asks for a user name and password and then captures the entered data.

6 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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