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1 Reason for Change

As asked during Beijing meetings this CR is the result of the split of the CR “OMA-SCT-2006-0096R01-CR_Complete_AdministrationCommands_And_Audit.doc” into an audit part (moved in CR 0101) and administration commands part (remains this initial CR 0096).
The purpose of this change request is to:

· Fix a specification error in actual TS: realm name is related to user login but the basic authentication could not choose an “hello” phrase dedicated to an user (because when realm name is prompt the user is not yet knows)

· Fix an inconsistency the actual TS which permit in “pr” to choose a different level of authentication depending of the user login (basic or digest)
. The authentication mechanism choice is related to the data to protect (so the URL path) not to the user login.

· Propose separated user management 
commands for avoid complex “pr” command with ordered and variable count of parameters.

· Propose to restrict resource protection set access to “admin” protocol. This should be used for protect internal configuration resources (for example admin server settings) or for hide some pre-issued resources waiting to be published.

· Define a way for the remote administration to Delete any user or protection resource set previously created.

So this CR proposal is a major change, a fix bug and a new functionality. All these change group in one “big” CR because all these features are related and needs do be homogenous and coherent.

The main modifications of existing features are:

· Remove define protection set “dps” commands and replace it by a simple command “dusr” which only define/update a user/password.

· In “pr” commands:

· Finally (in CR3) choice have been taken to change wording “resource publishing set” renamed in “resource protection set”. so the command is rename “dps” but remains closer to the old “pr”.

· Add a psid for reference resource protection set

· Add a protocol value: “admin” for enable the protection of administration exclusive resources.

· Add realm name (it’s the same for all the users) and supported auth (it the same for all the users). Precise that if auth=basic is set for a realm then digest is also supported.

· Remove the possibility to add several “psname”, now a separate command add user must be used for each attach each user to a resource protection set.

· Create a simple command “addusr” to add a user in a resource protection set.

· Add a command “pr” (CR04) extract from CR “OMA-SCT-2006-0103R01-CR_Admin_Commands.doc”:

·  Protect an uri with the given protection set. (this indirection permit to reuse the same protection set on several URI) 
· Remove the current protection set on an URI.
Note: The only way to set a dedicated “realm name” as a protection against fishing is to have a dedicated URI sub-tree with a resource protection set with only this user.

The deletion part of this proposal is to add the following administrative POST commands:

· “delps” command which deletes a resource protection set in the server. This is the reverse operation of “dps”.
· “delusr” command which deletes a user in the server and removing it from every protection set which reference him. This is the reverse operation of “dusr”.
· “rmvusr” removes a user from a resource protection realm. This is the reverse operation of “addusr”.
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  Change in section 13.1.5
13.1.5.1 Configure the SCWS

This command allows the administrator to set parameters in the SCWS. Command name is: set

	Parameter name
	Value
	mandatory/
optional

	http
	“on” – turn the HTTP server operational mode on

“off” – turn the HTTP server operational mode off
	o

	https
	“on” – turn the HTTPS server operational mode on

“off” – turn the HTTPS server operational mode off
	o


Operational mode is distinguished from administration mode. The communication with remote administration application is always enabled and is done on an authenticated secure channel as described in [Error! Reference source not found.].

· If HTTP or HTTPS is set to Off, the SCWS SHALL abort current communication and stop listening on the relevant TCP port

· If HTTP or HTTPS is set to On the SCWS SHALL start listening on the relevant TCP port. 

The following error codes can be used (see Error! Reference source not found.):

· 0002 wrong parameter

· 0003 wrong value

· 0005 missing parameter or value

Example:
cmd=set&https=off&http=on
13.1.5.2 
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13.1.5.3 Define a resource protection set

This command is used to define or update a set of security parameter to fulfil for an access to protected resources. A URI sub-tree can be linked to a protection set (see”pr” command). The protection set, to which a URI is linked, defines how to access this URI (or sub-tree).
Pages can be protected with HTTPS, or with basic or digest authentication or with both. The protocol parameter defines whether https is needed or whether http is sufficient. If a realm is defined, the user must be authenticated by basic or digest authentication. All users added to this “psid” are allowed to access the URI, correct authentication with name and password assumed.

Command name is: dps
	Parameter name
	Value

	mandatory/
optional

	psid

	Protection Set Identifier
	m

	
	
	

	protocol
	“http” – HTTP protocol 

“https” – HTTPS protocol
“admin” – Remote Administration Protocol
	m

	realm
	The realm-name as defined in [RFC2617]
	o

	auth
	“basic” – Require Basic or digest (if supported by the SCWS) authentication to authenticate the connecting principal 

“digest” – Require Digest authentication to authenticate the connecting principal
	conditional: must be used if the parameter realm is present


The protocol value “admin” specify that only the remote administration server (or the SCWS itself) could access this protection set. It should be used to protect internal configuration resources (for example admin server settings specified in Error! Reference source not found.) or to hide some pre-issued resources waiting to be published.

If a protection set already exists with the given “psid” the SCWS SHALL update it. If the updated protection set no longer includes a realm parameter all users previously added to this protection set SHALL be automatically removed from the protection but not deleted from the SCWS (see 13.1.5.8). .


If a protection set with auth=digest is defined but the SCWS does not implement Digest Authentication, the returned error code shall be 
“wrong value: auth=digest”.

The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· 
· “0003 wrong value”

·  “0005 missing parameter or value”

Examples:

	1. cmd=dps&psid=ps1&protocol=http&realm=Your%20pages&auth=basic

2. cmd=dps&psid=ps2&protocol=https

3. cmd=dps&psid=ps3&protocol=https&realm=Your%20secured%20pages&auth=digest
4. cmd=dps&psid=ps4&protocol=admin


The first example defines (or changes) a  protection set internally named “ps1” using HTTP with basic (or digest) user authentication. The realm name used to prompt the user will be “Your pages”.
1. 
2. 
3. 

The second example defines (or changes) a protection set internally named “ps2” using HTTPS with server authentication (no user authentication).
 The third example defines (or changes) a protection set internally named “ps3” using HTTPS with user digest authentication. The realm name used for prompt the user will be “Your secured pages”.
The forth example defines (or changes) a protection set internally named “ps4” only accessible by SCWS remote administration server under authenticated administration protocol or internally by the SCWS itself.
Note:

A resource protection set which uses a realm with authentication and which has no authorized user registered (see 13.1.5.7) will always refuse access to its content.

13.1.5.4 Protect a URI sub-tree with a protection set
This command is used to protect a URI or sub-tree with a protection set. This means that access to this sub-tree is granted only if authentication succeeded according to the parameters in the given protection set. A URI sub-tree can be linked to at most one protection set. If a resource URI doesn’t match with any protected URI sub-tree, no access restrictions apply. In this case it defaults to http and no authentication.

Command name is: pr

	Parameter name
	Value

	mandatory/
optional

	uri
	The URI that indicates the sub-tree to protect
	m

	psid
	ID of a protection set 
	o


The SCWS MUST support that this command can be sent even before the resource (referenced by URI) is uploaded to the SCWS. 
Using URI sub-tree defined kind of “inheritance” rules for protected resource:
· A resource is always protected by the protection set associated to the closest matching URI (up the path).

· If no matching protection set is found then the resource MUST be granted free access ( http with no authentication)
If somewhere within the defined sub-tree, there exists already another resource linked to another protection set (subtree with a longer “uri” ), this resource MUST remain linked to its protection set, else it MUST be linked to the new one (See example 1 and 2).
If an URI  is already linked to a protection set, then this operation is an update. In this case all the resources protected by the previous protection set in the sub-tree MUST be linked to the new protection set. (See example 3)

If the parameter "psid” is not present and the “uri” sub-tree was previously linked to a protection set, this operation is a removal operation. The previous link MUST be removed from the protected resources but the protection set of the closest matching URI (up the path) MUST be used instead, (See example 4). If no matching protection set is found then the resource MUST be granted free access.

Note: “uri” parameter matching evaluation doesn’t need to be a “directory” part of resource “abs_path” (e.g. ending by “/”). So for example “uri=/i” will effectively protect the resources “/index.html” and “/images/banner.gif”. However for obvious clearness reasons, protected resources should be grouped into “directory like structure” (e.g. URI sub-tree ending by “/”).
The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0004 referenced data not found” (e.g. psid is not defined)

· “0005 missing parameter or value”

Examples:


Let assumed that we have the protection set “ps1”, “ps2” and “ps3” as defined in the previous chapter (see 13.1.5.2) and the following resources present in the SCWS
	/index.html => free access
/bank/bank.html => free access
/bank/secret/private.html => free access


1°) After command “cmd=pr&uri=/ba&psid=ps2” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access (ps2)


2°) Then after command  2 “cmd=pr&uri=/bank/secret/&psid=ps3” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access for digest authenticated user of “ps3”


3°) Then after command “cmd=pr&uri=/ba&psid=ps1” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for basic authenticated user of “ps1”
/bank/secret/private.html => https access for digest authenticated user of “ps3”


4°) Then after command “cmd=pr&uri=/bank/secret/” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for user of “ps1” granted by basic
/bank/secret/private.html => => http access for basic authenticated user of “ps1”


13.1.5.5 Delete a resource protection set

This command deletes a resource protection set in the server.

Command name is: delps
	Parameter name
	Value

	mandatory/
optional

	psid
	Protection Set Identifier
	M


When a resource protection set is deleted, all resources previously protected by this protection set SHALL inherits the protection set from the upper URI sub-tree, if no matching protection set is found then the resource SHALL be granted a free access (http access with no authentication). This behaviour is the same as described in the removal operation (no “psid”) of the command “pr” (see 13.1.5.3).
This command SHALL NOT delete the users associated to this resource protection set. A separate command is be used to delet an user. (see 13.1.5.6).
The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. protection id is not defined)

·  “0005 missing parameter or value”.
Example:

	If we have:

· A protection set “ps_a” to protect the uri prefix “/a” with basic authentication access by user “u1”

· A protection set “ps_b” to protect the uri prefix “/a/b” with basic authentication access by user “u1” and “u2”

· A resource “/a/b/index.html” (so under “ps_b” control)

If the following command is used:
“cmd=delps&psid=ps_b”
Then the resource “/a/b/index.html” is now protected by “ps_a”. By side effect the user “u2” can no longer access  “/a/b/index.html” but it is still defined on the SCWS and ready to be added to any  protection set.



13.1.5.6 Define user

This command defines a new user in the SCWS. This user definition is unique in the whole server, and could be used in several realms of different protection sets (see 13.1.5.7). A user is a pair of login and password, it is used to support basic and digest authentication as specified by [RFC2617].
Command name is: dusr

	Parameter name
	Value

	mandatory/
optional

	user
	User’s login name
	m

	pwd
	User’s password
	m


If the specified user already exists the SCWS SHALL update it with it new password value. In this case all existing associations to protection sets remain unchanged.
The SCWS MUST support that this command can be sent even before any resource protection set is defined on the card.

The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

·  “0005 missing parameter or value”
Example:

	cmd=dusr&user=James&pwd=XYZ675


13.1.5.7 Delete user

This command deletes a user in the server and removes it from every protection set which reference him.

Command name is: delusr

	Parameter name
	Value

	mandatory/
optional

	user
	User’s login name
	m


This command SHALL automatically removed the user from every protection set which reference it and delete it.

The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. user is not defined)

·  “0005 missing parameter or value”
Example:

	cmd=delusr&user=James


13.1.5.8 Add user

This command adds a user in a resource protection realm.

Command name is: addusr

	Parameter name
	Value

	mandatory/
optional

	user
	User’s login name
	m

	psid
	Protection Set Identifier
	m


If the given resource protection set doesn’t define a realm name with it associated authentication algorithms, the SCWS SHALL return an error code “wrong value: psid =xxxx”.

The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. psid or user is not defined)

·  “0005 missing parameter or value”
Example:

	cmd=addusr&user=James&psid=ps3


13.1.5.9 Remove user
This command removes an user from a resource protection realm.

Command name is: rmvusr

	Parameter name
	Value

	mandatory/
optional

	user
	User’s login name
	m

	psid
	Protection Set Identifier
	m


This command SHALL NOT delete the user even if it no more referenced by any protection set.

The following error codes can be used (see Error! Reference source not found.):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. psid or user is not associated to this psid)

·  “0005 missing parameter or value”
Example:

	cmd=rmusr&user=James&psid=ps3


6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.










�


The problem with the current implementation is that multiple users are already possible (multiple psname+auth in "pr" cmd) but seems not totally consistent:


 


If we have performed the following security configuration:


cmd=dps&psname=johnRealm&user=john&pwd=1234&realm=your%20dog%20name%20is%20woolfie


cmd=dps&psname=marieRealm&user=marie&pwd=4321&realm=your%20cat%20name%20is%20leon


cmd=pr&uri=/mypages/index.html&protocol=http&psname=johnRealm&auth=basic&psname=marieRealm&auth=basic


 


We have one protected URI prefix: /mypages/index.html which support two user "john" and "marie" with different anti-pishing phrase (realm name).





�


For example:


cmd=pr&uri=/mypages/index.html&protocol=http&psname=johnRealm&auth=basic&psname=marieRealm&auth=digest





Here the “john” have a lower security level than “marie”.


� Split the functionality in several simple commands smooth evolution of this standard (for example add a “role” feature with group user rights is very simple by adding new commands or new parameters)


� As for the audit commands we could choice to set the deletion commands as optional. But from the Gemalto point of view if deletion is not present OTA management will be reduce to very static use-cases.


�If preferred “uri” could be used for identify publishing set instead of “psid”. But generally URI relatively long and could contains a lot of escaped characters (like space) so “psid” is more compact choice.


�


Beware I have removed “or before the protection set is defined”. Support this kind o commands leads to useless storage inside the card.
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