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1 Reason for Change

As asked during Beijing meetings this CR is the result of the split of the CR “OMA-SCT-2006-0096R01-CR_Complete_AdministrationCommands_And_Audit.doc” into a command part (remains in initial CR 0096) and in an audit part (moved in this CR 0101).

This CR will be proposed as a Normative Annex of the SCWS technical specification. These features may be optional because it’s possible for the remote server to mirror the exact content of each SCWS instance, so the card side implementation could be reduced in proportion. However we insist on the fact that even in this case, the audit capability is a real added value feature because it permits resynchronisation between the remote administration server and SCWS in case of unhandled error during an administration session. Moreover in case of multiple and separated remote administration server, commands like memory audit are mandated for a consistent solution. This is why we already propose to define an interoperable way to audit the SCWS (even if optional).

The content audit principle is to implements some HTTP GET method on the SCWS administrative URL with specific query parameters. Here we propose GET instead of classical administrative POST because actual POST methods have a specific output format for handle multiple administrative commands.

We intend to support the following audit features:

· Audit of static pages.

· Available memory for static pages

· Audit of data defined in resource protection set.

· Audit of registered dynamic content provider smart card application.

Also these commands will return in their response in an xml format for permit an automated treatment by the remote administration server.

2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  Add normative reference in Section 2.1:

	[XML 1.0]
	Extensible Markup Language (XML) 1.0 (Third Edition), URL:
http://www.w3.org/TR/2004/REC-xml-20040204/

	[XML Media Type]
	XML Media Types, URL:
http://www.rfc-editor.org/rfc/rfc3023.txt


Change 2:  Add a new annex at the end of the TS document
Annex G:  SCWS content audit - Normative

To Editor: Actually the header style from annexes is not consistent between appendix A,B,C, and E,F. Here we keep the same style than E,F. Please feel free to updates the styles conforming the one that you decide to keep. 

A.1 Generalities

The SCWS MAY provide administrative commands for permit to the remote administration server to audit it content. This audit capability is useful in order to have multiple separated administration server, to offer a way of re-synchronisation between the remote server and the SCWS, and do diagnosis of the state of the SCWS in case off unexpected card behaviour. A SCWS that implements a SCWS content audit SHALL adhere to the specification in this annex.
Audit commands SHALL NOT be accessible by non authorized entity. 

Audit commands SHALL be “safe” and “idempotent” meanings shall not take an action other than retrieval (see [HTTP/1.1])
A.1.1 Content audit request format

All the specifics SCWS content audit commands MUST be done with HTTP GET with:

· The abs_path part the URL MUST be “/SCWS/admin” (same URL than define in section Error! Reference source not found.)

· The First Query parameter MUST always be “cmd” with a value defined in this annex for selecting a specific audit command.

· All query parameters SHALL be case sensitive

· No message-body may be present.

Example:

	
GET /SCWS/admin?cmd=dir&uri=/HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


A.1.2 Content audit response format

All the specifics SCWS content audit commands MUST be done with HTTP response with:

· The content type SHALL be “text/xml” (see [XML Media Type]).

· 
· A message-body MUST be present. 
· The message-body MUST be a well-formed XML validating the DTD (see [XML 1.0]) corresponding to the audit command specified by the “cmd” query parameter of the incoming request. 
· Specific errors may be coded by using the error HTTP status code 403 Forbidden.
A.2 Static pages audit

A.2.1 Static pages list

A.2.1.1 Description

This command retrieves a list of all file names and directory names under the given directory abs_path URI. 

This command is not recursive. Iteration on sub directories could be done for a complete exploration. 

By directory and file we mean segments of a static resource abs_path as define here:

	static-resource-abs_path = “/”*( directory “/”) filename
 dir-sep = “/”
 directory = <any OCTET except “/” >
 filename = <any OCTET except “/” >


Note:

This directory and file description is a virtual namespace interpretation of static resources URI (fixes no constraint about the real SCWS static pages implementation of a file system).

A.2.1.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	dir
	Select the dir command

	uri
	YES
	[absolute_path]
	directory URI


A.2.1.3 Response message

The command returns XML content with:

· Selected directory URI (tag <u>)

· Set of directory name (tag <d>) found directly under the selected directory.

· Set of file name (tag <f>) found directly under the selected directory.

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (u,d*,f*) >
<!-- Current URI -->
<!ELEMENT u (#PCDATA) > 
<!-- Sub-directory name -->
<!ELEMENT d (#PCDATA) > 
<!-- Sub-file name -->
<!ELEMENT f(#PCDATA) > 


HTTP error status code 403 (Forbidden) SHALL be return, if:

· the given “uri” is incorrect (null or empty)
· the given “uri” doesn’t exist
A.2.1.4 Example [Informative]

The following request performed on a SCWS which contains the following static resources:

· /meteo/index.html

· /meteo/weather.html

· /meteo/images/sunny.gif

· /meteo/images/cloudy.gif

	
GET /SCWS/admin?cmd=dir&uri=/meteo HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<u>/meteo</u>
<d>images</d>
<f>index.html</f>
<f>weather.html</f>
</r>


A.2.2 Static page properties

There is no need for a specific command to audit static page properties like size because the HTTP Head request will return all useful entity/general HTTP headers concerning this resource.

A.2.3 Memory

A.2.3.1 Description

This command retrieves the used server memory and the available server memory for storing static pages with PUT command. 

Note: Depending of internal implementation (memory allocation granularity, storage of headers and system information), it may not be possible to exactly compute the amount of free memory. So there is no success guaranty when trying to put a resource with a size close to free memory size.

A.2.3.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	mem
	Select the mem command


A.2.3.3 Response message

The command returns XML content with:

· Integer value of the amount in byte of free memory available for SCWS static pages (tag <a>).

· Integer value of the amount of memory that is used by the SCWS for static pages (tag <u>).

The XML must validate the following DTD:
	<!--Root -->
<!ELEMENT r (a,u) >
<!--Integer value of the remaining available memory for SCWS in bytes-->
<!ELEMENT a (#PCDATA) > 
<!--Integer value of the memory used by the SCWS in bytes -->
<!ELEMENT u (#PCDATA) > 


A.2.3.4 Example [Informative]

The following request performed on a SCWS with 1KB used on a total memory of 8KB (so 7KB free memory):

	
GET /SCWS/admin?cmd=mem HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<a>7168</a>
<u>1024</u>
</r>


A.3 Protection set audit

A.3.1 User's list
A.3.1.1 Description

This command gets all users created in the server.

A.3.1.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lusr
	Select the command list user


A.3.1.3 Response message

The command returns XML content with:

· Set of user login (tag <l>).

The XML must validate the following DTD: 
	<!-- Root -->
<!ELEMENT r (l)* >
<!-- User login Name -->
<!ELEMENT l (#PCDATA) >


A.3.1.4 Example [Informative]

The following request performed on a SCWS with 3 users with the following logins “James”, “Mary” and “John”:

	
GET /SCWS/admin?cmd=lusr HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<l>James</l>
<l>Mary</l>
<l>John</l>
</r>


A.3.2 Resource Protection Set's list

A.3.2.1 Description

This command gets all resource protection set created in the server.

A.3.2.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lps
	Select the command


A.3.2.3 Response message

The command returns XML content with:

· Set of resource protection set id(tag <i>).

The XML must validate the following DTD: 


	<!-- Root -->
<!ELEMENT r (i)* >
<!-- resource protection set id -->
<!ELEMENT i (#PCDATA) >


A.3.2.4 Example [Informative]

The following request performed on a SCWS with 3 resource protection set with the following id  “mypages”, “securearea” and “msecurepgs”:

	
GET /SCWS/admin?cmd=lps HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<i>ps1</i>
<i>ps2</i>
<i>ps3</i>
</r>


A.3.3 Resource Protection Set

A.3.3.1 Description

This command gets Resource Protection Set information.

A.3.3.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	ps
	Select the command

	psid
	YES
	[ps_identifier]
	Protection set identifier


A.3.3.3 Response message

The command returns XML content with:

· Protection set identifier (tag <i>)

· 
· Authorized protocol under this protection set (tag <p>)

· The Realm name (tag <n>)

· Authentication type (tag <t>)

· Set of registered user login (tag <l>).

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (i,u,p,(n,t,l*)?) >
<!-- Protection set identifier -->
<!ELEMENT i (#PCDATA) > 
 
<!-- Protocol used by the realm : 'http', 'https' or 'admin' -->
<!ELEMENT p (#PCDATA) > 
<!-- Realm name -->
<!ELEMENT n (#PCDATA) >
<!-- Authentification type: 'basic' or 'digest' -->
<!ELEMENT t (#PCDATA) > 
<!-- User login -->
<!ELEMENT l (#PCDATA) >


HTTP error status code 403 (Forbidden) SHALL be return, if:

· the psid is incorrect (null or empty)

· the psid doesn’t exist
A.3.3.4 Example [Informative]

The following request performed on a SCWS with a protection set “mypages” (defined as the first example find in section Error! Reference source not found.) and with two authorized users named “James” and “Mary”:

	
GET /SCWS/admin?cmd=ps&psid=ps3 HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<i>ps3</i>
<p>https</p>
<n>Your%20secured%20pages</n>
<t>digest</t>
<l>James</l>
<l>Mary</l>
</r>


A.3.4 Protected URI sub-tree list

A.3.4.1 Description

This command gets all URI sub-tree linked to a protection set (see pr “command”).

A.3.4.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lpr
	Select the command


A.3.4.3 Response message

The command returns XML content with:

· Set of uri sub tree protection set definition (tag <p>) with

· The given protected URI sub-tree prefix (tag <u>).

· The associated protection set id (tag <i>).

The XML must validate the following DTD: 


	<!-- Root -->
<!ELEMENT r (s*) >
<!— protected sub tree definition-->
<!ELEMENT p (i,u) >
<!-- Protection set identifier -->
<!ELEMENT i (#PCDATA) > 
<!-- sub-tree uri -->
<!ELEMENT u (#PCDATA) >


A.3.4.4 Example [Informative]

The following request performed on a SCWS with 3 resource protection set with the following id  “mypages”, “securearea” and “msecurepgs”:

	
GET /SCWS/admin?cmd=lpr HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<p><i>ps1</i><u>/mypages/</u></p>
<p><i>ps2</i><u>/bank/</u></p>
<p><i>ps3</i><u>/bank/secret/</u></p>
</r>


A.4 Registered dynamic content application audit

A.4.1 Registered Dynamic content application list

A.4.1.1 Description

This command retrieves the list of applications that are registered to the SCWS. 

A.4.1.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	ldca
	Select the command


A.4.1.3 Response message

The command returns XML content with:

· A list of applications that are registered to the SCWS (tag <s>):

· With its URI triggering conditions (generally a prefix URI or a pattern) (tag <u>).

· And an external Identifier (tag <a>).

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (s*) >
<!-- application definition -->
<!ELEMENT s (u,a) >
<!-- application URI triggering condition-->
<!ELEMENT u(#PCDATA) > 
<!-- application ID -->
<!ELEMENT a(#PCDATA) > 


Notes: 

· 
· This audit return only registered applications (i.e. actively listening on a URI prefix). At a giving time, some Dynamic Content Providing Application could exist on the card and be inactive.

6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.













�Like dynamic content application is not yet defined by ETSI, it’s perhaps too early for this proposal. It could be postponed without damaging the other audit commands....
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