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1 Reason for Change

The purpose of this CR is to allow applications providing dynamic content to be triggered on each request in a given URL sub-path (as permit by java Servlet® technology) and to specify how manage the priority between applications and static resources hosted by the SCWS.
It also specifies that an application may not give a response. In this case the request is forwarded to the next application or finally to a static resource.
The two main use-cases are:
· Reuse of the same Servlet® on several paths (kind of file system virtualisation)

· Intercept requests to static files to count accesses (e.g. to track user usage of its portal).
Note:

A security policy shall be applied during the registration of the application URL in order to avoid un-trusted applications to intercept request dedicated to other applications. This is out of scope of this specification (dynamic content providing application registration is managed by ETSI SCP).

This CR also propose to use the same URI sub-tree definition syntax for protect resources.
The Audit part of the TS need also to be updated for reflect application features.
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  in Section 6 Support for dynamic content
6. Support for dynamic content

Applications in the smart card, that are registered to the SCWS and are identified by an application identifier, can be triggered by the SCWS.. It SHALL be possible to invoke a smart card application to the SCWS by using a path defined by the card issuer. Parameters for the application can be passed in the URL or in the request body. It SHALL be possible to apply any syntax in the data part of the URL as long as it conforms to the URI specification [RFC 3986]. For example, the parameters in the URL start with the ‘?’ character and are being formatted as a series of name=value pairs, separated by the ‘&’ character.
The following specification defined 2 types of applications: interception applications and content providing applications.
6.2 Security processing 

Prior searching for application as described in section 6.2.1 and 6.3.1 the SCWS SHALL verify the security constraint fixed by protection set (see section 13.1.5.3) and take the adequate procedure if they are not fulfilled (e.g. send error or request authentication). By the way, applications are insure that the SCWS security policy have been applied prior there invocation but they are still able to manage their own security policy in a proprietary way (like form based authentication).

6.3 Interception application

An application can be registered as an interception application in order to intercept requests, e.g. for capturing request information (logging application). Interception applications are passive application which never reply to the request and rely on other part of the SCWS for the request processing (Content providing application or static resources).

6.3.5 Triggering

Upon receipt of a client request, after security processing, the SCWS SHALL determine if any interception application is available to capture the request. The following URL path mapping rules are used:
· The SCWS tries to find all interception applications that are mapped to the exact request URL “abs_path”. 
· The SCWS recursively tries to find all applications that are mapped to the path-prefix. This is done by stepping along the path tree a directory at a time, using the ’/’ character as a path separator.
The SCWS SHALL apply this search until no more interception applications fulfill the triggering condition for the incoming request. Then the SCWS SHALL continue the procedure as explain in section 6.3.1.

The SCWS SHALL use case-sensitive string comparisons for matching.

The invocation order of interception application should not be significant and is leave free to the implementer choice.

Interception application which intent to capture a large number of request (e.g. mapped on “/*”) SHOULD be designed to have a minimal performance impact on the SCWS.
Please refers to the section 13.1.5.9 on how to map requests to an application.
6.3.6 Processing

When invoked, an interception application should have access to the following data:

· Request URI

· HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
· Method (e.g. GET, POST)
· Headers fields (e.g. request headers fields, general headers fields etc.)

And it should not be permitted to access to:

· Request Message body
And it should not be able to set the response:
· Status-code

· Headers

· Message body
6.4 Content providing application

An application can be registered as a content providing application in order to perform a specific task and dynamically response to incoming requests. Provide content is the default behaviour for an application registered to the SCWS.
6.4.7 Triggering

Upon receipt of a client request, after interception application processing, the SCWS SHALL determine if an application is available to serve the request. The following URL path mapping rules are used in order. The first successful match is used with no further matches attempted:

1. The SCWS tries to find an application that is mapped to the exact request URL “abs_path”.
2. If not found the SCWS tries recursively to find an application that is mapped to the longest path-prefix. This is done by stepping along the path tree a directory at a time, using the ’/’ character as a path separator.
3. If no application is found the SCWS attempts to serve an appropriate content for the resource requested (e.g. static resource or error).

The SCWS SHALL use case-sensitive string comparisons for matching.

6.4.8 Please refers to the section 13.1.5.9 on how to map a request to an application.
Processing
When invoked, an application that is registered to the SCWS, should have access to the following data:

· Request URI

· HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
· Method (e.g. GET, POST)
· Headers fields (e.g. request headers fields, general headers fields etc.)

· Message body

The application should be able to return the following data to the SCWS:

· Status-code

· Headers

· Message body
The SCWS SHALL integrate this data in the response to the HTTP client.
Examples - Informative:

If we have following content in a SCWS:

	· A static resource “/index.html”
· An interception application registered as “logger” mapped to prefix path “/*”
· An interception application registered as “app_counter” mapped to prefix path “/app/*”
· A content providing application registered as “bank” mapped to resource path“/app/bank/bank”
· A static resource “/app/bank/banner.gif”
·  A content providing application registered as “storage” mapped to prefix path “/app/storage/*”


The following requests may trigger the given applications:
	· “/index.html/” first trigger “logger” then SCWS return “/index.hmtl” static resource.

· “/app/bank/bank?account=1” first trigger “logger”,”app_counter” then trigger “bank” for response.
· “/app/bank/banner.gif” first trigger “logger”,”app_counter” then SCWS return “/app/bank/banner.gif” static resource.
·  “/app/storage/mypictures/picture1.jpg” first trigger “logger”,”app_counter” then trigger “storage” for response.


Change 2:  Updates in sections in 13.1.5.3 Protect a URI sub-tree with a protection set 
13.1.5.3 Protect a URI sub-tree with a protection set
This command is used to protect a URI or sub-tree with a protection set. This means that access to this sub-tree is granted only if authentication succeeded according to the parameters in the given protection set. A URI sub-tree can be linked to at most one protection set. If a resource URI doesn’t inherit any protection set from an upper URI sub-tree, no access restrictions apply. In this case it defaults to http and no authentication.

Command name is: pr

	Parameter name
	Value

	mandatory/
optional

	uri
	The URI that indicates the resource or the URI sub-tree to protect
	m

	psid
	ID of a protection set 
	o


The SCWS MUST support that this command can be sent even before the resource (referenced by URI) is uploaded to the SCWS. 
The “uri” parameter SHALL be interpreted in the following way:

· A string beginning with a ‘/’ character and ending with a ‘/*’ suffix is used for URI sub-tree protection.

· All other strings are used for protect a resource which exactly matches the given URI “abs_path”. 

Using URI sub-tree defined kind of “inheritance” rules for protected resources:

· A resource is always protected by the protection set associated to the closest upper URI.

· If no matching protection set is found then the resource MUST be granted free access (i.e. http with no authentication)

If somewhere within the defined sub-tree, there exists already another resource linked to another protection set (subtree with a longer “uri” ), this resource MUST remain linked to its protection set, else it MUST be linked to the new one (See example 1 and 2).

If an URI  is already linked to a protection set, then this operation is an update. In this case all the resources protected by the previous protection set in the sub-tree MUST be linked to the new protection set. (See example 3)

If the parameter "psid” is not present and the “uri” sub-tree was previously linked to a protection set, this operation is a removal operation. The previous link to a protection set is removed but the protection set of the closest matching URI (up the path) MUST be used instead, (See example 4). If no matching protection set is found then the resource MUST be granted free access.


The SCWS SHALL use case-sensitive string comparisons for matching.

The following error codes can be used (see 13.2.2):

· “0002 wrong parameter”

· “0004 referenced data not found” (e.g. psid is not defined)

· “0005 missing parameter or value”

Examples:


Let assumed that we have the protection set “ps1”, “ps2” and “ps3” as defined in the previous chapter (see 13.1.5.2) and the following resources present in the SCWS
	/index.html => free access
/bank/bank.html => free access
/bank/secret/private.html => free access


1°) After command “cmd=pr&uri=/bank/*&psid=ps2” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access (ps2)


2°) Then after command  “cmd=pr&uri=/bank/secret/*&psid=ps3” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access for digest authenticated user of “ps3”


3°) Then after command “cmd=pr&uri=/bank/*&psid=ps1” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for basic authenticated user of “ps1”
/bank/secret/private.html => https access for digest authenticated user of “ps3”


4°) Then after command “cmd=pr&uri=/bank/secret/*” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for user of “ps1” granted by basic
/bank/secret/private.html => => http access for basic authenticated user of “ps1”


Change 3:  Add sections in 13.1.5 Special admin commands that are used within a POST request
13.1.5.4 Map requests to application

This command is used for map a registered application to incoming request providing a path triggering condition.

Command name is: map

	Parameter name
	Value

	mandatory/
optional

	appid
	Registered application identifier
	m

	path
	Application path triggering condition
	m

	intercept
	“true” or “false”
	o


The parameter “appid” is the identifier used by the application when it has been registered to the SCWS.

The parameter “intercept” set to “true” marks the application as an interception application (see section 6.2). If it is not present the default value is “false” (i.e. content providing application).

The “path” parameter SHALL be interpreted in the following way:

· A string beginning with a ‘/’ character and ending with a ‘/*’ suffix is used for URL prefix path mapping.

· All other strings are used for exact matches only. 

An application can be registered on several different paths.

A content providing application (i.e. not in intercept mode) SHOULD not be mapped on a
 path used by a static resource as this static content becomes unreachable and useless (applications have priority against static resources).
The SCWS SHALL return a “0003 wrong value” error if the path parameter value was already used by an application which is not in interception mode.
Please refer to section 6 about application triggering for more information. 

The following error codes can be used (see 13.2.2):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. “appid” is not registered)

·  “0005 missing parameter or value”
Examples:

Map the application registered as “application1” on exact request “/app/application1”

	cmd=map&appid=application1&path=/app/application1


Map the application registered as “application2” on each request starting with a url prefix “/app/application2/*”

	cmd=map&appid=application2&path=/app/application2/*


Map the application registered as “logger” in order to intercept all request to the SCWS.

	cmd=map&appid=logger&path=/*&intercept=true


13.1.5.5 Unmap requests to application

This command is used for un-map request to an application.

Command name is: unmap

	Parameter name
	Value

	mandatory/
optional

	appid
	Registered application identifier
	m

	path
	Application path triggering condition
	o


The parameter “appid” is the identifier used by the application when it has been registered to the SCWS.

If “path” is not present all mappings to this application SHALL be removed otherwise only the given “path” SHALL be unmapped.

The following error codes can be used (see 13.2.2):
· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. “appid” is not registered or “path” was not previously mapped)

·  “0005 missing parameter or value”
Example:

	cmd=unmap&appid=application1


Change 4:  Update in Appendix G.
SCWS content audit – Normative
G.3.4 Protected URI sub-tree list

G.3.4.1 Description
This command gets all URI sub-tree linked to a protection set (see pr “command”).

G.3.4.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lpr
	Select the command


G.3.4.3 Response message

The command returns XML content with:

· Set of URI sub tree protection set definition (tag <p>) with

· The given protected URI sub-tree prefix (tag <u>).

· The associated protection set id (tag <i>).

The XML must validate the following DTD: 


	<!-- Root -->
<!ELEMENT r (s*) >
<!— protected sub tree definition-->
<!ELEMENT p (i,u) >
<!-- Protection set identifier -->
<!ELEMENT i (#PCDATA) > 
<!-- sub-tree uri -->
<!ELEMENT u (#PCDATA) >


G.3.4.4 Example [Informative]

The following request performed on a SCWS with 3 resource protection set with the following ids:  “mypages”, “securearea” and “msecurepgs”.

	
GET /SCWS/admin?cmd=lpr HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<p><i>ps1</i><u>/mypages/*</u></p>

<p><i>ps1</i><u>/otherpages/*</u></p>

<p><i>ps2</i><u>/bank/*</u></p>

<p><i>ps3</i><u>/bank/secret/*</u></p>
</r>


G.4 Registered application audit

G.4.4 Registered application list

G.4.4.1 Description

This command retrieves the list of applications that are registered to the SCWS. 

G.4.4.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	lapp
	Select the command


G.4.4.3 Response message

The command returns XML content with:

· A list of applications that are registered to the SCWS (tag <a>):
· 
· 
The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (a*) >
<!-- application identifier used for SCWS registration -->
<!ELEMENT a(#PCDATA) > 



· 
G.4.4.4 Example [Informative]

The following request performed on a SCWS with two registered applications with the following ids:  “logger”, “bank”.

	
GET /SCWS/admin?cmd=lapp HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<a>logger</a>
<a>bank</a>
</r>


G.4.5 Registered application information
G.4.5.1 Description

This command retrieves all information related to a given application registered to the SCWS. 

G.4.5.2 Request query parameters

	Name
	Required
	Value
	Description

	cmd
	YES
	app
	Select the command

	appid
	YES
	[app_identifier]
	The application identifier


G.4.5.3 Response message

The command returns XML content with:

· Selected application identifier (tag <a>)
· List of intercept URI triggering condition (tag <i>) mapped on this application (see section 13.1.5.9).
· List of content providing URI triggering condition (tag <u>) mapped on this application (see section 13.1.5.9).

The XML must validate the following DTD: 

	<!-- Root -->
<!ELEMENT r (a,i*,u*) >
<!-- application identifier used for SCWS registration -->
<!ELEMENT a(#PCDATA) >
<!-- Interception application URI triggering condition-->
<!ELEMENT i(#PCDATA) > 
<!-- Content providing application URI triggering condition-->
<!ELEMENT u(#PCDATA) > 


G.4.5.4 Example [Informative]

The following request performed on a SCWS with an application registered as “advertising” which:

· intercept all requests to resources under the URI sub-tree “/advertising/*”
· provide content for resource URI “/app/advertising/audit”
	
GET /SCWS/admin?cmd=app&appid=advertising HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


May obtains the following response

	HTTP/1.1 200 OK CRLF
Content-Type: text/xml CRLF
Content-Length: XX CRLF
CRLF
<?xml version=”1.0” coding=”UTF-8”?>
<r>
<a>advertising</a>
<i>/advertising/*</i>
<u>/app/advertising/audit</u>
</r>


6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.
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