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1 Reason for Contribution

This contribution proposes to remote the paragraph “Note” from the chapter 13.1.5.3
2 Summary of Contribution

The purpose of this document is to define the “uri” only as a “directory” part of resource “abs_path” 
3 Detailed Proposal

13.1.5.3 Protect a URI sub-tree with a protection set
This command is used to protect a URI or sub-tree with a protection set. This means that access to this sub-tree is granted only if authentication succeeded according to the parameters in the given protection set. A URI sub-tree can be linked to at most one protection set. If a resource URI doesn’t inherit any protection set from an upper URI sub-tree, no access restrictions apply. In this case it defaults to http with no authentication.

Command name is: pr

	Parameter name
	Value

	mandatory/
optional

	uri
	The URI that indicates the sub-tree to protect
	m

	psid
	ID of a protection set 
	o


The SCWS MUST support that this command can be sent even before the resource (referenced by URI) is uploaded to the SCWS. 

Using URI sub-tree defines kind of “inheritance” rules for protected resources:

· A resource is always protected by the protection set associated to the closest upper URI.

· If no matching protection set is found then the resource MUST be granted free access (i.e. http with no authentication)

If somewhere within the defined sub-tree, there already exist another resource linked to another protection set (subtree with a longer “uri” ), this resource MUST remain linked to its protection set, else it MUST be linked to the new one (See example 1 and 2).

If an URI is already linked to a protection set, then this operation is an update. In this case all the resources protected by the previous protection set in the sub-tree MUST be linked to the new protection set. (See example 3)

If the parameter "psid” is not present and the “uri” sub-tree was previously linked to a protection set, this operation is a removal operation. The previous link to a protection set is removed but the protection set of the closest matching URI (up the path) MUST be used instead, (See example 4). If no matching protection set is found then the resource MUST be granted free access (i.e. http with no authentication).
Note: The “uri” parameter matching evaluation doesn’t need to be a “directory” part of resource “abs_path” (e.g. ending by “/”). So for example “uri=/i” will effectively protect the resources “/index.html” and “/images/banner.gif”. However for obvious clearness reasons, protected resources SHOULD be grouped into “directory like structure” (e.g. URI sub-tree ending by “/”).

The following error codes can be used (see Erreur ! Source du renvoi introuvable.):

· “0002 wrong parameter”

· “0004 referenced data not found” (e.g. psid is not defined)

· “0005 missing parameter or value”

Examples:


Let assumed that we have the protection set “ps1”, “ps2” and “ps3” as defined in the previous chapter (see Erreur ! Source du renvoi introuvable.) and the following resources present in the SCWS
	/index.html => free access
/bank/bank.html => free access
/bank/secret/private.html => free access


1°) After command “cmd=pr&uri=/bank/&psid=ps2” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access (ps2)


2°) Then after command  “cmd=pr&uri=/bank/secret/&psid=ps3” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => https access (ps2)
/bank/secret/private.html => https access for digest authenticated user of “ps3”


3°) Then after command “cmd=pr&uri=/bank/&psid=ps1” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for basic authenticated user of “ps1”
/bank/secret/private.html => https access for digest authenticated user of “ps3”


4°) Then after command “cmd=pr&uri=/bank/secret/” the resources have the following access condition:

	/index.html => free access
/bank/bank.html => http access for user of “ps1” granted by basic
/bank/secret/private.html => => http access for basic authenticated user of “ps1”


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the CR is accepted and integrated in the current draft specification
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