
6. Support for dynamic content

Applications in the smart card, that are registered to the SCWS and are identified by an application identifier, can be triggered by the SCWS.. It SHALL be possible to invoke a smart card application to the SCWS by using a path defined by the card issuer. Parameters for the application can be passed in the URL or in the request body. It SHALL be possible to apply any syntax in the data part of the URL as long as it conforms to the URI specification [RFC 3986]. For example, the parameters in the URL start with the ‘?’ character and are being formatted as a series of name=value pairs, separated by the ‘&’ character.
The following specification defined 2 types of applications: interception applications and content providing applications.

6.2 Security processing 

Prior to searching for an application as described in section ‎6.2.1 and ‎6.3.1 the SCWS SHALL verify the security constraint fixed by protection set (see section Error! Reference source not found.) and take the adequate procedure if they are not fulfilled (e.g. send error or request authentication). The SCWS security policy is applied before the application invocation but the application can also apply an additional security policy in a proprietary way (like form based authentication).

6.3 Interception application

An application can be registered as an interception application in order to intercept requests, e.g. for capturing request information (e.g. logging application). Interception applications are passive applications which never reply to the request and rely on other part of the SCWS for the request processing (Content providing application or static resources).

6.3.5 Triggering

Upon receipt of a client request, after security processing, the SCWS SHALL determine if any interception application is available to capture the request and trigger it. The following URL path mapping rules are used:
· The SCWS finds all interception applications that are mapped to the exact request URL “abs_path”. 
· The SCWS recursively finds all applications that are mapped to the path-prefix. This is done by stepping along the path tree a directory at a time, using the ’/’ character as a path separator.
The SCWS SHALL apply this search until no more interception applications fulfill the triggering condition for the incoming request. Then the SCWS SHALL continue the procedure as explained in section ‎6.3.1.

The SCWS SHALL use case-sensitive string comparisons for matching.

The invocation order of interception applications is not significant and is left to implementation.

Interception applications which intend to capture a large number of requests (e.g. mapped on “/*”) SHOULD be designed to have a minimal performance impact on the SCWS.
Please refers to the section Error! Reference source not found. on how to map requests to an application.
6.3.6 Processing

When invoked, an interception application should have access to the following data:

· Request URI

· HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
· Method (e.g. GET, POST)
· Headers fields (e.g. request headers fields, general headers fields etc.)

And it should not be permitted to access to:

· Request Message body
And it should not be able to set the response:
· Status-code

· Headers

· Message body
6.4 Content providing application

An application can be registered as a content providing application in order to perform a specific task and dynamically respond to incoming requests. Providing content is the default behaviour of an application registered to the SCWS.
6.4.7 Triggering

Upon receipt of a client request, after interception application processing, the SCWS SHALL determine if an application is available to serve the request. The following URL path mapping rules are used in order. The first successful match is used with no further matches attempted:

1. The SCWS tries to find an application that is mapped to the exact request URL “abs_path”.
2. If not found the SCWS tries recursively to find an application that is mapped to the longest path-prefix. This is done by stepping along the path tree a directory at a time, using the ’/’ character as a path separator.
3. If no application is found the SCWS attempts to serve an appropriate content for the resource requested (e.g. static resource or error).

The SCWS SHALL use case-sensitive string comparisons for matching.

Please refers to the section Error! Reference source not found. on how to map a request to an application.
6.4.8 Processing
When invoked, an application that is registered to the SCWS, should have access to the following data:

· Request URI

· HTTP-version (e.g. HTTP 1.0 or HTTP 1.1)
· Method (e.g. GET, POST)
· Headers fields (e.g. request headers fields, general headers fields etc.)

· Message body

The application should be able to return the following data to the SCWS:

· Status-code

· Headers

· Message body
The SCWS SHALL integrate this data in the response to the HTTP client.

6.5 Examples - Informative:

If we have following content in a SCWS:

	· A static resource “/index.html”

· An interception application registered as “logger” mapped to prefix path “/*”

· An interception application registered as “app_counter” mapped to prefix path “/app/*”

· A content providing application registered as “bank” mapped to resource path“/app/bank/bank”

· A static resource “/app/bank/banner.gif”

·  A content providing application registered as “storage” mapped to prefix path “/app/storage/*”


The following requests may trigger the given applications:
	· “/index.html/” first trigger “logger” then SCWS return “/index.hmtl” static resource.

· “/app/bank/bank?account=1” first trigger “logger”,”app_counter” then trigger “bank” for response.
· “/app/bank/banner.gif” first trigger “logger”,”app_counter” then SCWS return “/app/bank/banner.gif” static resource.

·  “/app/storage/mypictures/picture1.jpg” first trigger “logger”,”app_counter” then trigger “storage” for response.



