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1 Reason for Change

The purpose of this CR is to specify the HTTPS feature as optional.
For actual smart card component, the management of TLS records of 16Kbytes length may lead to an expensive cost price (RAM is the more expensive type of memory) or to implementation issues (performances and stress if managed in persistent memory like EEPROM). We think that is more realistic to keep it as a recommended feature in the actual specification.

Note the RD documents already specify HTTPS support as a MAY requirement: 
Extract of OMA-RD_Smartcard_Web_Server-V1_0-20060606-C:
	 Requirement number
	
	Requirement

	REQ-SCWS-1
	It SHALL be possible to serve content from the SCWS using [HTTP/1.1] and [WP HTTP], or a sub-profiles of these protocols.

	REQ-SCWS-2
	It MAY be possible to serve content from the SCWS using [HTTPS] or [HTTP over TLS]


The CR also clarify that the PSK-TLS is used for the administration by the SCWS administration agent and the remote administration server. The requirement for the remote administration server is missing in the current specification. 
2 Impact on Backward Compatibility

Like no previous released version exists there is no backward compatibility issue.

3 Impact on Other Specifications

No other impact.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Detailed Proposal Recommendation

Change 1:  in Section 7.1.1 Port numbers 

7.1.1 Port Numbers


The BIP gateway SHALL listen on the ports opened by the SCWS to manage the requests from HTTP applications in the terminal. The SCWS SHALL open a port for HTTP requests and MAY open a port for the HTTP over TLS requests.
HTTP and HTTP over TLS already have default TCP port numbers reserved (80 and 443) and it must remain possible for the hosting device to run its own HTTP services using these ports. 

For the SCWS, HTTP SHALL be addressed using the TCP port number 3516 and HTTP over TLS SHALL be addressed using the TCP port number 4116. Both ports are already reserved by IANA. Port 3516 is reserved as “smartcard Port” and port 4116 as “smartcard-TLS”.

Change 2:  in Section 8.1.1 SCWS usage of BIP
8. SCWS usage of BIP

When the SCWS starts, it may open several BIP channels in “TCP, UICC in server mode”. The terminal MUST support at least two opened BIP channels in “TCP, UICC in server mode”. One BIP channel is for HTTP and another is for HTTP over TLS. The terminal MAY support additional opened BIP channels “TCP, UICC in server mode”. The Terminal MUST automatically enable the BIP channel “TCP, UICC in server mode”, independently of network connection and without the need for special configuration by the user. The SCWS may start after a Terminal Profile event.

The SCWS may also open an additional BIP channel “TCP, UICC in client mode” for administration as defined in chapter [13]. The terminal MUST thus support an additional opened BIP channel “TCP, UICC in client mode” besides the BIP channels for “TCP UICC in server mode” as defined above. In this specification we call “BIP Gateway” the BIP implementation in the terminal as defined in [TS 102.223].

Each BIP channel in UICC server mode SHALL be opened by sending the “Open channel related to UICC server mode” command to the terminal as described in [TS 102.223]. The HTTP BIP channel shall be opened to listen on TCP port 3516. The HTTP over TLS BIP channel shall be opened to listen on TCP port 4116.

As a result the BIP gateway in the terminal shall listen on the indicated TCP ports and shall inform the SCWS when a client connects to these TCP ports. The BIP gateway shall manage the exchange of data between the SCWS and the connecting HTTP application as described in [TS 102.223].

When an HTTP application in the terminal connects to the SCWS (via the BIP gateway) and data is exchanged, the SCWS MAY open an additional BIP channel on either ports (i.e. 3516 or 4116), in order to allow another HTTP application in the terminal to connect to the SCWS (via the BIP gateway) on the same TCP port number. This will allow the SCWS to communicate with several terminal HTTP applications at the same time, since each BIP channel is used to communicate with only one application at a time.

The SCWS SHALL implement HTTP and SHOULD implement HTTP over TLS. The SCWS SHALL be able to communicate over HTTP and HTTP over TLS at the same time. 

Change 3:  in Section 8.2 TCP/IP transport Protocol
8.2 TCP/IP transport Protocol

If the smart card supports TCP/IP then the HTTP application in the terminal SHALL directly communicate with the SCWS without a BIP gateway. In this case the SCWS SHALL listen on the default port 80 for incoming HTTP requests and SHOULD listen on port 443 for incoming HTTP over TLS requests.

Change 4:  in Section 11 Security Protocols

8. Security Protocols

8. Transport Layer Security (TLS)

TLS (Transport Layer Security) [TLS] provides a secure and reliable transport mechanism between two communicating parties. It provides confidentiality and integrity protection for the transport used. It can also provide unilateral or mutual authentication depending on the implementations. TLS works in a client-server model, where the initiator is called the Client and the responder is called the Server. In most cases, a TLS client can authenticate a TLS server using a public key certificate.  Mutual authentication is possible using public key certificates or with pre-shared keys using PSK-TLS.

The SCWS remote administration server acting as an HTTPS server SHALL implement [HTTP over TLS] using [PSK-TLS]. 
The SCWS administration agent acting as an HTTPS client SHALL implement [HTTP over TLS] using [PSK-TLS].
The implementation of [HTTP over TLS] using [PSK-TLS] is defined in sub-section ‎11.1.1.
The SCWS acting as a local HTTPS server SHOULD implement [HTTP over TLS] using public key as defined in sub-section ‎11.1.2 and MAY implement [HTTP over TLS] using [PSK-TLS].
The implementation of [HTTP over TLS] using public key is defined in sub-section ‎11.1.2.
8.8.1 PSK-TLS

PSK-TLS is used when a symmetric key is shared between the SCWS and the connecting principal (e.g. a remote administration server). How shared keys are provisioned in the smart card and the connecting principle is beyond the scope of this specification. 
11.1.1.1 Supported Cipher Suites for PSK-TLS

The SCWS MUST support all of the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]
· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]

8. Public Key Pair and device certificate

The SCWS SHOULD use a public key pair, stored in a secure area, and SHALL allow the usage of these keys only to the TLS implementation or to authorized card applications, as defined by the card issuer internal security policy. The SCWS SHOULD also embed a device certificate for the public key. The device certificate shall be provisioned by the card issuer and be signed by a trusted authority of the card issuer. The public key pair and device certificate SHALL be used for server authentication in TLS (i.e. TLS class 2 authentication).

11.1.1.2 Supported Cipher Suites 

If the SCWS use a public key pair and device certificate then it MUST support all of the following cipher suites:

· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]

11. Server Authentication

The SCWS MUST support server authentication using TLS 1.0 and SHALL use the WAP profiled X.509 server certificate [WAPCert].

6 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.

�The right paragraph number is 11.1.2.1


�The right paragraph number is 11.1.2.2
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