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1 Reason for Change
The purpose of this CR is to define the URL of the mandatory default resource URL in chapter 13.3.2.3 “Admin-Server Settings” and in chapter 13.3.2.4 “Remote triggering of an administration session” in the OMA-TS-Smartcard_Web_Server-V1_0-20070209-C specification. The use case is to allow operators to update the default resource stored in any smart card via OTA mechanism by using only one URL in order to be interoperable.
2 Impact on Backward Compatibility

None 

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.

6 Detailed Proposal

13.3.2.3 Admin-Server Settings

To connect to the admin server the smart card Admin Agent can retrieve needed parameters from a resource (e.g. a file or data object), accessible via a URL, and managed by the card issuer (or delegated authorized entity). 

A configuration resource shall have the following characteristics: 

· The resource “Content-type” SHALL be “application/vnd.oma-scws-config”

· The resource body SHALL be an octet stream with a complete “Admin Agent configuration parameters” structure (see 13.3.2.9.3)
· The resource SHALL be manageable with administrative commands like PUT request.
Several configuration resources could be present in the SCWS but one of them must be set as the default one. 

A configuration resource can be created or overwritten by the admin server with a PUT request. The default resource URL SHALL be “ /scws-admin-agent/default-resource”
The following example illustrates how a PUT command is used for updating a configuration resource identified by the URL “/scws-admin-agent/default-resource ”: 

	PUT /scws-admin-agent/default-resource HTTP/1.1 CRLF
Host: anything CRLF
Content-Type: application/vnd.oma-scws-config CRLF
Content-Length: xxxx CRLF 
CRLF
83 xx //Admin Agent configuration parameters

84 xx //Connection parameters (with all parameters needed for open the remote connection)

85 xx //Security parameters ( with PSK identity and Card Key-Identifier)

86 xx //Retry Policy parameters (with retry counter and retry delay)

87 xx // retry failure SMS MO (with TP Destination Address)

89 xx //Agent HTTP POST parameters 

8A xx //Administration Host parameter
8B xx //Agent ID parameter 

8C xx //Administration URI parameter




13.3.2.4 Remote triggering of an administration session

To start an administration session the administration agent in the smart card needs to be triggered in order to start the administration session. The remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the smart card to tell the administration agent to start an administration session.

The OTA message that triggers an administration session is formatted according to [TS 31.115] and [TS 31.116] (or [C.S0078] [C.S0079] for 3GPP2) with authentication, integrity protection and sequence numbering (i.e. card shall reorder each part of Concatenated SMS if needed). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the smart card.

The administration agent SHOULD be able to register several administration requests.

The administration agent SHALL return SIM BUSY status (9300) if it is not able to immediately store the administration request. This must be done prior to verifying [TS 31.115] security in to order avoid security counter de-synchronisation.

The administration agent will respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], (or [C.S0078] for 3GPP2) to indicate that the message was well received, well formatted and was correctly secured.

The Remote Administration Server SHALL include a Remote Administration Request data structure (see 13.3.2.9.1) in the data payload of the envelope SMS PP Data Download.

If a parameter is present in the configuration resource and also in the data payload of the envelope SMS PP Data Download then the parameter in the SMS SHALL be used.
If a needed parameter is not present in the data payload of the envelope SMS PP Data Download the card Admin Agent must use the parameter value from the indicated configuration resource. If it is not present in the indicated configuration resource then the Admin Agent must use the parameter value in the default configuration resource.
Upon the reception of the above triggering command the administration agent SHALL start the administration session as described in [13.3.2.1].

The following are examples for the payload of a triggering SMS.: 

Use default configuration resource:

	81 00 //Remote Administration Request


Use default configuration resource but with a different admin URI: “/otherurl”

	81 0F //Remote Administration Request
83 0D //Admin Agent configuration parameters

     89 0B // Agent HTTP POST parameters
8C 09 2F 6F 74 68 65 72 75 72 6C //Administration URI parameter 


Use configuration resource “/scws-admin-agent/config-resource” but with a different admin URI: “/otherurl”

	81 27 //Remote Administration Request

        82 20 73 63 77 73 2D 61 64 6D 69 6E 2D 61 67 65 6E 74 2F 63 6F 6E 66 69 67 2D 72 65 73 6F 75 72 63 65 
            // Configuration resource URL: “/scws-admin-agent/config-resource”

83 0D //Admin Agent configuration parameters

    89 0A // Agent HTTP POST parameters8C 09 2F 6F 74 68 65 72 75 72 6C   //Administration URI parameter: “/otherurl”
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