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1 Reason for Contribution

In the SCWS 1.0 specification using the protection set mechanism a 3rd party can ask the smart card issuer to configure the SCWS in order to control the content that can be accessed via the SCWS. However the 3rd party can not directly control/update the content itself or the smart card applications themselves.
Currently there is only a single card administration agent managing the remote administration of the resources and of the applications. There is no way to define several administration agents attached to authorised 3rd parties 
2 Summary of Contribution

The current document briefly reminds the SCWS 1.0 specification, then describes the proposed improvements and the changes required in the technical specification to manage these mechanism.
3 Detailed Proposal

3.1 Current specification

In the current specification, SCWS administration is based on a Card Administration Agent and a Remote Administration Server. Only one instance of these objects is defined, and these agents are allowed to access all resources of the SCWS. This is basically designed as follows:
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3.2 Proposed improvement
Authorised 3rd parties should be able to administrate the SCWS, in addition to the smart card issuer. Each 3rd party owns a list of URIs, for example ‘/transport/’ or ‘/bank/’, and shall be able to remotely administrate the content of its URIs. All commands defined in the current specification should be allowed (PUT, GET, DELETE, special admin commands using a POST request…). The smart card issuer or an authorized 3rd party can only access its URIs. In addition, it may be allowed to access URIs owned by another entity. This should basically be designed by having a Card Administration Agent for each authorised 3rd party as follows:
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3.3 Administration session
A Card Administration Agent is the on-card representative of the smart card issuer or of an authorised 3rd party. Each Card Administration Agent owns its keys. When an administration session starts the triggered Card Administration Agent shall use its own keys to establish the TLS communication channel. Once the communication channel is established, the given card administration agent forwards a command to the SCWS and the SCWS shall check that the card administration agent is allowed to access the relevant URI.
3.4 URI/Card administration agent association
The association of URIs to a card administration agent is beyond the scope of this document. This topic is for further study.
3.5 Administration commands
Some specific commands can only be managed by the owner of the SCWS (usually the Smart card issuer) for example commands to enable/disable the SCWS or commands to access the UICC file system.

The following chart defines the behavior of administrative commands, depending on the Card administration agent used to transfer the command.
	Command


	Description
	SCWS owner card administration agent
	Other card administration agents

	PUT
	Put a static resource
	Restricted to its URIs
	Restricted to its URIs

	GET
	Get a static resource
	Restricted to its URIs
	Restricted to its URIs

	DELETE
	Delete static resource
	Restricted to its URIs
	Restricted to its URIs

	set
	Enable/disable SCWS port
	Allowed
	Not allowed

	dps
	Define a protection set
	Restricted to its URIs
	Restricted to its URIs

	pr
	Protect a sub-tree of resources with a protection set
	Restricted to its URIs
	Restricted to its URIs

	delps
	Delete a protection set
	Restricted to its protection sets
	Restricted to its protection sets

	dusr
	Define a user 
	Local
	Local

	delusr
	Delete a user
	Restricted to its users
	Restricted to its users

	addusr
	Add a user in a protection set 
	Restricted to its users and protection sets
	Restricted to its users and protection sets

	rmvusr
	Remove a user from a protection set without deleting it from other protection set
	Restricted to its users and protection sets
	Restricted to its users and protection sets

	map
	Map an application to an URI
	Restricted to its URIs
	Restricted to its URIs

	unmap
	Unmap an application from an URI
	Restricted to applications mapped on its URIs
	Restricted to applications mapped on its URIs

	GET /adminUICC
	Access to the UICC file system 
	Allowed
	Not allowed

	PUT /adminUICC
	Access to the UICC file system
	Allowed
	Not allowed

	dir
	List of static resource under an URI
	Restricted to its URIs
	Restricted to its URIs

	mem
	Give available memory
	Used: total memory used

Free: common memory available
	Used: total memory used

Free: common memory available

	lusr
	List of users
	List of locally defined users
	List of locally defined users

	lps
	List of protection sets
	List of locally defined protection sets
	List of locally defined protection sets

	ps
	Give protection set properties and it list of registered users
	Restricted to local protection sets
	Restricted to local protection sets

	lpr
	List of protected resources
	List of locally defined protected resources
	List of locally defined protected resources

	lapp
	List of registered applications
	List of applications 
	List of applications


3.6 Change proposal in OMA-TS-Smartcard_Web_Server-V1_1-20071029-D

The section 13.3.2.1 of the SCWS Technical Specification is updated as follows:

13.3.2.1 Administration session flow and behaviour using BIP

The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS 102 223]. For this purpose the smart card SHALL include one or several administration agent that SHALL connect to the remote administration server by opening a BIP TCP channel in client mode, as defined in [TS 102 223]. An administration agent SHALL perform the following tasks:

1. Open a BIP channel in TCP client mode with the relevant remote administration server.

2. Use PSK-TLS over this TCP channel to enable mutual authentication, confidentiality and integrity (using one of the cipher suites that are defined in chapter Error! Reference source not found.). How shared keys are provisioned in both sides is beyond the scope of this specification.

3. After the TLS communication channel is established the card administration agent SHALL send an HTTP POST command (as defined in [Error! Reference source not found.]) in order to get the first admin command (as defined in [Error! Reference source not found.]):

4. When receiving the HTTP POST from the card administration agent the remote administration server SHALL send an HTTP response (as defined in [Error! Reference source not found.]) which encapsulates an HTTP administration command dedicated to the SCWS itself (as defined in [Error! Reference source not found.]).

5. When receiving the HTTP response for the above HTTP POST command the card administration agent SHALL forward it to the SCWS.

6. The SCWS SHALL consider this channel as authenticated by the card administration agent. If the card administration agent is allowed to access the URI involved in the command it SHALL process the delivered administration command. 

7. After processing the delivered administration command the SCWS SHALL deliver the HTTP response back to the card administration agent.

8. The card administration agent SHALL submit the HTTP response from the SCWS in a new POST request to the remote administration server over the TLS secure channel.

9. The remote administration server SHALL send the next administration command to the card administration agent over the TLS secure channel or send a final response requesting the end of the remote administration session in the POST response.
10. If the card administration agent receives a final response from the remote administration server, it SHALL close the TLS channel and afterwards close the BIP channel
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to the members of SEC-SCT to review this input contribution.
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