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1 Reason for Change

In the SCWS 1.0 specification using the protection set mechanism a 3rd party can ask the smart card issuer to configure the SCWS in order to control the content that can be accessed via the SCWS. However the 3rd party can not directly control/update the content itself or the smart card applications themselves.

Currently there is only a single card administration agent managing the remote administration of the resources and of the applications. There is no way to define several administration agents attached to authorised 3rd parties 

The purpose of this CR is to support multi-administration of the SCWS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification.

6 Detailed Change Proposal

Change 1:  In section 11.1 
11.1 Transport Layer Security (TLS)
TLS (Transport Layer Security) [TLS] provides a secure and reliable transport mechanism between two communicating parties. It provides confidentiality and integrity protection for the transport used. It can also provide unilateral or mutual authentication depending on the implementations. TLS works in a client-server model, where the initiator is called the Client and the responder is called the Server. In most cases, a TLS client can authenticate a TLS server using a public key certificate.  Mutual authentication is possible using public key certificates or with pre-shared keys using PSK-TLS.

A SCWS remote administration server acting as an HTTPS server SHALL implement [HTTP over TLS] using [PSK-TLS]. 

A SCWS administration agent acting as an HTTPS client SHALL implement [HTTP over TLS] using [PSK-TLS].

The implementation of [HTTP over TLS] using [PSK-TLS] is defined in sub-section 11.1.1.

The SCWS acting as a local HTTPS server SHOULD implement [HTTP over TLS] using public key as defined in sub-section 11.1.2 and MAY implement [HTTP over TLS] using [PSK-TLS].

The implementation of [HTTP over TLS] using public key is defined in sub-section 11.1.2.
Change 2:  In section 13.1
13.1 Administration commands

The SCWS administration commands are HTTP commands as described below. These commands are sent to the smart card with the administration protocols as described in [13.3]. This chapter describes the commands only and does not deal with how they are sent to the SCWS. The following chapters describe the administration protocols themselves.

The following HTTP requests are used for administrating the SCWS:

	PUT
	Is used to install or update a page on the SCWS

	DELETE
	Is used to delete a page from the SCWS

	POST
	Is used to send special administration commands to the SCWS

	GET
	Is used by the admin server to read information from the SCWS , e.g. “GET /config/content_version”


The URIs in PUT-requests, DELETE-requests and GET-requests must be an absolute path, i. e. start with “/”. The POST requests contain special commands, which are parsed by a special admin-component within the SCWS.

If the full administration protocol is used, PUT, DELETE and GET commands SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access the URI requested in the request.
Change 3:  In section 13.1.5

13.1.5 Special admin commands that are used within a POST request

Special Admin-Commands are transported within the message-body of POST-requests. The SCWS must be able to process an admin-body with a length of at least 1024 Bytes. If more than 1024 bytes are needed for administration, the Admin Server in the network should transport the admin commands within several POST requests. The admin commands are handled by the admin server application, to which only authorized principals can have access (as provisioned by the card issuer).

The commands always start with a command attribute (i.e. cmd=commandName) followed by one or several attribute value pairs as parameters. These command pairs are formatted according to the W3C recommendation [HTML 4.0.1]. This means that the attribute name is separated from the attribute value by '=' and attribute name/value pairs are separated from each other by '&'. All unsafe characters in names and values are escaped: Space characters in names and values are replaced by '+', and reserved characters are escaped as described in [RFC 3986]. Non-alphanumeric characters are replaced by '%HH', a percent sign and two hexadecimal digits representing the ASCII code of the character. All attributes names and values are case sensitive and the order of attribute value pairs is not relevant (if not otherwise specified).

If there are several commands in one POST request, these are also separated by '&', see the following example.

If a parameter name in a command is not known or if a parameter name has a wrong parameter value the command MUST be aborted. To recognize constants they are written with quotes in this specification, but in the commands themselves they appear without quotes. For example "on" refers to the string "on" but in the command invocation it appears without the quotes:  http=on. 

If the full administration protocol is used and if a parameter of the administration command is an URI or a path, the command SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access this URI or this path.
Example:

cmd=set&http=on&cmd=pr&psid=ps1&protocol=http
cmd=set&http=on&cmd=pr&psid=ps1&protocol=http

 In this example two commands are sent. The name of the first command name is “set” with the attribute value pair “http=on”. The name of the second command is “pr” with two attribute-value pairs.

Some parameter/value pairs are mandatory in an admin command; others are optional (as indicated in the tables).

Change 4:  In section 13.1.5.9 
13.1.5.9 Map requests to application

This command is used to map a registered application to incoming request by providing a path triggering condition.

Command name is: map

	Parameter name
	Value

	mandatory/
optional

	appid
	Registered application identifier
	m

	path
	Application path triggering condition
	m

	intercept
	“true” or “false”
	o


The parameter “appid” is the identifier used by the application when it has been registered to the SCWS.

The parameter “intercept” set to “true” marks the application as an interception application (see section 6.2). If it is not present the default value is “false” (i.e. content providing application).

The “path” parameter SHALL be interpreted in the following way:

· A string beginning with a ‘/’ character and ending with a ‘/*’ suffix is used for URL prefix path mapping.

· All other strings are used for exact matches only. 

An application can be registered on several different paths.

A content providing application (i.e. not in intercept mode) SHOULD not be mapped on a path used by a static resource as this static content becomes unreachable and useless (applications have priority against static resources).

The SCWS SHALL return a “0003 wrong value” error if the path parameter value was already used by an application which is not in interception mode.

If the full administration protocol is used, the command SHALL be rejected if the card administration agent involved in the exchanges is not allowed to map the requested application.
Please refer to section 6 about application triggering for more information. 

The following error codes can be used (see 13.2.2):

· “0002 wrong parameter”

· “0003 wrong value”

· “0004 referenced data not found” (e.g. “appid” is not registered)

·  “0005 missing parameter or value”
Examples:

Map the application registered as “application1” on exact request “/app/application1”

	cmd=map&appid=application1&path=/app/application1


Map the application registered as “application2” on each request starting with a url prefix “/app/application2/*”

	cmd=map&appid=application2&path=/app/application2/*


Map the application registered as “logger” in order to intercept all request to the SCWS.

	cmd=map&appid=logger&path=/*&intercept=true


Change 5:  In section 13.3.2 
13.3.2 Full Administration Protocol

The full administration protocol is used for doing a full blown administration of the SCWS which may include uploading new pages, deleting pages and changing configuration parameters for the SCWS. It is suitable for the exchange of a large amount of data between the administration application and the SCWS.

The full administration protocol can also be used for securely exchanging or updating data with applications registered to the SCWS as described in 13.1.3. This may be useful for securely updating data used by these applications or for securely retrieving data from them.

The full administration protocol enables the use of a standard web server as a remote administration server implementation. The full administration protocol (and its card administration agents) has the following characteristics:

· Based on a reliable and efficient end to end connected transport protocol: TCP/IP (eventually over BIP)

· Based on an industry standard security layer: TLS

· A card administration agent is a real HTTP Client and is in charge to manage connection establishment between a remote administration server and the SCWS.

· Card administration agents are able to encapsulate and transparently transport any HTTP exchange between a remote administration server and the SCWS.

· Card administration agents are responsible of retry and reconnection management in case of communication break down.

· Card administration agents can be triggered either by external events (e.g. SMS) or by internal events (internally generated by the card) and initiate a connection to the remote administration server.

· Each directory (and its content) under the root of the SCWS is owned by a card administration agent. 
· A card administration agent can only administrate its URIs. In addition, it may be allowed to access URIs owned by another card administration agent.
Change 6:  In section 13.3.2.1 

13.3.2.1 Administration session flow and behaviour using BIP

The Full Administration Protocol SHALL be implemented with BIP client mode as defined in [TS 102 223]. For this purpose the smart card SHALL include one or several administration agent that SHALL connect to a remote administration server by opening a BIP TCP channel in client mode, as defined in [TS 102 223]. An administration agent SHALL perform the following tasks:

1. Open a BIP channel in TCP client mode with the relevant remote administration server.

2. Use PSK-TLS over this TCP channel to enable mutual authentication, confidentiality and integrity (using one of the cipher suites that are defined in chapter Error! Reference source not found.). How shared keys are provisioned in both sides is beyond the scope of this specification.

3. After the TLS communication channel is established the card administration agent SHALL send an HTTP POST command (as defined in [Error! Reference source not found.]) in order to get the first admin command (as defined in [Error! Reference source not found.]):

4. When receiving the HTTP POST from the card administration agent the remote administration server SHALL send an HTTP response (as defined in [Error! Reference source not found.]) which encapsulates an HTTP administration command dedicated to the SCWS itself (as defined in [Error! Reference source not found.]).

5. When receiving the HTTP response for the above HTTP POST command the card administration agent SHALL forward it to the SCWS.

6. The SCWS SHALL consider this channel as authenticated by the card administration agent. If the card administration agent is allowed to access the URI involved in the command it SHALL process the delivered administration command.
7. After processing the delivered administration command the SCWS SHALL deliver the HTTP response back to the card administration agent.

8. The card administration agent SHALL submit the HTTP response from the SCWS in a new POST request to the remote administration server over the TLS secure channel.

9. The remote administration server SHALL send the next administration command to the card administration agent over the TLS secure channel or send a final response requesting the end of the remote administration session in the POST response.
10. If the card administration agent receives a final response from the remote administration server, it SHALL close the TLS channel and afterwards close the BIP channel
Change 7:  In section 13.3.2.4 

13.3.2.4 Remote triggering of an administration session

To start an administration session an administration agent in the smart card needs to be triggered in order to start the administration session. A remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure SMS to the smart card to tell an administration agent to start an administration session.

The OTA message that triggers an administration session is formatted according to  [TS 31.115] and [TS 31.116] (or [C.S0078] [C.S0079] for 3GPP2) with authentication, integrity protection and sequence numbering (i.e. card shall reorder each part of Concatenated SMS if needed). The TAR of the envelope SMS PP Data Download command must be the TAR of the administration agent in the smart card.

The administration agent SHOULD be able to register several administration requests.

The administration agent SHALL return SIM BUSY status (9300) if it is not able to immediately store the administration request. This must be done prior to verifying [TS 31.115] security in to order avoid security counter de-synchronisation.

The administration agent will respond with a proof of receipt, if demanded in the received message as defined in [TS 31.115], (or [C.S0078] for 3GPP2) to indicate that the message was well received, well formatted and was correctly secured.

The Remote Administration Server SHALL include a Remote Administration Request data structure (see 13.3.2.9.1) in the data payload of the envelope SMS PP Data Download.

If a parameter is present in the configuration resource  and also in the data payload of the envelope SMS PP Data Download then the parameter in the SMS SHALL be used.
If a needed parameter is not present in the data payload of the envelope SMS PP Data Download the card Admin Agent must use the parameter value from the indicated configuration resource. If it is not present in the indicated configuration resource then the Admin Agent must use the parameter value in the default configuration resource.
Upon the reception of the above triggering command the administration agent SHALL start the administration session as described in [13.3.2.1].

The following are examples for the payload of a triggering SMS.: 

Use default configuration resource:

	81 00 //Remote Administration Request


Use default configuration resource but with a different admin URI: “/otherurl”

	81 0F //Remote Administration Request
83 0D //Admin Agent configuration parameters

     89 0B // Agent HTTP POST parameters
8C 09 2F 6F 74 68 65 72 75 72 6C //Administration URI parameter 


Use configuration resource “/config/admin_settings2” but with a different admin URI: “/otherurl”

	81 27 //Remote Administration Request

        82 16 63 6F 6E 66 69 67 2F 61 64 6D 69 6E 5F 73 65 74 74 69 6E 67 73 32 
            // Configuration resource URL: “/config/admin_settings2”

83 0D //Admin Agent configuration parameters

    89 0A // Agent HTTP POST parameters8C 09 2F 6F 74 68 65 72 75 72 6C   //Administration URI parameter: “/otherurl”


Change 8:  In section G.3.4

G.3.4 Content audit request format

SCWS content audit commands MUST be sent with HTTP GET as follows:

· The abs_path part the URL MUST be “/SCWS/admin” (same URL as defined in section 13.1.3)

· The First Query parameter MUST always be “cmd” with a value defined in this appendix for selecting a specific audit command.

· All query parameters SHALL be case sensitive

· No message-body may be present.

Example:
	
GET /SCWS/admin?cmd=dir&uri=/meteo /HTTP/1.1  CRLF
Host: anything CRLF 
CRLF


If the full administration protocol is used and if a query parameter of the administration command is an URI, the request  SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access this URI.
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