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1 Reason for Change

The RFC 4785 defines new Pre-Shared Key (PSK) TLS cipher suites with authentication only. These cipher suites are useful when authentication and integrity protection is desired but confidentiality is not needed or not permitted. 
There are cases when only authentication and integrity is required and confidentiality is not needed, for example for testing or to improve efficiency. There are also cases when confidentiality is not permitted e.g., for implementations that must meet import restrictions in some countries. Even though no encryption is used, these cipher suites support authentication of the client and server to each other, and message integrity.

The purpose of these CR is to update the SCWS 1.1 specification to reference these PSK TLS cipher suite with authentication as the cases described above may occur.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask to the members of SEC-SCT to review this Change Request and to update the technical specification accordingly.
6 Detailed Change Proposal

Change 1:  Chapter 2.1 Normative References: add reference to RFC 4785
11. References

11.1 Normative References

	…
	...

	[ISO7816-4]
	“Information technology -Identification cards -Integrated circuit(s) cards with contacts Part 4: Interindustry commands for interchange”

	[PSK-TLS]
	“Pre-Shared Key Cipher suites for Transport Layer Security (TLS)”, RFC 4279, 
URL: http://www.ietf.org/rfc/rfc4279.txt?number= 

	[RFC1630]
	“Universal Resource Identifiers in WWW: A Unifying Syntax for the Expression of Names and Addresses of Objects on the Network as used in the World-Wide Web”, 
URL: http://www.ietf.org/rfc/rfc1630.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL: http://www.ietf.org/rfc/rfc2119.txt 

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”, D. Crocker, Ed., P. Overell, November 1997, 
URL: http://www.ietf.org/rfc/rfc2234.txt 

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, 
URL: http://www.ietf.org/rfc/rfc2617.txt?number=2617

	[RFC3546]
	“Transport Layer Security (TLS) Extensions”, 
URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, 
URL: http://www.ietf.org/rfc/rfc3986.txt

	[RFC4785]
	“Pre-Shared Key (PSK) Ciphersuites with NULL Encryption for Transport Layer Security (TLS)”, 
URL: http://www.ietf.org/rfc/rfc4785.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, 
URL: http://www.openmobilealliance.org/ 


Change 2:  Chapter 11.1.1 PSK-TLS : Add a new cipher suite with NULL encryption
11.1.1 PSK-TLS

PSK-TLS is used when a symmetric key is shared between the SCWS and the connecting principal (e.g. a remote administration server). How shared keys are provisioned in the smart card and the connecting principle is beyond the scope of this specification. 

11.1.1.1 Supported Cipher Suites for PSK-TLS

The SCWS MUST support all of the following cipher suites:
· TLS_PSK_WITH_3DES_EDE_CBC_SHA [PSK-TLS]

· TLS_PSK_WITH_AES_128_CBC_SHA [PSK-TLS]
· TLS_PSK_WITH_NULL_SHA [RFC4785]
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