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1 Reason for Change

This change request intends to clarify that in addition to a communication error, a power down or a network coverage loss can be conditions to launch the retry procedure during a SCWS remote administration session. The handling of these 2 conditions was already part of the existing SCWS 1.1 test specifications.
2 Impact on Backward Compatibility

No backward compatibility issue. The management of these 2 errors cases are already part of the SCWS test specification performed during the different Test Fests.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Add power down and network coverage loss in the retry conditions in chapter 13.3.2.8 Retry management
13.3.2.8 Retry management

As soon as an administration session has been triggered and accepted by the card administration agent, this agent is responsible for the connection to the remote administration server and for the accomplishment of the session.

This means that if a communication error, a power down or a network coverage loss occurs during the processing of the administration flow (see description in [13.3.2.1]) the administration agent should try to reconnect according to a card issuer specific retry policy.

The retry policy may include the following:

· An end condition (e.g. number of retries) to be used to avoid network congestion by stale or inconsistent remote administration request.

· A time or counter or an event based retry policy if the BIP or TCP/IP connection attempt fails (like network congestion).

If the TLS session establishment fails for security/authorisation reason the administration session SHALL be immediately discarded.

If a communication breakdown occurs after valid requests have been exchanged between the card administration agent and the remote administration server, the card administration agent SHALL always use the resume mode (see description in [13.3.2.6]).

The overall behaviour SHALL be based on the following rules:

· The Card Administration Agent will make several attempts for resuming the administration session (e.g. BIP or TCP/IP connection and opening an HTTP communication). The waiting period between two attempts and the maximum number of attempt is specified by the retry policy (e.g. triggering event 13.3.2.9.6).

· If the communication is re-established, the Card Administration Agent will try to resume the HTTP dialog by navigating to the last URL of this administration session (see hereafter for the detail for this URL navigation).

· At the opposite, if the maximum number of attempts has been reached the administration session request is then abandoned.
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