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1 Reason for Change

This change request intends to update the HTTP headers used in the SCWS 1.1 specification as some of them are not compliant with the HTTP protocol as defined in RFC 2616.
· The "From" and "User-Agent" header fields are specified in the HTTP protocol (RFC 2616), but the content defined in SCWS 1.1 TS for those headers were not compliant with the IETF specification. 

· The good practice of HTTP (RFC 2616) is to prefix custom headers by “X-“. This is not the case in the current SCWS 1.1 specification.

The HTTP protocol specifies that the "From" request-header field, if given, shall contain an Internet e-mail address for the human user who controls the requesting user agent.  In the SCWS v1.1 current Technical Specification, the "From" header field in the HTTP post request is used to put the "Agent-ID". Instead of the “From” header, a custom header shall be used for this field: “X-Admin-From” header is now defined. 

The HTTP protocol specifies that the "User-Agent" request-header field contains information about the user agent originating the request. This is used for statistical purposes, the tracing of protocol violations, and automated recognition of user agents for the sake of tailoring responses to avoid particular user agent limitations. In the SCWS v1.1 current Technical Specification, the "User-Agent" is used in the HTTP post request and in HTTP post response to identify the SCWS administration protocol. A custom header shall be used for this field: the "X-Admin-Protocol" header is defined and will be used for the HTTP post request and the response of the full administration protocol.

All header names defined by the OMA SCWS specification should be prefixed by “X-Admin-“to follow the HTTP good practice for custom headers. This is the case of the following headers: SCWS-Resume, SCWS-Next-URI.
As these changes imply some updates of the full administration protocol, the version of the protocol has to be updated to 1.1.1 (i.e. the values of the X-Admin-Protocol header becomes oma-scws-admin-agent/1.1.1 or oma-scws-remote-admin/1.1.1).
2 Impact on Backward Compatibility

Recommendations have been added in the specification to manage the backward compatibility.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Header update in chapter 13.3.2.6
HTTP POST request of card administration agent 
13.3.2.6 HTTP POST request of card administration agent

The POST request is used by the card administration agent to fetch administrative commands for the SCWS and to transmit the result from the preceding administrative commands.

13.3.2.6.1 Request Format

The POST request SHALL have the following format:

	POST <URI> HTTP/1.1 CRLF
Host: <Administration Host> CRLF
X-Admin-Protocol: oma-scws-admin-agent/<scws-version> CRLF
X-Admin-From: <Agent ID (as defined in triggering event)> CRLF
[X-Admin-Resume: true]
[Content-Type: application/vnd.oma-scws-http-response CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF
[body-with-previous-scws-commands-responses]


· If a X-Admin-Next-URI response field is present in the previous response (see description in [13.3.2.7]) then the card administration agent SHALL use it. Otherwise the last used URI MUST be used. The First URI to be used is defined by the triggering event. The card administration agent MUST be able to handle URI with a length of 1024 bytes. The remote administration server MAY use query parameters in the URI for session management purpose. 

· The “Host” value SHALL be the Administration Host parameter defined by the triggering event (see 13.3.2.7).

· The card administration agent SHALL use the “X-Admin-Protocol” request headers with the given version to enable backward compatibility with evolution of this standard, current scws-version is 1.1.1
· A card-administration agent that sends a request message that includes scws-version of "1.1.1" MUST at least comply with the mandatory features of this specification. Applications that are at least complying with the mandatory features of this specification SHOULD use a scws-version of "1.1.1" in their messages.

· Compatibility with previous version

· SCWS 1.1.1 card-administration-agent MUST accept message from remote-admin-server with a lower version number.

· The card administration agent SHALL use the “X-Admin-From” request headers with the “Agent ID” defined by the triggering event (see 13.3.2.9.11).

· If this session is resumed from a previous interrupted session, the card administration agent SHALL use the “X-Admin-Resume” extension-header with the value “true” in the first POST request of the resumed session. The “X-Admin-Resume” extension-header MUST not be used in the following POST requests.

· If  a  response from a previous admin command is to be sent, the card administration agent SHALL forward the SCWS response  using:

·  “Content-Type” entity header with the value “application/vnd.oma-scws-http-response”.

· “Content-Length” entity header with the exact length of the body in bytes or “Transfer-Encoding” general header with the value “chunked” (see [HTTP/1.1]). The card administration agent may use the chunk encoding if it is not able to compute the total length of the SCWS response.

· A body with the complete response of the previous administration command. The chuncked Transfer-Encoding may be used.
In order to keep the backward compatibility with former versions of SCWS, the card administration agent SHOULD manage requests with the following header “From”, “User-Agent”, “SCWS-Resume”.
13.3.2.6.2 Examples:

First request of a new session:

	POST /downloadmanager/meteo?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8939010012751002010 CRLF 
CRLF


Next request with preceding response:

	POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8949020012751002010 CRLF 
 
Content-Type: application/vnd.oma-scws-http-response CRLF
Content-Length: 27 CRLF
CRLF
HTTP/1.1 204 NO CONTENT CRLF
CRLF


Next request with preceding response with chunk encoding:

	POST /downloadmanager/meteo?cmd=5 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
 
Content-Type: application/vnd.oma-scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
B CRLF                                  // first chunk 
HTTP/1.1 20
10 CRLF                                 // second chunk size CRLF
4 NO CONTENT CRLF
CRLF
0 CRLF                                  // last chunk 
CRLF


First request of a resumed session:

	POST /downloadmanager/meteo?cmd=12 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
X-Admin-Resume: true CRLF
CRLF


Change 2:  Header update in chapter 13.3.2.7
HTTP POST response of remote administration server 
13.3.2.7 HTTP POST response of remote administration server

The POST response is used by the remote administration server to transmit the next administrative commands to the SCWS through the administration agent and possibly to inform about the next URI that must be used to request the following admin command.

13.3.2.7.1 Response Format

The POST response SHALL have the following format:

	HTTP/1.1 200 OK CRLF [or HTTP/1.1 204 No Content CRLF]
X-Admin-Protocol: oma-scws-remote-admin/<scws-version> CRLF
[X-Admin-Next-URI: <next-URI> CRLF]
[Content-Type: application/vnd.oma-scws-http-request CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF
[body-with-scws-command-request]


· The remote administration server SHALL use a successful status (200 OK) if the response contains a body else it SHALL use the status 204 (No Content) if no entity-body is send.

· The remote administration server SHALL use the “X-Admin-Protocol” request headers with the given version to enable backward compatibility with evolution of this standard, current scws-version is 1.1.1.
· A remote-administration-server that sends a response message that includes scws-version of "1.1.1" MUST at least comply with the mandatory features of this specification. Applications that are at least complying with the mandatory features of this specification SHOULD use a scws-version of "1.1.1" in their messages.

· Compatibility with previous version:

· SCWS 1.1.1 Remote administration server MUST respond with a message in the same scws-version used by the card-administration-agent and adapt response body with scws-command-request compatible with the scws-version.
· If a “X-Admin-Next-URI” extension header is present in the response, the card administration agent SHALL use the given URI in the next POST request. If this header field is present and if the body is empty then the card administration agent SHALL generate a POST request to the given URI without forwarding anything to the SCWS. The URI SHALL respect the same constraints as the initial triggering URI (abs_path,query,length,…) and SHALL be available on the same server where the connection has been initiated (the session communication channel remains the same).

· If no “X-Admin-Next-URI” extension header is present and if the body is empty (i.e. 204), the administration session shall be successfully closed.

· If  a  the remote administration server has remaining administration commands to forward to the SCWS it  SHALL use an entity body with:

· “Content-Type” entity header with the value “application/vnd.oma-scws-http-request”.

· “Content-Length” entity header with the exact length of the body in bytes or “Transfer-Encoding” general header with the value “chunked” (see [HTTP/1.1]). The remote administration server may use the chunk encoding if it is not able to compute the total length of the SCWS response.

· A body with HTTP administrative command to forward to the SCWS. The chunked Transfer-Encoding may be used.
In order to keep the backward compatibility with former versions of SCWS, the remote administration server SHOULD manage responses with the following header “User-Agent” and “SCWS-Next-URI”.

13.3.2.7.2 Examples:

Response with an embedded PUT request for the SCWS:

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 110 CRLF
CRLF
PUT /index.xhtml HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>


Response using chunk encoding with an embedded PUT request for the SCWS (note: this is a didactical example, there is no need to use chunk for such small response):

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Transfer-Encoding: chunked CRLF
CRLF
24 ;chunk size CRLF
PUT /index.xhtml HTTP/1.1 CRLF
Host: any CRLF
48 ;chunk size CRLF
thing CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html> CRLF
0 ; last chunk CRLF
CRLF


Response with an embedded GET request for the SCWS and also with a next URI (incrementing query):

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /downloadmanager/meteo?cmd=13 CRLF
Content-Type: /application/vnd.oma-scws-http-request CRLF
Content-Length: 43 CRLF
CRLF
GET /page1.html HTTP/1.1 CRLF
Host: anything CRLF
CRLF


Response with no body but a next URI:

	HTTP/1.1 204 No Content CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /otherdownloadmanager?cmd=1  CRLF
CRLF


Final response which close the administration session:

	HTTP/1.1 204 No Content CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
CRLF


Change 3:  Header update in the Example section of Annex H. Pipelining over full administration protocol 
H.2
Example - Informative:
Let’s assume that during an administration session we needs to put 20 text files named “hello1.html” to “hello20.html”.

H.2.1 Administration session without pipeline

In this case the administration requires the 21 following POST request.

	POST /downloadmanager/hello?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8939010012751002010 CRLF 
CRLF

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /downloadmanager/hello?cmd=2 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF
CRLF
PUT /hello1.html HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>

	POST /downloadmanager/hello?cmd=2 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
Content-Type: application/vnd.oma-scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
2E CRLF
HTTP/1.1 204 NO CONTENT CRLF Connection: close CRLF CRLF
CRLF
0 CRLF
CRLF

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /downloadmanager/hello?cmd=3 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF
CRLF
PUT /hello2.html HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>

	[------ 18 POST request/response with one embedded PUT ------]

	POST /downloadmanager/hello?cmd=21 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
Content-Type: application/vnd.oma-scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
2E CRLF
HTTP/1.1 204 NO CONTENT CRLF Connection: close CRLF CRLF 
CRLF
0 CRLF
CRLF

	HTTP/1.1 204 No Content CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
CRLF


H.2.2
Administration session on a with pipeline
In this case the administration requires the 3 following POST request.

	POST /downloadmanager/hello?cmd=1 HTTP/1.1 CRLF
Host: 172.96.0.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8939010012751002010 CRLF 
CRLF

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /downloadmanager/hello?cmd=2 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 108 CRLF
CRLF
PUT /hello1.html HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>

	POST /downloadmanager/hello?cmd=2 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
Content-Type: application/vnd.oma-scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
1B CRLF
HTTP/1.1 204 NO CONTENT CRLF CRLF
CRLF
0 CRLF
CRLF

	HTTP/1.1 200 OK CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
X-Admin-Next-URI: /downloadmanager/hello?cmd=3 CRLF
Content-Type: application/vnd.oma-scws-http-request CRLF
Content-Length: 2160 CRLF
CRLF
PUT /hello2.html HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>
[------ 17X ------]
PUT /hello20.html HTTP/1.1 CRLF
Host: anything CRLF 
Content-Type: text/html CRLF
Content-Length: 18 CRLF
CRLF
<html>Hello</html>

	POST /downloadmanager/hello?cmd=3 HTTP/1.1 CRLF
Host: 172.96.0.1CRLF
X-Admin-Protocol: oma-scws-admin-agent/1.1.1 CRLF
X-Admin-From: 8991200012751002010 CRLF 
Content-Type: application/vnd.oma-scws-http-response CRLF
Transfer-Encoding: chunked CRLF
CRLF
1B CRLF
HTTP/1.1 204 NO CONTENT CRLF CRLF 
CRLF
[------ 17X ------]
1B CRLF 
HTTP/1.1 204 NO CONTENT CRLF CRLF
CRLF
0 CRLF
CRLF

	HTTP/1.1 204 No Content CRLF
X-Admin-Protocol: oma-scws-remote-admin/1.1.1 CRLF
CRLF
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