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1 Reason for Change

This change request intends to clarify the implementation of the SCWS specification on a Smart Card implementing the full IP protocol over the USB-IC interface.

The use of this interface is already defined in the SCWS 1.1 specifications. However there is no reference to the ETSI specifications defining this interface and the related protocols. There are several modes available over this interface; this change request intends to explicitly define that the Ethernet Emulation Model (EEM) has to be used for the SCWS implementation. 
2 Impact on Backward Compatibility

There is no backward compatibility issue as these features are not detailed in SCWS 1.1.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Add references to ETSI TS 102 600 and ETSI TS 102.384 in the Normative References list (chapter 2.1)
2.1 Normative References

	[…]
	

	[TS 102 221]
	“TS 102 221 Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[TS 102 223]
	“TS 102 223 Technical Specification Smart Cards; Card Application Toolkit (CAT)”, R7 or higher, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[TS 102 483]
	“TS 102 483 Technical Specification Smart Cards; UICC-Terminal interface; Internet Protocol connectivity between UICC and terminal” R7 or higher, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[TS 102 600]
	“TS 102 600 Technical Specification Smart Cards; UICC-Terminal interface; Characteristics of the USB interface” R7 or higher, European Telecommunications Standards Institute (ETSI), 
URL: http://www.etsi.org

	[…]
	


Change 2:  Add the definition of IC USB in the Definition Section (chapter 3.2)

3.2 Definitions

	[…]
	

	IC USB interface
	see [TS 102 600]

	[…]
	


Change 3:  Add the definition of EEM and ICCD in the Abbreviations Section (chapter 3.3)

3.3 Abbreviations

	[…]
	

	EEM
	Ethernet Emulation Model

	ICCD
	Integrated Circuit Card Device

	[…]
	


Change 4:  Refer to ETSI TS 102 483 for the IP addressing and recommend usage of the predefined name localUICC in the chapter 7.2 Using the TCP/IP protocol
7. IP Address and Port Numbers for local communication
[...]
7.1 Using the BIP transport protocol
[...]
7.2 Using the TCP/IP protocol

If the smart card has its own IP address and directly supports TCP/IP and the terminal supports direct IP addressing of the smart card, then the TCP/IP protocol SHALL be used between the HTTP application in the terminal and the SCWS on the smart card.
The IP connectivity (IP address allocation, routing) is defined in ETSI [TS 102 483]. As the IP address of the UICC can be dynamically allocated, the UICC name “localuicc” SHALL be used to address the smart card.
7.2.1 Port Numbers

The port numbers for accessing the SCWS shall be the default HTTP ports: 80 for HTTP and 443 for HTTP over TLS.

7.2.2 Sample URLs 

Same as the examples above in [7.1.2] but the smart card now has an IP address allocated to it, e. g.

http://localuicc/pub/files/foobar.xhtml

https://localuicc/cgi/display?df=7F01&ef=3F01&record=01&offset=50&length=10


Change 5:  Reference ETSI TS 102 600 and ETSI TS 102 483 for the implementation TCP/IP stack and mandate EEM in the local Transport Protocol section related to TCP/IP (chapter 8.2 TCP/IP Transport Protocol)

8. Local transport protocols
[...]
8.1 The BIP transport protocol
[...]
8.2 TCP/IP transport Protocol

If the smart card supports TCP/IP then the HTTP application in the terminal SHALL directly communicate with the SCWS without a BIP gateway. The implementation of a direct TCP/IP interface between the smart card and the terminal is defined by ETSI [TS 102 600]. In this case, Ethernet Emulation Model (EEM) subclass SHALL be used. 
The IP connectivity (IP address allocation, routing) is defined in ETSI [TS 102 483].
In this case the SCWS SHALL listen on the default port 80 for incoming HTTP requests and SHOULD listen on port 443 for incoming HTTP over TLS requests.
Change 6:  Clarification of the TCP/IP protocol implementation for the remote administration in chapter 13.3.2.2  Administration session flow and behaviour using TCP/IP
13
SCWS remote administration
[...]
13.3
Administration protocols
[...]
13.3.2
Full Administration Protocol
[...]
13.3.2.2 Administration session flow and behaviour using TCP/IP

If the smart card implements a TCP/IP stack and can establish a direct TCP/IP connection to the remote administration server (without using BIP), the administration session flow and behaviour are the same as described in [13.3.2.1] but with a direct TCP/IP connection as defined in ETSI [TS 102 600]. In this case, Ethernet Emulation Model (EEM) subclass SHALL be used. 
The IP connectivity (IP address allocation, routing) is defined in ETSI [TS 102 483].
Change 7:  Update of the content of the connection parameters when full IP protocol is used for the remote administration in chapter 13.3.2.9.4 Connection parameters

13.3.2.9.4 Connection parameters

The connection parameters TLV embeds all the needed parameters to establish a point to point TCP connection between the Administration Agent and the Remote administration server.

	Description
	M/O/C
	Length

	Connection parameters tag
	M
	1

	Length (A)
	M
	1 or 2

	Set of any comprehension TLV needed to open the TCP connection.
	M
	A


If the connection between the Admin Agent and the remote administration server is done over BIP or over TCP/IP, once merged with the configuration resource, the data SHALL contain all needed COMPREHENSION-TLV data objects that are defined for OPEN CHANNEL in [TS 102 223].

Change 8:  Add references to ETSI TS 102.600 and ETSI TS 102.483 in Appendix D. Overview of Transport Protocols
Appendix D.
Overview of Transport Protocols
(Informative)
	Type
	Usage
	Comments

	TCP/IP transport protocol
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a direct TCP/IP connection on top of the UICC’s IC USB Interface as defined in ETSI [TS 102 483] and ETSI [TS 102 600].

Please refer to chapter [7.2].

	TCP/IP transport protocol
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a direct TLS connection on top of a direct TCP/IP connection over the UICC’s IC USB Interface as defined in ETSI [TS 102 483] and ETSI [TS 102 600].

Please refer to chapter [13.3.2.2].

	BIP transport protocol type “TCP, UICC in server mode”
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a CAT BIP connection according to TS 102 223.

Please refer to chapter [7.1].

	BIP transport protocol type “TCP, UICC in client mode”
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a CAT BIP connection according to TS 102 223.

Please refer to chapter [13.3.2.1].

	Concatenated SMS
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through an SMS channel. Used also to trigger a Full administration session of the SCWS.

Please refer to chapter [13.3.1] and [13.3.2.4].
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