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1 Reason for Change

When the SCWS resources are administrated by different 3rd parties, there is a need to provide a mechanism to restrict the amount of content associated to a given 3rd party. 
In the SCWS architecture, the on-card representative of a given 3rd party is the associated card administration agent that is used by the 3rd party when administrating its SCWS resources (static pages, etc). This change request defines the term Granted Memory, which is the amount of memory allocated by the card issuer to the card administration agent of a given 3rd party. This Granted Memory is decreased when a resource is allocated by this card administration agent, for example using the PUT command to create a new static resource. This Granted Memory is increased consistently when this resource is deleted for example using the DELETE command. The amount of memory decreased or increased includes the potential system data overhead need to store the resource into the smart card memory.
Some special administrative commands, such as the one creating a protection set or a user, have also an impact on the memory size and are thus taken into account when managing the Granted Memory.

The audit command available to know the used and available memory has also been updated accordingly.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Add the definition of Granted Memory in chapter 3.2 Definitions
3.2 Definitions

	Application authentication
	An application that is invoked by the SCWS and that may generate dynamic content can implement its own user or principal authentication scheme. We call this authentication “Application authentication”.

	BIP
	Bearer Independent Protocol as defined in [ETSI TS 102 223].

	BIP gateway
	BIP implementation in the terminal as defined in [ETSI TS 102 223].

	Browser
	A program used to view (x) HTML or other media type documents.

	CSIM
	A Cdma2000 Subscriber Identify Module is an application defined in [3GPP2 C.S0065] residing on the UICC to register services provided by 3GPP2 mobile networks with the appropriate security.

	Granted Memory
	Amount of memory granted to a SCWS administration agent to allocate all the resources owned by this administration agent. Any system overhead shall be included in the calculation of the memory consumed to allocate a given resource.

	HTTPS
	A short term for HTTP over TLS.

	IC USB interface
	see [ETSI TS 102 600]

	ISIM
	An IP Multimedia Services Identity Module is an application defined in [3GPP TS 31.103] residing in the memory of the UICC, providing IP service identification, authentication and ability to set up Multimedia IP Services.


Change 2:  Add a short description of this new feature in the description of version 1.2 in chapter 4.2
4.2 Version 1.2

The Smart Card Web Server 1.2 enabler introduces the references to latest versions of TLS (i.e. [TLS 1.1] and [TLS 1.2]) and a new requirement confirming that another removable web server operating in the same terminal can be accessed.

The Smart Card Web Server 1.2 enabler also provides clarifications on the implementation of the Smart Card Web Server when using TCP/IP transport Protocol.
The Smart Card Web Server 1.2 enabler introduces the notion of Granted Memory associated to a card administration agent. It allows restricting the amount of content associated to an authorized entity administrating the SCWS content.

Change 3:  Behavior when using the PUT and DELETE commands described in chapter 13.1 Administration commands
13.1 Administration commands
The SCWS administration commands are HTTP commands as described below. These commands are sent to the Smart Card with the administration protocols as described in [13.3]. This chapter describes the commands only and does not deal with how they are sent to the SCWS. The following chapters describe the administration protocols themselves.

The following HTTP requests are used for administrating the SCWS:

	PUT
	Is used to install or update a page on the SCWS

	DELETE
	Is used to delete a page from the SCWS

	POST
	Is used to send special administration commands to the SCWS
May be used to send HTTP commands that pass some parameters to dynamic applications registered to the SCWS.

	GET
	Is used by the admin server to retrieve a page from the SCWS

Is used by an admin server to audit the SCWS (see Appendix G SCWS content audit)

May be used to retrieve data from a dynamic application registered to the SCWS.

	HEAD
	Is used to retrieve the header of a page on the SCWS


The URIs in PUT-requests, DELETE-requests and GET-requests and HEAD-requests must be an absolute path, i. e. start with “/”. The POST requests contain special commands, which are parsed by a special admin-component within the SCWS.
If the full administration protocol is used, PUT, DELETE, GET and HEAD commands SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access the URI requested in the request.

If the URI of the HTTP command is assigned to a dynamic content application then the command is processed by the application itself and the response to the command depends on the implementation of the dynamic content application.
When a resource is allocated thanks to an administrative command such as a PUT command, the Granted Memory associated to the card administration agent owning the URL is decreased of the amount of memory required to store the resource (including the system data overhead). When this resource is deleted thanks to an administrative command such as a DELETE command, the Granted Memory is increased back consistently.
13.1.1  PUT
The PUT HTTP request is used to install or update a page on the SCWS. 

· The URL to be installed/updated must be an absolute path (starting with the root of the SCWS)

· The value of the Content-Type, Content-Encoding and Content-Language headers present in the request shall be stored by the SCWS, and shall be included in the response to a GET command on this resource.
· The entity-header-field “Content-Length” must be used. The value is the length of the message-body in bytes as a decimal number.
· The value of the Cache-control header present in the request shall be stored by the SCWS, and shall be included in the response to a GET command on this resource.
The Granted Memory of the card administration agent owning the URL is decreased of the memory size required to store the page in the SCWS (including system data overhead). The PUT command SHALL be rejected if there isn't enough free memory in the Granted Memory to store the page.

[…]
13.1.2 DELETE
The DELETE request is used to delete a page or a directory from the SCWS. The URL to be deleted must be an absolute path (starting with the root of the SCWS). If the path identifies a directory, this directory and its content shall be deleted. The Granted Memory of the card administration agent owning the URL is increased of the memory size required to store the page or the directory.
[…]

Change 4:  Behavior when using the special administrative commands described in chapter 13.1.6 Special admin commands that are used within a POST request
13.1.6  Special admin commands that are used within a POST request
Special Admin-Commands are transported within the message-body of POST-requests. The SCWS must be able to process an admin-body with a length of at least 1024 Bytes. If more than 1024 bytes are needed for administration, the Admin Server in the network should transport the admin commands within several POST requests. The admin commands are handled by the admin server application, to which only authorized principals can have access (as provisioned by the card issuer).

The commands always start with a command attribute (i.e. cmd=commandName) followed by one or several attribute value pairs as parameters. These command pairs are formatted according to the W3C recommendation [HTML 4.0.1]. This means that the attribute name is separated from the attribute value by '=' and attribute name/value pairs are separated from each other by '&'. All unsafe characters in names and values are escaped: Space characters in names and values are replaced by '+', and reserved characters are escaped as described in [RFC3986]. Non-alphanumeric characters are replaced by '%HH', a percent sign and two hexadecimal digits representing the ASCII code of the character. All attributes names and values are case sensitive and the order of attribute value pairs is not relevant (if not otherwise specified).

If there are several commands in one POST request, these are also separated by '&', see the following example.

If a parameter name in a command is not known or if a parameter name has a wrong parameter value the command MUST be aborted. To recognize constants they are written with quotes in this specification, but in the commands themselves they appear without quotes. For example "on" refers to the string "on" but in the command invocation it appears without the quotes:  http=on. 
If the full administration protocol is used and if a parameter of the administration command is an URI or a path, the command SHALL be rejected if the card administration agent involved in the exchanges is not allowed to access this URI or this path.
EXAMPLE:
cmd=set&http=on&cmd=pr&psid=ps1&protocol=http
cmd=set&http=on&cmd=pr&psid=ps1&protocol=http
END of EXAMPLE
In this example two commands are sent. The name of the first command name is “set” with the attribute value pair “http=on”. The name of the second command is “pr” with two attribute-value pairs.

Some parameter/value pairs are mandatory in an admin command; others are optional (as indicated in the tables).
Some administrative commands imply a memory allocation (e.g. creation of a new protection set, creation of a new user, mapping of an application, etc). In this case, the Granted Memory associated to the card administration agent handling the request is charged for the amount of memory required to implement this administrative command (including the system data overhead). When this allocated memory is released (e.g. deletion of a protection, deletion of a user, etc), the Granted Memory is charged back consistently.
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