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1 Reason for Change

This change request intends to update the SCR table of the SCWS 1.2 TS to take into account the features added in this new version of the SCWS.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.
6 Detailed Change Proposal

Change 1:  Update Appendix B
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for SCWS Card Administration Agent

	Item
	Function
	Reference
	Requirement

	SCWS-AC-001-M
	Using BIP or TCP/IP
	Section 13.3.2
	SCWS-AC-002-O OR SCWS-AC-003-O

	SCWS-AC-002-O
	Administration session over BIP
	Section 13.3.2.1
	

	SCWS-AC-003-O
	Administration session over TCP/IP
	Section 13.3.2.2
	

	SCWS-AC-024-O
	Use of the Ethernet Emulation Model (EEM) subclass
	Section 13.3.2.2
	SCWS-AC-003-O

	SCWS-AC-004-M
	Admin-server settings:

Default configuration resources
	Section 13.3.2.3
	

	SCWS-AC-005-M
	Triggering of the administration client by an SMS MO
	Section 13.3.2.4
	

	SCWS-AC-006-O
	Trigger the administration session by a local event
	13.3.2.5
	

	SCWS-AC-007-M
	Verify that all mandatory fields of HTTP POST request of card administration agent are present and valid
	Section 13.3.2.6.1
	

	SCWS-AC-008-M
	Retry management

Resume mode
	Section 13.3.2.8
	

	SCWS-AC-009-M
	Retry management
SMS-MO emitted if the administration session is abandoned
	Section 13.3.2.8
	

	SCWS-AC-010-M
	Support for all tags that are used for remote administration and retry management
	Section 13.3.2.9
	

	SCWS-AC-019-M
	Support for TLS 1.0
	Section 11.1

	

	SCWS-AC-020-O
	Support for TLS 1.1
	Section 11.1
	

	SCWS-AC-021-O
	Support for TLS 1.2
	Section 11.1
	

	SCWS-AC-011-M
	Support for PSK-TLS
	Section 11.1.1
	SCWS-AC-014-M OR SCWS-AC-015-M OR SCWS-AC-016-M OR SCWS-AC-022-O OR SCWS-AC-023-O

	SCWS-AC-012-M
	Support for Fragment Negotiation in TLS
	Section 11.1.3
	

	SCWS-AC-013-M
	Support for each authorized entities to be able to control what content and which Smart Card applications can be accessed under a given URI.
	Section 13.3.2
	

	SCWS-AC-014-M
	Support for TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher suite
	Section 11.1.1

	

	SCWS-AC-015-M
	Support for TLS_PSK_WITH_AES_128_CBC_SHA cipher suite
	Section 11.1.1
	

	SCWS-AC-016-M
	Support for TLS_PSK_WITH_NULL_SHA cipher suite
	Section 11.1.1
	

	SCWS-AC-022-O
	Support for TLS_PSK_WITH_AES_128_CBC_SHA256
	Section 11.1.1
	SCWS-AC-021-O

	SCWS-AC-023-O
	TLS_PSK_WITH_NULL_SHA256
	Section 11.1.1
	SCWS-AC-021-O

	SCWS-AC-017-M
	Compliance with HTTP 1.1
	Section 13.3.2
	


B.2 SCR for Remote SCWS Administration Server
	Item
	Function
	Reference
	Requirement

	SCWS-AS-001-M
	Implement the “SCWS full administration protocol”
	Section 13.3.2
	

	SCWS-AS-010-M
	Support for TLS 1.0
	Section 11.1

	

	SCWS-AS-011-O
	Support for TLS 1.1
	Section 11.1
	

	SCWS-AS-012-O
	Support for TLS 1.2
	Section 11.1
	

	SCWS-AS-002-M
	Support for PSK-TLS
	Section 11.1.1
	SCWS-AS-007-M OR SCWS-AS-008-M OR SCWS-AS-009-M OR SCWS-AS-013-O OR SCWS-AS-014-O

	SCWS-AS-003-M
	Support for Fragment Negotiation in TLS 
	Section 11.1.3
	

	SCWS-AS-004-M
	Trigger the administration session by sending a secure SMS to the Smart Card
	Section 13.3.2.4
	

	SCWS-AS-005-M
	Verify that all mandatory fields of HTTP POST response of remote administration server are present and valid 
	Section 13.3.2.7.1
	

	SCWS-AS-006-M
	Support for lightweight administration protocol


	Section 13.3.1
	

	SCWS-AS-007-M
	Support for TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher suite
	Section 11.1.1

	

	SCWS-AS-008-M
	Support for TLS_PSK_WITH_AES_128_CBC_SHA cipher suite
	Section 11.1.1
	

	SCWS-AS-009-M
	Support for TLS_PSK_WITH_NULL_SHA cipher suite
	Section 11.1.1
	

	SCWS-AS-013-O
	Support for TLS_PSK_WITH_AES_128_CBC_SHA256
	Section 11.1.1
	SCWS-AS-012-O

	SCWS-AS-014-O
	TLS_PSK_WITH_NULL_SHA256
	Section 11.1.1
	SCWS-AS-012-O


B.3 SCR for SCWS Client
	Item
	Function
	Reference
	Requirement

	SCWS-C-001-M
	Use the SCWS URL to access the SCWS
	Section 5
Section 7
	

	SCWS-C-002-M
	Implement the TLS 1.0 protocol
	Section 11.1
	

	SCWS-C-006-O
	Implement the TLS 1.1 protocol
	Section 11.1
	

	SCWS-C-007-O
	Implement the TLS 1.2 protocol
	Section 11.1
	

	SCWS-C-003-M
	Implement the PSK-TLS protocol
	Section 11.1.1
	SCWS-C-009-M OR SCWS-C-010-M OR SCWS-C-011-O OR SCWS-C-012-O OR SCWS-C-013-O

	SCWS-C-008-M
	Support for public key pair 
	Section 11.1.2
	SCWS-C-014-M OR SCWS-C-015-M OR SCWS-C-016-O

	SCWS-C-004-M
	Implement HTTP Basic authentication
	Section 10
	

	SCWS-C-005-M
	Implement HTTP Digest authentication
	Section 10
	

	SCWS-C-009-M
	Support for TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher suite
	Section 11.1.1

	SCWS-C-003-M AND (SCWS-C-002-M OR SCWS-C-006-O OR SCWS-C-007-O)

	SCWS-C-010-M
	Support for TLS_PSK_WITH_AES_128_CBC_SHA cipher suite
	Section 11.1.1
	SCWS-C-003-M AND (SCWS-C-002-M OR SCWS-C-006-O OR SCWS-C-007-O)

	SCWS-C-011-O
	Support for TLS_PSK_WITH_NULL_SHA cipher suite
	Section 11.1.1
	SCWS-C-003-M AND (SCWS-C-002-M OR SCWS-C-006-O OR SCWS-C-007-O)

	SCWS-C-012-O
	Support for TLS_PSK_WITH_AES_128_CBC_SHA256
	Section 11.1.1
	SCWS-C-003-M AND SCWS-C-007-O

	SCWS-C-013-O
	TLS_PSK_WITH_NULL_SHA256
	Section 11.1.1
	SCWS-C-003-M AND SCWS-C-007-O

	SCWS-C-014-M
	TLS_RSA_WITH_3DES_EDE_CBC_SHA
	Section 11.1.2
	SCWS-C-008-M AND (SCWS-C-002-M OR SCWS-C-006-O OR SCWS-C-007-O)

	SCWS-C-015-M
	TLS_RSA_WITH_AES_128_CBC_SHA
	Section 11.1.2
	SCWS-C-008-M AND (SCWS-C-002-M OR SCWS-C-006-O OR SCWS-C-007-O)

	SCWS-C-016-O
	TLS_RSA_WITH_AES_128_CBC_SHA256
	Section 11.1.2
	SCWS-C-008-M AND SCWS-C-007-O


B.4 SCR for SCWS Server
	Item
	Function
	Reference
	Requirement

	SCWS-S-001-M
	SCWS URL with a length of at least 1024 characters is supported
	Section 5
Section 7
	

	SCWS-S-002-M
	Support for Dynamic Content
	Section 6
	

	SCWS-S-003-M
	Support for local transport protocols with the client device
	Section 7
Section 8
	SCWS-S-004-O OR SCWS-S-005-O

	SCWS-S-004-O
	Support for the BIP transport protocol
	Section 7.1
Section 8.1
	SCWS-S-006-O

	SCWS-S-005-O
	Support for TCP/IP transport protocol
	Section 7.2
Section 8.2
	

	SCWS-S-035-O
	Use of the Ethernet Emulation Model (EEM) subclass
	Section 8.2
	SCWS-S-005-O

	SCWS-S-006-O
	Support for local BIP channels with the connecting device
	Section 8.1.1
	

	SCWS-S-007-M
	Support for Concurrency with other CAT application 
	Section 8.1.1.1
	

	SCWS-S-008-M
	Compliance with HTTP 1.1 
	Section 9
	

	SCWS-S-009-M
	Implement HTTP GET Request
	Section 9.2
	

	SCWS-S-010-M
	Implement HTTP HEAD Request
	Section 9.2
	

	SCWS-S-011-M
	Implement HTTP POST Request
	Section 9.2
	

	SCWS-S-012-M
	Implement HTTP DELETE Request
	Section 9.2
	

	SCWS-S-013-M
	Support for HTTP Authorisation request header
	Section 9.3
	

	SCWS-S-014-M
	Support for HTTP WWW-Authenticate response header 
	Section 9.3
	

	SCWS-S-015-M
	Support for HTTP Basic authentication
	Section 10
	

	SCWS-S-016-O
	Support for HTTP Digest authentication
	Section 10
	

	SCWS-S-017-O
	Implement the TLS 1.0 protocol
	Section 11.1
	SCWS-S-020-O

	SCWS-S-036-O
	Implement the TLS 1.1 protocol
	Section 11.1
	SCWS-S-020-O

	SCWS-S-037-O
	Implement the TLS 1.2 protocol
	Section 11.1
	SCWS-S-020-O

	SCWS-S-018-O
	Support for server public key pair and certificate
	Section 11.1.2
	SCWS-S-020-O AND (SCWS-S-043-O OR SCWS-S-044-O OR SCWS-S-045-O)

	SCWS-S-019-O
	Implement the PSK-TLS protocol
	Section 11.1.1
	SCWS-S-020-O AND (SCWS-S-038-O OR SCWS-S-039-O OR SCWS-S-040-O OR SCWS-S-041-O OR SCWS-S-042-O)

	SCWS-S-020-O
	Support for Fragment Negotiation in TLS
	Section 11.1.3
	

	SCWS-S-021-O
	Deliver an ACP data object
	Section 12.1
	

	SCWS-S-022-M
	Support all SCWS administrative commands 
	Section 13.1
	

	SCWS-S-023-M
	Support for the lightweight administration protocol
	Section 13.3.1
	

	SCWS-S-024-O
	Support for UICC File access with URI
	Appendix E 
	

	SCWS-S-025-O
	Support for SCWS Content Audit
	Appendix G
	

	SCWS-S-026-O
	Support for Pipelined administrative commands 
	Appendix H 
	

	SCWS-S-027-O
	Support for self care administration
	Appendix I
	

	SCWS-S-028-M
	Implement HTTP PUT request
	Section 9.2
	

	SCWS-S-029-M
	Support for directory DELETE
	Section 13.1
	

	SCWS-S-030-M
	Support for Content-Type, Content-Encoding, Content-Language request headers
	Section 13.1
	

	SCWS-S-031-M
	Support for Conditional GET based on the If-Match and If-none-Match request header related to caching mechanism
	Section 9.5

	

	SCWS-S-032-M
	Support for ETag response header related to caching mechanism
	Section 9.5

	

	SCWS-S-033-O
	Support for Session Resume as defined in TLS
	Section 11.1.3
	

	SCWS-S-034-O
	Support for Multiple Audit Commands
	Appendix GG.5
	

	SCWS-S-038-O
	Support for TLS_PSK_WITH_3DES_EDE_CBC_SHA cipher suite
	Section 11.1.1

	SCWS-S-019-O AND (SCWS-S-017-O OR SCWS-S-036-O OR SCWS-S-037-O)

	SCWS-S-039-O
	Support for TLS_PSK_WITH_AES_128_CBC_SHA cipher suite
	Section 11.1.1
	SCWS-S-019-O AND (SCWS-S-017-O OR SCWS-S-036-O OR SCWS-S-037-O)

	SCWS-S-040-O
	Support for TLS_PSK_WITH_NULL_SHA cipher suite
	Section 11.1.1
	SCWS-S-019-O AND (SCWS-S-017-O OR SCWS-S-036-O OR SCWS-S-037-O)

	SCWS-S-041-O
	Support for TLS_PSK_WITH_AES_128_CBC_SHA256
	Section 11.1.1
	SCWS-S-019-O AND SCWS-S-037-O

	SCWS-S-042-O
	TLS_PSK_WITH_NULL_SHA256
	Section 11.1.1
	SCWS-S-019-O AND SCWS-S-037-O

	SCWS-S-043-O
	TLS_RSA_WITH_3DES_EDE_CBC_SHA
	Section 11.1.2
	SCWS-S-018-O AND (SCWS-S-017-O OR SCWS-S-036-O OR SCWS-S-037-O)

	SCWS-S-044-O
	TLS_RSA_WITH_AES_128_CBC_SHA
	Section 11.1.2
	SCWS-S-018-O AND (SCWS-S-017-O OR SCWS-S-036-O OR SCWS-S-037-O)

	SCWS-S-045-O
	TLS_RSA_WITH_AES_128_CBC_SHA256
	Section 11.1.2
	SCWS-S-018-O AND SCWS-S-037-O


B.5 SCR for Device
This is the device that connects to the smart card (e.g. Mobile phone with a Web browser that accesses the SCWS).
	Item
	Function
	Reference
	Requirement

	SCWS-ME-001-M
	Support for local transport protocols with the Smart Card
	Section 7
Section 8
	SCWS-ME-002-O OR SCWS-ME-004-O

	SCWS-ME-002-O
	BIP transport protocol:

IP Address of the Smart Card is 127.0.0.1 for local communication with the SCWS
	Section 7
	SCWS-ME-003-O AND SCWS-ME-005-O AND SCWS-ME-006-O AND SCWS-ME-007-O

	SCWS-ME-003-O
	BIP transport protocol:

Mnemonic name “localhost”  associated to the Smart Card IP address 127.0.0.1
	Section 7
	

	SCWS-ME-004-O
	TCP protocol:

Smart Card has its own IP address for local communication with the SCWS
	Section 7.2
	SCWS-ME-013-O AND SCWS-ME-014-O

	SCWS-ME-013-O
	TCP protocol:

Use the mnemonic name “localuicc” associated to the Smart Card IP address
	Section 7.2
	

	SCWS-ME-014-O
	TCP protocol:

Use the Ethernet Emulation Model (EEM) subclass
	Section  8.2
	

	SCWS-ME-005-O
	BIP transport protocol:

Establish BIP channel when receiving the “Open channel related to UICC server mode” command 
	Section 8.1.1
	

	SCWS-ME-006-O
	BIP transport protocol:

Be able to open at least 2 BIP channels in “TCP, UICC in server mode” 
	Section 8.1.1
	

	SCWS-ME-007-O
	BIP transport protocol

Be able to open an additional BIP channel “TCP, UICC in client mode” for SCWS administration
	Section 8.1.1
	

	SCWS-ME-008-O
	ME implements a “trusted execution environment”
	Section 12
	SCWS-ME-009-O AND 
SCWS-ME-010-O

	SCWS-ME-009-O
	Retrieve the ACP from the SCWS
	Section 12.1
	

	SCWS-ME-010-O
	Implement a SCWS ACP enforcer
	Section 12
	

	SCWS-ME-011-M
	Support for Conditional GET based on the If-Match and If-none-Match request header related to caching mechanism
	Section 9.5 

	

	SCWS-ME-012-M
	Support for ETag response header related to caching mechanism
	Section 9.5
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